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ABSTRACT
An important part of modern supercomputing platforms is
the network interconnect. As the number of computing nodes
in clusters have increased, the role of the interconnect has
become more important. Modern interconnects, such as In-
finiBand, Quadrics, and Myrinet have become popular due to
their low latency and increased performance over traditional
Ethernet. As these interconnects become more widely used
and clusters continue to scale, design choices such as where
data reliability should be provided are an important issue.

In this work we address the issue of network reliability
design using InfiniBand as a case study. Unlike other high-
performance interconnects, InfiniBand exposes both reliable
and unreliable APIs. As part of our study we implement the
Message Passing Interface (MPI) over the Unreliable Con-
nection (UC) transport and compare with the Reliable Con-
nection (RC) and Unreliable Datagram (UD) transports for
MPI. We detail the costs of reliability for different message
patterns and show that providing reliability in software in-
stead of hardware can increase performance up to 25% in a
molecular dynamics application (NAMD) on a 512-core In-
finiBand cluster.

Categories and Subject Descriptors
D.4.4 [Operating Systems]: Communications Management;
D.4.9 [Operating Systems]: Systems Programs and Utili-
ties

General Terms
Experimentation, Performance
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1. INTRODUCTION
As clusters continue to grow in scale, the cluster intercon-

nect has a significant influence on application performance.
Modern high-speed interconnects such as InfiniBand [9],
Myrinet [4], and Quadrics [19] have delivered lower latency
and higher performance than traditional Gigabit Ethernet
and have become popular cluster interconnect. Of these, In-
finiBand is an increasingly popular interconnect in cluster
computing due to low latency (1.0-3.0µsec) and high band-
width, as well as other features such as Remote Data Mem-
ory Access (RDMA). Many large clusters, such as the over
60,000-core TACC Ranger [25] and 9216-core LLNL Atlas
cluster [13] use InfiniBand as their primary interconnect.

The Message Passing Interface (MPI) [15] is the dominant
parallel programming model on these large clusters. Given its
involvement in many applications, the MPI library has a key
role in performance. Optimizations in the MPI library can
seamlessly improve the performance of many applications.

Given that both MPI and the network interconnect are
so critical to performance in cluster environments, it is im-
portant to examine the assumptions traditionally made in
each. In many modern interconnects, such as InfiniBand and
Quadrics, the most commonly used interface is a reliable one
where reliability is provided in the network device hardware
or firmware. With this hardware support the MPI can be
designed without explicit reliability checks or protocol.

In this paper we examine this common assumption. In-
finiBand hardware supports three transports, Reliable Con-
nection (RC), Unreliable Connection (UC), and Unreliable
Datagram (UD). On Mellanox [1] hardware, the reliability
for the RC transport is handled in firmware on the network
device. Given this, we use InfiniBand as a platform to eval-
uate the tradeoffs associated with providing reliability in the
MPI layer as compared with a hardware-based design. We
compare all three InfiniBand transports, RC, UC and UD in
a common codebase with and without software reliability on
a variety of communication patterns in this study. To the
best of our knowledge, this is the first work to address this
issue in such a comprehensive manner on high-speed inter-
connects.



There are two main questions this work seeks to address:

• Can software-based reliability outperform hardware-based
reliability methods, and if so, under what conditions?

• What are the costs associated with providing reliability
in software?

As part of our work we design an MPI library that allows
independent evaluation of each of the three InfiniBand trans-
ports in a common codebase. Additionally, software-level re-
liability can be turned on and off for each of the transports.
We evaluate these combinations using two molecular dynam-
ics packages on a 512-core cluster and report up to a 25%
increase in performance over the RC transport by using a
software-level reliability layered over the UC transport.

The rest of the paper is organized as follows: In Section 2,
we discuss related work. Following in Section 3 we give back-
ground on various high-performance interconnects and tech-
nologies. Section 4 provides additional background on Infini-
Band and the provided transports. Our evaluation method-
ology is explained in Section 5. Reliability designs are cov-
ered in Section 6 and describe our implementation in Section
7. We evaluate the different reliability methods with several
benchmarks in Section 8. We conclude and discuss future
work in Section 9.

2. RELATED WORK
Other researchers have explored providing reliability at the

MPI layer as part of the LA-MPI project [7, 3]. LA-MPI is
focused on providing network fault-tolerance at the host to
catch potential communication errors, including network and
I/O bus errors. Their reliability method works on a watch-
dog timer with a several second timeout, focusing on provid-
ing checksum acknowledgment support in the MPI library.
Saltzer et al. [23] discusses about the need for end-to-end
reliability instead of a layered design.

Fast Messages (FM) [18] implements an ordering and re-
liability layer on top of Myrinet. This lightweight layer im-
plements internal message buffering for performance and re-
liability.

Our work is different in that our focus is on evaluating the
cost of reliability in hardware versus software. We believe
this is the first such study where the hardware and software
are fixed, with the only difference being the location of the
reliability implementation. We leverage the work of other
traditional reliability schemes to ensure a fair comparison.

3. MODERN NETWORK TECHNOLOGIES
AND PACKET LOSS

In this section we give background on network technologies
used in modern networks and their effect on communication
reliability.

Link Level Flow Control: Link level flow control is a critical
feature of all networks [2, 6]. Many high-performance System
Area Networks (SAN) provide link level credit flow control.
These interconnects, such as ASI [14], InfiniBand, and Fibre
Channel generally do not drop packets due to congestion [22].
As a result, packet loss is minimal. Ethernet, however, will
drop packets due to congestion. In this case, packets do not
always arrive at the receiver side.

Cyclic Redundancy Checks (CRC): Modern networks pro-
vide a link-level CRC check to provide data reliability. Net-
works such as InfiniBand implement an end-to-end link-level

CRC as well as per-hop CRC check. Other networks such as
Myrinet [4] also provide CRC at the hardware level. Oth-
ers have advocated for additional memory-to-memory CRC
checks to prevent against I/O errors [10].

Reliability: Unlike many of the previous technologies, high-
performance interconnects differ in their implementation of
reliability. Myrinet requires software-level reliability,
Quadrics [19] implements hardware-level reliability, and In-
finiBand implements both modes of operation.

Packet Loss: Many modern network technologies imple-
ment link level flow control to prevent packet loss from oc-
curring due to congestion. Additionally, many networks pro-
vide a link-level CRC check, which represents one of the few
times a network will drop a packet. Empirical data confirms
these very low drop rates. In our previous work we have eval-
uated various applications on a 4096-core system with very
few network drops for InfiniBand [11].

4. INFINIBAND
In this section we give the required background information

on InfiniBand. We start with the communication model and
follow with the available transport services.

InfiniBand was designed as a high-speed, general-purpose
I/O interconnect, and in recent years it has become a popu-
lar interconnect for high-performance computing to connect
commodity machines in large clusters.

4.1 Communication Model
A Queue Pair (QP) model is used for all communication

in InfiniBand. A QP consists of two queues, a Send Queue
(SQ) and a Receive Queue (RQ) for initiating send and re-
ceive operations, respectively. Each QP is associated with a
Completion Queue (CQ), allowing an application to poll or
use an event-based interface to receive notification of opera-
tion completion.

There are two sets of communication semantics in Infini-
Band: channel and memory semantics. Channel semantics
include send and receive operations that are similar to those
found in traditional interfaces, such as sockets, where both
sender and receiver must be aware of communication. Mem-
ory semantics include one-sided operations where one host
can access or modify memory on a remote node without a
posted receive; such operations are referred to as Remote
Direct Memory Access (RDMA).

In both sets of semantics all memory used for communica-
tion must be registered and pinned, not to be swapped out.
Since the startup cost for registering memory is high, small
messages are generally copied into pre-registered buffers be-
fore being sent to the receiver for optimal performance. At
larger sizes, it can become advantageous to perform a zero-
copy transfer by directly registering the application send and
receive buffers and performing an RDMA operation.

To receive a message on a QP using channel semantics, a
receive buffer must be posted to that QP. Buffers are con-
sumed in a FIFO ordering. Using a Shared Receive Queue
(SRQ) allows receive buffers to be shared across QPs for scal-
ability.

4.2 Transport Services
There are four transport modes defined by the InfiniBand

specification: Reliable Connection (RC), Reliable Datagram
(RD), Unreliable Connection (UC) and Unreliable Datagram
(UD). Of these, RC, UC, and UD are required to be sup-



Table 1: Feature Comparison of UD, UC, RC
UD UC RC

Reliable Delivery − − X
In-Order Delivery − − X
RDMA Support − X X
Large Messages − X X

ported by Host Channel Adapters (HCAs) in the InfiniBand
specification. A comparison of these transports is in Table 1.
RD is not required and is not available with current hard-
ware. All transports provide a checksum verification.

Reliable Connection (RC) is the most popular transport
service for implementing MPI and other User Level Protocols
(ULPs) over InfiniBand. As a connection-oriented service,
a QP must be dedicated to communicating with only one
other QP. An application that communicates with N other
peers must have at least N QPs created. It provides RDMA
capability, atomic operations, and reliable service.

Unreliable Connection (UC) provides the same connection-
oriented service as RC, but with no guarantees of order-
ing or reliability. It does support RDMA write capabili-
ties and sending messages larger than the Maximum Transfer
Unit (MTU) size. Message segmentation is provided through
hardware support.

Unreliable Datagram (UD) is a connection-less and unreli-
able transport, the most basic transport specified for Infini-
Band. As a connection-less transport, a single UD QP can
communicate with any number of other UD QPs. UD does
have a number of limitations, however. Messages larger than
an MTU size, which on current Mellanox hardware is lim-
ited to 2KB, cannot be directly sent using UD. Only channel
semantics are defined for UD, so RDMA is not supported.
Additionally, UD does not guarantee reliability or message
ordering.

5. METHODOLOGY
We design our study to evaluate the tradeoffs associated

with providing reliability within the network hardware and
in the MPI library. In particular, we seek to evaluate the per-
formance and resource requirements of the host for a variety
of messaging patterns.

5.1 Native Performance
Before measuring software reliability, the native hardware

performance for both reliable and unreliable communication
modes must be evaluated. This baseline gives the basic com-
munication performance differences. In the case of Infini-
Band, the Reliable Connection (RC) mode has likely been
significantly more optimized than the Unreliable Connection
(UC) mode due to its more prominent usage in libraries and
applications. Since many modern networks provide link level
flow control, packet loss is minimal and real-world workloads
can be run over unreliable protocols for the purposes of eval-
uation. The time difference between the reliable and unre-
liable mode application executions of a workload represent
the maximum improvement that can be obtained by using a
software-based reliability mechanism.

5.2 Reliability Performance
The main evaluation criteria is the performance that can

be obtained through providing reliability in the MPI library
instead of hardware. To perform this evaluation, the same
messaging workloads must be used on both a software-based
implementation of reliability and a hardware implementation
of reliability. To isolate this difference, the rest of the hard-
ware and software stack should be identical.

Since InfiniBand provides both reliable and unreliable se-
mantics on the same hardware it offers an ideal platform for
our study. Current generation Mellanox InfiniBand adapters
allow us to study three transports and isolate the reasons for
performance differences:

• Reliable Connection (RC): Reliability and message seg-
mentation are provided in hardware

• Unreliable Connection (UC): Message segmentation is
provided in hardware

• Unreliable Datagram (UD): Neither reliability or seg-
mentation is provided in hardware.

These three transports allow us to isolate the tradeoffs of
providing hardware reliability and segmentation. In particu-
lar, comparing RC and UC gives the difference of hardware-
level reliability and software-level reliability. The difference
between RC and UC gives insight into the differences be-
tween connection-oriented and connection-less transports as
well as hardware and software level segmentation.

5.3 Resource Usage
Another important metric to be measured is the additional

memory usage incurred by the software to provide reliability
support. To provide high performance message passing over
an unreliable transport, significant buffering of unacknowl-
edged messages may be required. The maximum memory
usage for message buffering will be tracked. Additionally,
the number of ACKs issued by the MPI library to provide
reliability will also be tracked.

6. PROPOSED DESIGN
The reliability protocol used has a significant influence on

two of our evaluation metrics from Section 5 – performance
and resource usage. In this section we discuss the suitable
reliability protocols.

6.1 Reliability Engine
In our previous work [11] we have evaluated three possible

reliability protocols for MPI over the UD transport of Infini-
Band. In this work we select the “progress engine” style of
reliability, which provided the best performance in the pre-
vious evaluation. More details on this can be found in our
prior work.

In this method, shown in Figure 1, message segments are
acknowledged lazily when the application makes calls into
the MPI library. If there is a large skew between processes,
there is the possibility of unneeded message retries. Our
previous work has showed this level to be acceptable. The
next subsection gives the protocol details.

Note that additional reliability modes, particularly those
based on kernel involvement, are not evaluated here. This
work specifically targets providing reliability within the MPI
library. It is anticipated that a kernel-level interrupt scheme
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Figure 1: Progress-Based Acknowledgments

may in some cases be able to provide even higher performance
than the strictly user-level method that we are evaluating.

6.2 Reliable Message Passing
For small messages, those less than 8KB, our design uses

the traditional sliding window protocol. The sender issues
packets in order as there is available space in the window. In
this manner the window represents the maximum number of
unacknowledged message segments outstanding. Additional
send operations occurring when the send window is already
full are queued until outstanding operations have been ac-
knowledged.

To enable reliability, after each message segment is sent
it is tagged with a timestamp and added to an unacknowl-
edged queue. This timestamp is provided through the Read
Time Stamp Counter (RDTSC) assembly instruction. If the
MPI library detects that the timestamp has aged past a pre-
configured timeout value (ttimeout) without an acknowledg-
ment, the message segment is retransmitted. The receiver
will discard all duplicate messages and send an explicit ACK
to prevent additional retransmissions.

ACKs are also“piggybacked”onto all other messages being
sent to the sender since many applications have bi-directional
communication patterns. This significantly reduces the num-
ber of explicit ACKs that are required. If an ACK has not
been piggybacked after ttimeout/2 usec, the receiver issues an
explicit ACK to the sender.

Our design also uses ACKs for flow control in both the
reliable and unreliable modes. This signaling is used to relay
the number of free receive buffers available to the sender. Our
reliability method also makes use of these control messages
that are already being issued in the background.

6.3 Preserving Zero-Copy over Unreliable Con-
nection

On interconnects with RDMA capabilities, a zero-copy
protocol is often used to transmit large messages. In zero
copy protocols the sender and receiver use small control mes-
sages to match the message and then the message data is
placed directly in user memory. A zero-copy protocol can
significantly increase bandwidth and reduce cache pollution.
Instead of performing data copies in the send and receive
paths, within user-space or the kernel, a zero-copy approach
directly sends the data from the source application buffer to
the final destination buffer.

RTS

CTS

FIN

Match tags. 
Register 

buffer

Sender Receiver

DATA

Mark complete

Get local 
send 

completion. 
Mark 

complete

Figure 2: Traditional Zero-Copy Rendezvous over
RC

On InfiniBand, a handshake protocol (rendezvous) is used.
As shown in Figure 2, the sending process sends a Request
to Send (RTS) message with message tag information. Upon
discovery of the message by the MPI layer at the receiver end,
the receiver will send a Clear to Send (CTS) to the sender.
If the sender receives a CTS, then it can use RDMA Write
to send the message data directly to user application buffer
at remote side. Thus, RDMA Write provides a convenient
method to perform zero-copy protocols when MPI message
tags are matched by the MPI library.

To maintain these zero-copy semantics for an unordered
and unreliable transport, this protocol must be adjusted.
The traditional RDMA Write rendezvous protocol over RC
makes use of both of the assumptions of ordering and reli-
ability. A Finish (FIN) message is issued directly after the
RDMA write data message and upon receipt the receiver
knows the data has already arrived and can mark the receive
as complete. Similarly, upon getting a local send completion
from the CQ for the FIN message, the sender can mark the
send complete.

Unfortunately, with an unreliable transport, neither of these
mechanisms can be used. Since UC is unordered, the FIN
message may arrive before the data is placed by the RDMA
Write operation. Additionally, the local send completion on
the sender no longer indicates successful data placement on
the receiver.

To adapt the protocol for UC, the RDMA write opera-
tion must signal the receiver as well. InfiniBand has the
option to send a 32-bit immediate data field with an RDMA
write operation that generates a CQ entry on the target. We
leverage this capability to allow the receiver to match the
RDMA Write and FIN data messages. The FIN message is
sent through the usual reliability channels with a sender-side
retry – thus guaranteeing it will be received by the receiver.
As seen in Figure 3(b) If the RDMA Write immediate data
is not received within a timeout period, a NACK message is
sent to the sender, which will trigger a resend of the RDMA
Write data message. However, if the immediate data is re-
ceived within the timeout a ACK message is immediately
returned, allowing the sender to mark the send operation
complete (Figure 3(a)).

It is important to note that the additional ACK require-
ment may decrease application performance in some cases.
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Figure 3: Zero-Copy over Unreliable Connection

In particular for blocking MPI_Send operations, the sender
cannot mark the send complete and proceed with applica-
tion execution until the ACK is received.

7. IMPLEMENTATION
We have implemented our design over the verbs interface

of the OpenFabrics/Gen2 stack [17]. Our prototype design
is based on MPICH [8] from Argonne National Laboratory
and MVAPICH. MPICH defines an Abstract Device Interface
(ADI), that allows the device and transport specific informa-
tion to be encapsulated. We develop an ADI component
based on the MVAPICH ADI components. MVAPICH [16]
is a derivative of MVICH [12] (an MPI over VIA [5]) from the
Ohio State University that has been significantly redesigned
and optimized for InfiniBand. Both MVICH and MVAPICH
were originally created for reliable connection-oriented trans-
ports. Recently, based on our previous work [11], a UD-
based ADI device has been included in the MVAPICH stack.

We extend the UD-based ADI device to include support for
both RC and UC transports, as well as the zero-copy reliabil-
ity design described earlier. All transports are incorporated
into a single codebase to allow isolation of hardware per-
formance characteristics and avoid software differences. UC
and RC message handling code paths are identical aside from
setup code. Since UC does not currently support Shared Re-
ceive Queue (SRQ), both UC and RC messaging layers are
implemented without it.

Additionally, the library is instrumented to give insight
into performance differences by tracking message statistics.
Information such as the memory usage of the reliability pro-
tocol as well as message rates and sizes are tracked.

8. EVALUATION AND ANALYSIS
In this section we evaluate each of the following combina-

tions to determine the cost of reliability:

• RC - Native: RC transport with no software reliabil-
ity

• RC - Reliable: RC transport with the software reli-
ability layer enabled. Although in production such a

combination would not be used, it allows us to observe
the cost of reliability above the RC transport.

• UC - Native: UC transport with no software relia-
bility. This is not a ‘safe’ configuration for production
since message drops can occur. For research purposes,
however, it gives an upper bound on the performance
improvement that can be provided by a software relia-
bility method.

• UC - Reliable: UC transport with software reliability.

• UD - Native: UD transport with no reliability. Same
caveats and rationale as ‘UC - Native’ apply here.

• UD - Reliable: UD transport with software reliability.

We evaluate first with microbenchmarks to observe the ba-
sic performance of each of the transports. Next we evaluate
each of the combinations on two molecular dynamics appli-
cations, NAMD and LAMMPS.

8.1 Experimental Setup
Our experimental test bed is a 560-core InfiniBand Linux

cluster. Each of the 70 compute nodes have dual 2.33 GHz
Intel Xeon “Clovertown” quad-core processors for a total of
8 cores per node. Each node has a Mellanox MT25208 dual-
port Memfree HCA. InfiniBand software support is provided
through the OpenFabrics/Gen2 stack [17], OFED 1.2 release.

8.2 Microbenchmarks
In this section we evaluate each of the combinations on

three microbenchmarks: ping-pong latency, uni-directional
bandwidth, and uni-directional message rate.

Ping-Pong Latency: Figure 4(a) shows the latency of each
of the transports with the software reliability toggled on and
off. The latency for all transports is nearly identical. For
messages under 64 bytes, UD-Native provides the lowest la-
tency.

Uni-Directional Bandwidth: To measure the uni-directional
bandwidth, we use the osu_bw benchmark [16], which sends a
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Figure 4: Microbenchmark Transport Performance Comparison

window of sends from one task to another and measures the
time until an acknowledgment from the receiver is received.
Figure 4(b) shows the results for each of the evaluation con-
figurations. There is little difference between the UC and
RC transports when natively used. The software reliability
layer adds a noticeable but minimal decrease of 50 MB/sec
in throughput between 8KB and 32KB. The UD transport
shows lower performance for all message sizes above the MTU
size since all messages above that level must be segmented
by the MPI library instead of the HCA.

Message Rate: The message rate is measured in a similar
manner as the uni-directional bandwidth. In this case, how-
ever, we report the number of messages sent per second in-
stead of the bandwidth achieved. This shows the ability of
the HCA to inject messages into the network. The results are
shown in Figure 4(c). The results show that the unreliable
transports, UC and UD, natively achieve nearly 10% higher
throughput than RC. Even when layered with reliability the
unreliable transports are able to outperform RC.

8.3 Application Benchmarks
In this section we evaluate each of the reliability combina-

tions with two molecular dynamics applications. We evaluate
with both NAMD and LAMMPS applications.

8.3.1 NAMD
NAMD is a fully-featured, production molecular dynamics

program for high performance simulation of large bimolecular
systems [20]. NAMD is based on Charm++ parallel objects,
which is a machine independent parallel programming sys-
tem. Of the standard data sets available for use with NAMD,
we use the apoa1, f1atpase, er-gre, and jac2000 datasets.
We evaluate all data sets with 512 tasks.

Figure 5(a) shows the results for each of the evaluation
combinations and datasets. Characteristics of the application
execution are provided in Table 2. In most of the cases UC-
Reliable performs within 1% of RC-Native. Our software-
based reliability adds 2%, 1%, and 1% of overhead above UC-
Native for apoa1, er-gre, f1atpase, respectively – matching
that of the hardware.

One particular dataset, the Joint Amber-Charm bench-
mark (jac2000), shows a large performance difference be-
tween each of the transports. Table 2 shows that there is
a very high message rate used by this application. Per pro-
cess there are nearly 7000 messages per second transmitted.

Given this higher message rate the overhead caused by the
reliability protocol is increased to 7% in the case of UC-
Reliable. Even with the software reliability layer, however,
the execution time is 25% reduced from RC-Native. The
UD transport shows even higher performance, likely due to
the lack of connection cache thrashing [24] in addition to the
software reliability.

Additionally, as shown in Table 2, there is very little mem-
ory required to provide the software-layer reliability. Less
than 1MB of memory is used per process at the high-
watermark of memory usage for all datasets. The average
maximum number of entries per process waiting for acknowl-
edgments at any time was between 50 and 200. This value
will depend on the application behavior and synchronization
of the application. This number could be limited if needed,
although it was not in this evaluation.

8.3.2 LAMMPS
Large-scale Atomic/Molecular Massively Parallel Simula-

tor (LAMMPS) [21] is a classical molecular dynamics simu-
lator from Sandia National Laboratories. Several benchmark
datasets are available from the LAMMPS website. They are
meant to represent a range of simulation styles and com-
putational expense for molecular-level interaction forces. In
our experimental analysis, we used the Rhodospin protein
(in.rhodo), Polymer chain melt (in.chain) and EAM Metal
(in.eam) datasets available from the LAMMPS website.
LAMMPS reports the “Loop Time” for a particular bench-
mark as a measure of time required to simulate a set of in-
teractions.

The results of our evaluation can be found in Figure 6(a).
Characteristics of the communication are supplied in Table 3.
As with NAMD, the performance between RC-Native and
UC-Reliable is nearly identical in most cases. The software-
based reliability layer for UC-Reliable adds a 1% and 2%
overhead from UC-Native for in.chain and in.eam, respec-
tively. The combinations with the UD transport perform
significantly worse with these datasets, 17% and 6% worse
than RC-Native. This is due to the segmentation costs in-
curred for the large messages in these datasets. As shown in
Figure 6(b) 40% of the messages for in.chain and 80% of
those for in.eam are over 8KB.

The in.rhodo dataset shows higher performance for both
the unreliable transports, even after adding the software reli-
ability layer. The MPI message rate of this dataset is nearly
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Figure 5: NAMD Evaluation Results

Table 2: NAMD Characteristics Summary (Per Process)

Data Sets

Characteristics apoa1 er-gre f1atpase jac2000

General

MPI Message Rate (msg/sec/process) 1579.14 1958.28 2338.16 6979.33

MPI Volume Rate (MB/sec/process) 6.27 13.43 9.16 15.89

Communicating Peers (peers/process) 504 504 504 504

Transport Specific

RC

Native Flow ACKs 234.60 216.02 565.85 193.63

Reliable

Flow Control ACKs 257.79 50.38 1717.47 26.06

Reliability ACKs 43106.37 16786.32 118445.53 56299.19

Avg. Max Reliability Memory 0.68 MB 0.44 MB 0.82 MB 0.33 MB

Avg. Max Queue Length 124.01 71.34 170.45 65.08

UC

Native Flow Control ACKs 234.65 216.07 560.28 194.28

Reliable

Flow Control ACKs 210.32 41.79 1301.50 37.09

Reliability ACKs 43149.78 16830.40 118914.76 57981.19

Avg. Max Reliability Memory 0.64 MB 0.47 MB 0.79 MB 0.35 MB

Avg. Max Queue Length 144.06 69.00 158.22 61.85

UD

Native Flow Control ACKs 287.88 103.82 801.51 301.94

Reliable

Flow Control ACKs 0.65 0.06 3.56 0.04

Reliability ACKs 41897.84 16649.10 114419.89 57428.87

Avg. Max Reliability Memory 0.22 MB 0.11 MB 0.41 MB 0.12 MB

Avg. Max Queue Length 33.19 14.82 38.42 20.20
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Figure 6: LAMMPS Evaluation Results

Table 3: LAMMPS Characteristics Summary (Per Process)

Data Sets

Characteristics chain eam rhodo

General

MPI Message Rate (msg/sec/process) 372.34 332.73 4849.74

MPI Volume Rate (MB/sec/process) 9.33 7.14 13.2

Communicating Peers (peers/process) 15 8 90

Transport Specific

RC

Native Flow ACKs 37.39 0.51 428.86

Reliable

Flow Control ACKs 11.34 0.12 54.53

Reliability ACKs 1817.20 9310.43 28696.25

Avg. Max Reliability Memory 0.08 MB 0.04 MB 0.13 MB

Avg. Max Queue Length 16.83 7.67 65.09

UC

Native Flow Control ACKs 37.26 0.53 428.86

Reliable

Flow Control ACKs 11.39 0.11 55.31

Reliability ACKs 1814.69 8992.67 28670.16

Avg. Max Reliability Memory 0.08 MB 0.04 MB 0.13 MB

Avg. Max Queue Length 16.73 7.84 65.30

UD

Native Flow Control ACKs 21.24 0 164.70

Reliable

Flow Control ACKs 0 0 0.19

Reliability ACKs 1983.67 10443.20 29322.30

Avg. Max Reliability Memory 0.07 MB 0.07 MB 0.12 MB

Avg. Max Queue Length 8.82 7.61 8.47



5000 messages/sec, an order of magnitude higher than the
other datasets. As seen in the NAMD jac2000 dataset, the
higher message rate seems to favor the unreliable transports.

As with NAMD, the memory required to support reliability
at the MPI layer is minimal. Less than 128KB of memory
was required at maximum for the evaluated datasets. A large
number of explicit ACK messages were sent by the reliability
layer, but this had minimal impact on performance.

8.4 Analysis
In both of the application runs it was observed that datasets

where message rates were relatively low – less than 3000 mes-
sages/sec – the performance between UC and RC was similar
and the software-based reliability protocols added little over-
head.

When the message rate is increased the performance of the
unreliable transports improves dramatically over RC. It is
likely that HCA resources are becoming exhausted and the
software-based approach that makes use of the host CPU
and delayed ACKs leads to the improvement. This seems to
be particularly prevalent when there are a large number of
communicating peers.

In the case of the jac2000 benchmark for NAMD there was
a significant overhead to provide reliability in software. Upon
further examination, it appears that the communication pat-
tern is not as bi-directional as others. As a result, after
controlling for execution time, the number of explicit (non-
piggybacked) ACKs is nearly double that of other datasets
(including that of in.rhodo for LAMMPS).

Our work shows that providing reliability at the MPI layer
is not only feasible, but in some cases may provide higher
performance. Furthermore, it can be done with little memory
usage on the host.

9. CONCLUSIONS AND FUTURE WORK
Interconnects continue to be a significant factor in the per-

formance of clusters. Modern high-speed interconnects such
as InfiniBand, Myrinet, and Quadrics have delivered lower la-
tency and higher performance than traditional Gigabit Eth-
ernet. In many high-speed interconnects reliability is per-
formed within the network hardware. In this work we seek
to examine this assumption that reliability should be imple-
mented in hardware for highest performance.

In this paper we have examined the performance of soft-
ware and hardware reliability by taking InfiniBand as a case
study. Since InfiniBand offers unreliable and reliable trans-
ports, with the latter being implemented in hardware on Mel-
lanox HCAs, it provides an ideal platform for this evaluation.
We have designed and implemented an MPI library which can
run over each of the InfiniBand transports, each of them with
and without a software reliability layer enabled. This inte-
grated evaluation allows a more detailed and precise analysis
than otherwise could be achieved using separate adapters or
MPI libraries. To the best of our knowledge, this is the first
work to address this issue in such a comprehensive manner
on high-speed interconnects.

We have evaluated the various configurations on two molec-
ular dynamics MPI applications with different data sets on
a 512-core InfiniBand cluster. We give detailed analysis of
the application and data set communication characteristics
and show how these influence the performance. For NAMD
we observe up to 25% improvement using a software-based
reliability protocol instead of the hardware-based reliability.

In many other cases we see little to no difference in providing
reliability in software instead of hardware. We further show
that the amount of memory required to provide software-
based reliability is minimal, a maximum of 800KB, for each
process.

In the future we plan to evaluate providing other forms of
reliability in software as well. In particular, we are interested
in looking at performing CRC checks within the host software
stack to avoid errors that may occur in I/O bus transactions.
We plan to evaluate additional applications and see how pro-
tocols built over unreliable transports influence performance
in both positive and negative ways.
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