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Abstract

NFShastraditionally usedTCP or UDP as the under
lying transport. Howerer, the overheadof thesestadks has
limited both the performanceand scalability of NFS. Re-
cently high-performancenetworksud as In niBand have
beendeployed Thesenetworksprovidelow latencyof a few
microsecondsnd high bandwidthfor large messgesupto
20 Gbps.Becaus®f theuniquecharacteristicsof NFSpro-
tocols, previous designsof NFS with RDMA were unable
to exploit the improved bandwidthof networkssud as In-

niBand. Also, they leavethe serveropento attacks from
maliciousclients. In this paper wediscusshedesignprin-
ciplesfor implementindfNFS/RDMAprotocols.We propose
implementandevaluateanalternatedesignfor NFS/RDMA
onIn niBand, which cansigni cantly improve the security
of the servey compaedto the previousdesign.In addition,
we evaluatethe performancebottlene&s of using RDMA
opefationsin NFSprotocolsandproposestrategiesandde-
signsthat tackle theseoverheads. With the bestof these
strategies and designswe demonstate throughputof 700
MB/sontheOpenSolarisNFS/RDMAdesignand900MB/s
on the Linux designand an applicationlevel improvement
in performanceof up to 50%. We also evaluatethe scala-
bility of the RDMA transportin a multi-clientsetting with
a RAID array of disks.Our designhasbeenintegratedinto
the OpenSolarigkernel.

1. Intr oduction

The Network File System(NFS) protocol hasbecome
the de facto standardfor sharing les amongusersin a
distributed ervironment. Many sites currently have ter
abytesof storagedataontheir /O seners.l/O senerswith
petabytesof datahave alsodehuted. Fastand scalableac-
cessto this datais critical. The ability of clientsto cache
this datafor fastandef cient accesss limited, partly be-
causeof thedemand®n mainmemoryon the client, which
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is usuallyallocatedby memoryhungryapplicationsuchas
in-memorydatabaseeners. Also, for mediumand large
scaleclustersand ervironments,the overheadof keeping
client cachescoherentquickly becomesprohibitively ex-
pensve. Undertheseconditions,it becomesmportantto
provide ef cient low-overheadaccesso datafrom the NFS
seners.

Modernhigh-performancaetworks suchasIn niBand
provide low-latengy and high-bandwidthcommunication.
For example thecurrentgeneratiorSingleDataRate(SDR)
NIC from Mellanox hasa 4 byte messagdateng of less
than 3 s and a bi-directionalbandwidthof up to 2 GB/s
for large messages.Applications can also deploy mech-
anismslike RemoteDirect Memory Access(RDMA) for
low-overheadcommunication. RDMA operationsallow
two appropriatelyauthorizedpeersto readand write data
directly from eachothersaddressspace. RDMA requires
minimal CPU involvementon the local end,andno CPU
involvementon the remoteend. Designingthe stackwith
RDMA may eliminate the copy overheadinherentin the
TCPandUDP stacksandreduceCPU utilization.

An initial implementationof NFS/RDMA [1] for the
OpenSolarioperatingsystemwasdesignediy Callaghan,
et.al.. This designallowed the client to readdatafrom the
sener throughRDMA Read. An importantdesignconsid-
erationfor any new transportis thatit shouldbe assecure
asatransportbasecdn TCPor UDP. SinceRDMA requires
buffersto be exposedit is critical thatonly trustedentities
be allowed to accesghesebuffers. In mostNFS deploy-
mentsthesenermaybeconsideredrustworthy;theclients
cannotbe trusted. So, exposingsener buffers makes the
senervulnerableto snoopingandmaliciousactiity by the
client. Callaghars designexposedsener buffersandthere-
fore sufferedfrom a securityvulnerability. Also, inherent
limitationsin thedesignof RDMA Readreducethenumber
of RDMA Readoperationsthat may be issuedby a local
peerto aremotepeer This throttlesthe numberof NFS op-
erationgthatmay be servicedconcurrentlylimiting perfor
mance Finally, Callaghars designdid notaddressheissue
of multiple buffer copies. Our experimentswith the origi-
nal designof NFS/RDMA reveal that on two Opteron2.2
GHz systemawith x8 PCI-ExpressSingleDataRate(SDR)
In niBand adapterscapableof a unidirectionalbandwidth
of 900 MegaBytes/{MB/s), the I0zone[8] multi-threaded



Readbandwidthsaturatestjustunder375MB/s.

In this paper we take on the challengeof designinga
high performanceNFS over RDMA for OpenSolaris.We
discussthe principles for designingNFS protocols with
RDMA. To this end we take an in-depthlook at the se-
curity and buffer managementulnerabilitiesin the origi-
nal designof NFS over RDMA on OpenSolaris.We also
demonstratethe performancelimitations of this RDMA
Readbaseddesign. We proposeand evaluatean alternate
designbasedon RDMA ReadandRDMA Write. This de-
signeliminatesthe securityrisk to the sener. We alsolook
attheimpactof the new designon buffer management.

We try to evaluatethe bottlenecksthat arise while us-
ing RDMA asthe underlyingtransport.While RDMA op-
erationsmay offer mary bene ts, they also have several
constraintssuch as memory registration, that may essen-
tially limit their performance given the short bursty na-
ture of NFS protocols. With thesedesignsand perfor
manceoptimizationsin place,our experimentsshowv that
with appropriateregistration strat@ies, an RDMA Write
baseddesigncanachieve a peaklOzoneReadthroughput
of over 700 MB/s on OpenSolarisanda peakReadband-
width of closeto 900 MB/s for Linux. Evaluationwith
an Online TransactionProcessing OLTP) workload shav
thatthe higherthroughputof our proposeddesigncanim-
prove performanceup to 50%. We alsoevaluatethe scala-
bility of the RDMA transporin a multi-client setting,with
aRAID arrayof disks. ThisevaluationshavsthattheLinux
NFS/RDMA designcanprovide anaggreatethroughpubf
900MB/s to 7 clients,while NFS on a TCP transportsatu-
ratesat 360 MB/s.

In this papemwe make the following contrikutions:

A comprehensie discussiorof the designconsidera-
tionsfor implementingNFS/RDMA protocols.

A high performancemplementationof NFS/RDMA
for OpenSolarisanda discussiorof its relationshipto
asimilarimplementatiorfor Linux.

An in-depthperformancevaluationof bothdesigns.
Designconsiderationgor the relative limitations and
potentialsolutionsto the problemof registrationover-
head.

Application evaluationof the NFS/RDMA protocols,
and the impact of registration schemessuch as Fast
Memory Registrationand All Physical Registration,
anda buffer registrationcachedesignon performance.
Impact of RDMA on the scalability of NFS proto-
colswith multiple clientsandrealdiskssupportingthe
back-endle system.

The restof the paperis presentedsfollows. Section2
provides an overview of the In niBand Communication
model. Section3 exploresthe existing NFS over RDMA
architectureon OpenSolarisandthe Linux. In Section4,
we proposeour alternatedesignbasecdbn RDMA Readand
RDMA Write and compareit to the original designbased
on RDMA Readonly. Section5 presentghe performance
evaluationof the design. We discussrelatedwork in sec-
tion 6. Finally, section7 concludeghe paperandlooks at
futurework.

2 Overview of the In niBand Communica-
tion Model

In niBand primarily usesthe Reliable Connection
(RC) model. In this model, eachinitiating nodeneedsto
be connectedo every othernodeit wantsto communicate
with througha peerto-peerconnectioncalleda queue-pair
(sendandreceve work queues).In niBand supportstwo-
sidedcommunicatioroperationsalledChannelPrimitives
that require active involvementfrom both the senderand
recever. One of the peers(recever), postsa RDMA Re-
ceive (RV), thatis matchedto the correspondingRDMA
Send(RS) from the sendingpeer One-sidedcommunica-
tion primitives, called Memory Primitives do not require
involvementby the receiver. Memory primitives RDMA
Write (RW) allow oneof the peersto directly write into the
memoryof the otherpeer while RDMA Read(RR) allows
it to directly readremotememorylocations.Theln niBand
communicatiormodelis discussedurtherin [3].

A comparisorof the differentcommunicatiorprimitives
in termsof Security(Receve Buffer Exposed)|nvolvement
of therecever (Receve Buffer Pre-Posted)Buffer protec-
tion (SteeringTag)and nally , PeetMessagdxchangesor
Receve Buffer Addressand SteeringTag (Rendezwous)is
shavnin Tablel.

Table 1. Communication Primitive Properties
| | ChannePrimitives | Memory Primitives |

Receve Buffer X
Exposed

Receve Buffer X

Pre-Posted

SteeringTag X
Rendezous X

3. Overview of NFS/RDMA Ar chitecture

NFSis basednthesinglesener, multiple clientmodel.
Communicatiorbetweenthe NFS client and the sener is
viathe OpenNetwork Computing(ONC) remoteprocedure
call (RPC).Callagharet.al. designedaninitial implemen-
tation of RPCover RDMA [1] for NFS, asshawn in Fig-
ure 1. The RPCCallis prependedvith the headershavn
in Figure 2 andgenerallybeingsmallwill go asaninline
requestusingRDMA Sends.Inline requestsarediscussed
furtherin [8]. In the restof the paper we usethe terms
RPC/RDMAandNFS/RDMA interchangeably

3.1. RDMA Proto col for bulk data transfer

NFS proceduresuchas READ, WRITE, READLINK
andREADDIR cantransferdatawhosédengthis largerthan
the inline datathreshold. Also, the RPC call itself canbe
largerthanthe inline datathreshold. The bulk datacanbe
transferredn multiple ways. The existing approachis to
useRDMA Readonly andis referredto asthe Read-Read
design. Our approachis to usea combinationof RDMA
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Figure 1. Architecture of the NFS/RDMA stack
in OpenSolaris

ReadandRDMA Write operationsandis calledthe Read-
Write design.We describeboththeseapproachem detail.
Beforewe dothat,we de ne someessentiaterminologies.

Message Read Write or RephRpC Call or
TyRe Chunk List Reply Msg

‘XID ‘ Version| Credits
[) . [

0: An RPC call or Reply (RDMA_MSG)

1: An RPC call or Reply with no body (RDMA_NOM:
2: An RPC call or Reply with padding (RDMA_MSGI
3: Client signals reply completion (RDMA_DONE)

Flow Control Field
RPC/RDMA Version

Transaction ID

Figure 2. RPC/RDMA header

Chunk Lists: Thesdists provide encodingor bulk data
whoselengthis largerthanthe inline datathresholdor in-
line thresholdand shouldbe moved via RDMA. A chunk
list consistsof a single countedarray of sggmentsof one
or morelists. Eachof theselists is in turn a countedarray
of zeroor more sggments. Eachsggmentencodes steer
ing tag for a registeredbuffer, its length andits offsetin
the main buffer. Chunkscan be of differenttypes; Read
chunks Write chunksandReplychunks Readchunksused
in the Read-Readnd Read-Writedesignencodedatathat
may be RDMA Readfrom the remotepeer Write chunks
usedin the Read-Writedesignare usedto RDMA Write
datato the remotepeer Replychunksusedin the Read-
Write designare usedfor proceduresuchas READDIR
andREADLINK, andareusedto RDMA Write the entire
NFSresponse.

The RPCLong Call is typically usedwhenthe RPCre-
questitself is larger than the inline threshold. The RPC
Long Replyis usedin situationswherethe RPC Reply is
largerthanthe inline size. Otherbulk datatransferopera-
tionsinclude READ and WRITE All theseproceduresre
discussedh the next section.

Client Server Client Server

RPC Reply (RS w
S
w Read (RW]

RPC Reply (RS)
Read (RR)

(a) Read-Read

(b) Read-Write

Figure 3. RPC/RDMA Designs
4. ProposedRead-Write Designand Compari-
sonto the Read-ReadDesign

In this sectionwe discussour proposedread-Writede-
sign,whichis basedon a combinationof RDMA Readand
RDMA Write. We alsocompareit with the original Read-
Readbaseddesign,which is basedon RDMA Read. We
discusghelimitationsof the Read-Reathasediesign.Fol-
lowing that, we also discussthe advantagef the Read-
Write design.We look atregistrationstrat@iesanddesigns
in sectiond.3. The Read-Reathaseddesignis shaw in Fig-
ure3(a). TheRead-Writedesignis shavn in Figure3(b).

RPC Long Call: The RPCLong Call is typically used
whenthe RPCrequesitself is largerthantheinline thresh-
old. In this case,the client encodesa chunk list along
with a RDMA_NOMSG ag in the headershown in Fig-
ure 2. It is always combinedwith other NFS operations.
TheRPCLong Call is identicalin boththe Read-Readnd
Read-Writebaseddesigns. If the RPC Call messagds
larger than the inline size, the RPC Call from the client
includesa Read Chunk List. The messageype in the
headerin Figure 2 is setto RDMA_NOMSG. When the
sener seesan RDMA_NOMSG messagéype, it decodes
thereadchunksencodedn the RPC/RDMAheadeandis-
suesRDMA Readsto fetch thesechunksfrom the client.
Thedatafrom thesechunksconstitutegheremaindeof the
heade(the elds Read Write or ReplyChunkList onwards
in Figure 2, which are overwrittenby the incoming data).
Theremaindemnf the headersuallyconstitutesotherNFS
proceduresindis thendecoded.

NFS Procedure WRITE: The NFS ProcedureVRITE
is similar in boththe Read-ReadndRead-Writebasedle-
signs. For an NFS proceduréWRITE, the client encodes
a Readchunklist. On the sener side, theseread chunks
aredecodedthe RDMA Readscorrespondingo eachsey-
mentareissuedandthe senerthreadblockstill theRDMA
Readsomplete.The operationis thenhandledby the NFS
layer. Oncethe operationcompletescontrolis returnedto
theRPClayer, thatsendsanRPCReplyvia theinline proto-
col. In thesimplestcasean NFS ProceduraVRITE would
generatenRPCCall (RS)from theclientto thesener, fol-
lowedby the WRITE (RR) issuedby thesenerto fetchthe
datafrom the client, and nally , the RPCReply (RS)from



thesenerto theclient.

NFS Procedure READ: In the Read-Readlesignthe
NFS sener needsto encodea Readchunklist in the RPC
Reply for an NFS READ Procedure. The RPC Reply is
thenreturnedto the client via theinline protocoldescribed
earlier Theclient decodeghe Readchunklists andissues
the RDMA Reads.Oncethe RDMA Readscomplete the
clientissuesanRDMA _DONEto thesener, thatallowsit to
freeits pre-raisterecbuffers. So, the simplestpossiblese-
guenceof operationdor anNFS ProcedurdREAD is; RPC
Call (RS)from theclientto thesener, followedby anRPC
Reply(RS)from thesenerto theclient,thenaREAD (RR)
issuedby the client to fetch the datafrom the sener, and

nally ,anRDMA_DONE (RS)fromtheclientto thesener.

In the Read-Writedesign,for a NFS READ procedure,
the client needsto encodea Write chunklist in the RPC
Call. The sener decodesand storesthe Write chunklist.
WhentheNFSprocedurdREAD returnsthedatais RDMA
written backto the client. The sener thensendsthe RPC
Replybackto the clientwith anencodedNrite ChunkList.
Theclientuseghis Write chunklist to determinehow much
datawasreturnedn theREAD call. So,the simplestpossi-
ble protocoloperationsvould be; RPCCall from the client
tothesener, thenaRead(RW) from thesenerto theclient,
and nally , anRPCReply(RS)from thesenerto theclient.

NFS Procedure READDIR and READLINK (RPC
Long Reply): TheRPCLong Replyis typically usedwhen
theRPCReplyis largerthantheinline threshold. The RPC
Long Replyis usedin boththe Read-Rea@ndRead-Write
designsbut the mechanismsare different. It may either
be usedindependentlyor combinedwith otherNFS opera-
tions.

The design of the NFS procedure READ-
DIR/READLINK in the Read-Readdesign is similar
to the NFSProcedurdREAD in theRead-Readesign.The
sener encodesa Readchunklist in the RPC Reply, that
the client decodes. The client then issuesRDMA Read
to fetch the datafrom the sener. Oncethe RDMA Reads
complete the client issuesan RDMA _DONE to the sener
which allows the senerto freeits pre-registeredouffers.

NFS ProcedureREADDIR and READLINK in the
Read-Writedesignfollows the designof the NFS READ
procedurén theRead-Writedesign.Theclientneeddo en-
codea Long Reply chunklist in the RPCCall. The sener
decodesand storesthe Long Reply chunklist. Whenthe
NFSprocedureeturns theseneruseshelongreplychunk
to RDMA Write thedatabackto theclient. Thesenerthen
sendsthe RPC Reply backto the client with an encoded
Long Reply Chunk List. The client usesthis chunk list
to determinehow much datawas returnedin the READ-
DIR/READLINK call. In the simplestcase,an RPCLong
Replywould entailthe following sequencelRPCCall from
the client to the sener, thena Long Reply (RW) from the
senerto theclient,and nally ,anRPCReply(RS)fromthe
senerto theclient.

Zero Copy Path for Direct I/O for the NFS READ
procedure: In additionto the basicdesign,we alsointro-

ducea zero copy mechanisnfor userspaceaddressesn
the NFS READ procedurepath. This eliminatescopieson
the client side and translatesnto reducedCPU utilization
ontheclient.

4.1. Limitations in the Read-Read Design

The Read-Readlesignhasa numberof limitations in
termsof Securityand Performanceandwe discussthese
issuedn detail.

Security:

Serverbuffers exposed: An importantdesignconsider
ation for an RDMA enabledRPCtransportis thatit must
not be less securethan other transportssuchas TCP. In
the Read-Readlesign,the sener side buffers are exposed
for RDMA operationsfrom the client. Sincethe steering
tagsare32-bitsin length,a misbehaing or maliciousclient
might attemptto guessthem and therebypossiblyreada
buffer for which it did not have accesgo.

Maliciousor Malfunctioningclients: Theclientneedgo
sendanRDMA_ DONE messag#o thesenerto indicatethat
the buffers usedfor a Reador Reply chunk may be freed
up. A maliciousof malfunctioningclient may never send
the RDMA Done messagegssentiallytying up the sener
resources.

Performance:

Syn@ironous RDMA Read Limitations: The RDMA
Readissuedfrom the NFS/RDMA sener are synchronous
operation.Oncepostedthe sener typically hasto wait for
the RDMA Readoperationto complete. This is because
theln niBand speci cationdoesnotguarante®rderingbe-
tweena RDMA Readanda RDMA Sendonthe samecon-
nection. This may add considerabldateny to the sener
thread.

OutstandinfRDMAReads:Thenumberf RDMA Read
that canbe typically servicedon a connectionis governed
by two parameterghe InboundRDMA ReadQueueDepth
(IRD) andtheOutboundRDMA ReadQueueDepth(ORD).
The IRD governsthe numberof RDMA Readthatcanbe
active at the remotepeer; the ORD governsthe number
of RDMA Readthat might be actively issuedconcurrently
from the local peer In the currentMellanox implementa-
tion of In niBand, themaximumallowedvaluefor IRD and
ORD s typically 8. So,parallelismis reducecdatthe sener,
especiallyfor multi-threadedvorkloads.

4.2. Potential Adv antages of the Read-
Write Design

Thekey designdifferencebetweerthe Read-ReadFig-
ure3(a))andRead-Writg(Figure3(b)) protocolis thatRPC
long repliesand NFS READ datamay be directly issued
from the sener. To enablethese,the client needsto en-
code either a Write chunklist or a long reply chunk list
(Section3.1). Moving from a Read-Readbasedlesignto a
Read-WritebaseddesignhasseveraladvantagesThe Mel-
lanoxIn niBand HCA hastheability to issuemary RDMA



Write operationsn parallel. This reduceghebottleneckor

multi-threadedvorkloads.Also, sincecompletionordering
betweerRDMA Write andRDMA Sendsis guaranteedn

In niBand, the senerdoesnot have to wait for the RDMA

Writes from the long reply or the NFS READ operationto

complete. The completiongeneratedy the RDMA Send
for the RPC Reply will guarantedhat the earlier RDMA

Writes have completed. This optimizationalso helpsre-

ducethe numberof interruptsgeneratean the sener. The
RDMA_DONE messageandits resultinginterruptis also
eliminated.Thegeneratiorof thesendcompletioninterrupt
onthe seneris sufcient to guaranteehatthe RDMA op-

erationsfrom the buffershave completedandthey may be
dergyistered. A similar guarantealsoexists at the client,

whenanRPCCall messagés receved. The eliminationof

an additionalmessagéelpsimprove performance.Since
the sener buffersareno longerexposedandthe client can-
not initiate any RDMA operationgo the sener, the secu-
rity of theseneris now enhancedOnepotentialdisadan-
tageof the Read-Writedesignis thatthe client buffersare
now exposedand may be corruptedby the sener. Since
theseneris usuallyatrustedentity in anNFSdeployment,
this issueis lessof a concern. The nal adwantageof the
Read-Writedesignis thatthesenernolongerhasto depend
ontheRDMA _DONE messagérom theclientto deregister
andreleasat buffers.

4.3. Prop osed Registration Strategies For
the Read-W rite Proto col

In niBand requiresmemoryareasto be registeredfor
communicatioroperationsRegistrationis amulti-stageop-
eration. Registrationinvolvesassigningphysicalpagesto
the virtual area. Once physicalpageshave beenassigned
to the virtual area,the virtual to physicaladdresgransla-
tion needdo bedeterminedIn addition,the physicalpages
needto be preparedfor DMA operationsnitiated by the
HCA. This involvesmakingthe pagesunswappableby the
operatingsystem,by pinning them. The virtual memory
systemmay performboththeseoperationsin addition,the
HCA needsto be madeawareof the translationof the vir-
tual to physicaladdressesThe HCA alsoneedsto assign
a steeringtag thatmay be sentto remotepeersfor access-
ing thememoryregionin RDMA operationsThevirtual to
physicaltranslationand the steeringtag are storedin the
HCA's TranslationProtectionTable (TPT). This involves
onetransactioracrossthe I/O bus. However, the response
time of the HCA may be quite high, dependingpn theload
ontheHCA, the organizationof the TPT, allocationstrate-
gies,overheadn the TPT, andsoon. Becausef the com-
binationof thesefactors registrationis anexpensve opera-
tion andmay constitutea considerabl@verheadespecially
whenit is in thecritical path.Derggisteringabuffer requires
the actionsfrom registrationto be donein reverse. The
virtual and physicaltranslationsand steeringtags needto
be ushed from the TPT (this involvesa transactioracross
thel/O bus). Oncethe TPT entriesareinvalidated,eachof
themis released.The pagesmay thenbe unpinned.If the

physicalpageswvereassignedo the virtual memoryregion
at the time of registration,this mappingis torn down and
the physicalpagesarereleasedackinto the memorypool.
Ragistrationcostis evaluatedquantitatvely in [8].

The registration/dergistrationpointsin the Read-Write
design are shovn in Figure 4. For example, an NFS
procedureREAD requiresa buffer registration at points
2 and 5, and a derajistration at points 8 and 10.

From Figure 4, we can

o e Server see that the registration
READMRITEQ) RRC Call RS) overhead comes about
- ——|@uwwca mainlybecaus¢hetrans-
o ®r) | port has to register the
> ewr  buffer and deragisterthe
F—Yre®d | buffer on every opera-

G tion at the client and

| omorev @ @™ sener. The registration

L | occursonceat the client,

Long Rep(@ e %;g;ep'v andthenat the sener in
READI D) wrte  the RPC call path. Fol-

WRITE
@ Registration  (O)Deregistration

lowing that, deraistra-
tion happensnceat the
sener, and thenonce at
the client. To reducethe
costof memoryregistra-
tion, different optimiza-
tions andregistrationmodeshave beenintroduced. These
include Fast Memory Ragistration and Physical Registra-
tion. In addition, we proposea buffer registrationcache.
We discusghesenext.

FastMemory Registration (FMR): FastMemoryReg-
istration allows for the allocationof the TPT entriesand
steeringiagsatinitialization, insteadof atregistrationtime.
The other operationsof memorypinning, virtual to phys-
ical memoryaddresdgranslationsand updatingthe HCA's
TPT entriesremainthe same. The allocatedentriesin the
TPT cachearethenmappedo avirtual memoryarea.This
techniqueis thereforenot dependenbn the responsdime
of theHCA to allocateandupdatethe TPT entriesandcon-
sequentlymay be considerablyfasterthana regular regis-
trationcall. Thelimitationsof FMR includethe factthatit
is restrictedto privileged consumergkernel),andthe fact
thatthe maximumregistrationareais x edatinitialization.

The Mellanoximplementatiorof FMR introducesaddi-
tional optimizationsto the In niBand speci cation, which
arediscussedn thetechnicalreport[8]. We have incorpo-
ratedFMR calls(MellanoxFMR) in theregularregistration
pathin RPC/RDMA. To allow FMR to work transparently
we usea fall-backpathto regularregistrationcallsin case
thememoryregionto beregistereds too large.

Design of the Buffer Registration Cache: An alter
nateregistrationstrateyy is to createa buffer registration
cache A registrationcach€g[10] hasbeenshowvn to consid-
erablyimprove communicatiorperformance.Most regis-
tration cacheshave beenimplementedht the userlevel and
cachevirtual addressesCachingvirtual addressebasbeen
shawn to causencorrectbehaior in somecaseg7]. Also,

Figure 4. Registra-
tion points (Read-
Write)



unlessstaticlimits areplacedonthenumberof entriesin the
registrationcache the cacheiendsto expandendlesslypar
ticularly in the faceof applicationswith poor buffer reuse
patterns.Finally, staticlimits may performpoorly depend-
ing onthedynamicsof the application.

To alleviatesomeof thesede ciencies,wehavedesigned
an alternatebuffer registration cacheon the sener. As
shawvn in Figure 1, the NFS sener statemachineis split
into two parts.The rst partis ontheRPCCall receve path
wherethe NFS call is receivedandis issuedto the le sys-
tem. Thesecondcomponents onreturnof controlfrom the

le systemBuffer allocationis donewhentherequests re-
ceivedon the sener sideandregistrationis executedwhen
controlreturnsfromthe le system.To modelthisbehaior,
we overridethe buffer allocationandregistrationcalls and
feedthemto the registrationcachemodule. This module
allocateshuffers of the appropriatesizefrom a slabcache,
for therequesendthenregistersthemwhentheregistration
requesis made.If thebuffer from thecaches alreadyreg-
istered noregistrationcostis encounteredThe advantages
of this setupare that the cacheis no longerbasedon vir-
tual addressandit is alsolinkedto the systemsslabcache,
thatmayreclaimmemoryasneededSincethesener never
sendsa virtual addressor steeringtagto the client for ary
buffersin theregistrationcachethis is assecureasregular
registration.Thesenerregistrationcacheschemalescribed
above canalsobeappliedto the client side,asdiscussedn
thetechnicalreport[8].

All Physical Memory Registration: In additionto vir-
tual addresses;ommunicatiorin In niBand may alsotake
place through physical addressesising the Global Steer
ing Tag optimization. The Global SteeringTag available
to privileged consumergsuchaskernel processesallows
communicatioroperationgo usea specialremotesteering
tag. The communicationoperationmustusephysicalad-
dresses.The consumemustpin the memorybeforecom-
municationstartsandobtaina virtual to physicalmapping,
but doesnot needto registerthe mappingwith the HCA.
All PhysicalRegistrationshouldbe usedin ervironments
wherethereis con dencein theintegrity of thesener. This
is discussedurtherin thetechnicalreport[8].

5. Experimental Evaluation

In this section,we evaluateour proposedRDMA de-
signwith NFSv3. We rst comparehe Read-Writedesign
with the existing Read-Readiesignon OpenSolarisn Sec-
tion 5.1 (Linux did not have a Read-Readlesign).Follow-
ing that, Section5.2 discussesheimpactof differentregis-
tration stratgieson NFS/RDMA performanceboth at the
microbenchmarland at the application-leel. Finally, in
Section5.3 we discusshow RDMA affectsthe scalability
of NFSprotocolsin anernvironmentwherethesener stores
the dataon a back-endRAID array and servicesmultiple
clients.

5.1. Comparison of the Read-Read and
Read-W rite Design

Figures5 and 6 shav the I0zone[8] Readand Write
bandwidthrespectrely with directl/O onOpenSolarisPer
formanceof the Read-Readlesignare shovn asRR. Per
formanceof Read-Writedesignare shavn asRW. There-
sultsweretaken on dual Opteronx2100's with 2GB mem-
ory and Single Data Rate (SDR) x8 PCI-Expressin ni-
Band Adapters. Thesesystemswere running OpenSolaris
build version33. Theback-endle systemusedwastmpfs
which is a memorybased le system. The I0zone le
sizeusedwas 128 MegaBytesto accommodateeasonable
multi-threadedworkloads (I0zone createsa separatele
for eachthread). The I0zonerecordsizewasvariedfrom
128KBto 1MB.
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The Read-Writedesignperformsbetterthan the Read-
Readdesignfor all recordsizes,for the READ procedure.
The improvementin performanceis approximately47%
with onethreadat a recordsize of 128 KB, but decreases
to about5% at 8 threads. This improvementis primarily
due to the elimination of the RDMA_DONE messages
well asthe improved parallelismof issuedRDMA Writes
from the sener. The READ bandwidthfor the Read-Read
designsaturatesat 375 MB/s; the Read-Writedesignsat-
uratesat 400 MB/s. The client CPU utilization (we shov
only a singleline for bothrecordsizes)for the Read-Write
design(NFSREAD procedureyemainsat startingatonly
2% at 1 threadincreasingto about5% at 8 threads. On
the otherhand,the CPU utilization for the Read-Readle-
signincreasegrom about4% at 1 threadto about24% at
8 threads.This is primarily becausef eliminationof data
copieson the client direct I/O pathin the Read-Writede-
sign. Theseresultsarediscussedn detailin [8].

5.2. Impact of Registration Strategies

Fromsection4.3,we seethatregistrationcanconstitute
a substantialoverheadin the RPC/RDMA transport. We
evaluatethe impact of Fast Memory Registration (FMR)
and buffer registrationcacheat the micro-benchmarkand
application-leel. We alsolook atthe performancéene ts
from the All PhysicalRegistrationmodein Linux.

FastMemory Registration (FMR): We now look atthe
impact of FMR discussedn section4.3 on RPC/RDMA



performanceThe maximumsizeof theregisteredareawas
setto be 1MB. In addition,the FMR pool size was setto
512, which is sufcient for up to 512 parallelrequestsof
1MB. We evaluatethe IOzonereadand write bandwidth.
Sincethe bandwidthfrom thedifferentrecordsizesaresim-
ilar, we presentresultswith only a 128KB recordsizeand
al128MB le size. Theresultsare shovn in Figure 7(a)
andFigure 7(b). FMR canhelp improve Readbandwidth
from about350 MB/s to approximately400 MB/s, though
this comesat the costof increasectlient CPU utilization.
Improvemenin write bandwidthis modestmainly because
the time saving from the reductionin registrationcostis
dwarfedby theserializationof RDMA Readqsection4.1).
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Figure 7. I0zone Bandwidth with diff erent
registration strategies on OpenSolaris

Buffer Registration Cache: Theperformancémpactof
the senerregistrationcacheon the I0zoneReadandWrite
bandwidthis shavn in Figure7(a) andFigure 7(b) respec-
tively. Theregistrationcachedramaticallyimprovesperfor
mancefor boththe ReadandWrite bandwidthwhich goes
upto 730MB/s and515MB/s, respectiely. Theclient CPU
utilization is alsoincreasedthoughthis is to be expected
with an increasingoperationrate from the client. Again,
the limited numberof outstandingRDMA Readsbounds
theimprovementn Write throughput.
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Impact of registration schemeson application per-
formance: To evaluatethe impactof memoryregistration
schemeson applicationperformancewe have conducted
experimentsusing the online transactionprocessingoltp)
workloadfrom FileBench[8]. We tunetheworkloadto use
the meanl/O size equalto 128KB. The resultsare shavn
in Figure 8. The bars representthe throughput(opera-

tions/seclandthelinesrepresenthe client CPU utilization
(cpu/operation). From Figure 8 we can seethat the reg-
istration cacheschemdmprovesthroughputby up to 50%
comparedwith the dynamicregistrationscheme.This in-
dicatesthat the improvementin raw read/writebandwidth
hasbeentranslatednto applicationperformanceThe CPU
utilization is slightly higherasexpected. The FMR scheme
performscomparablywith thedynamicregistrationscheme
in thisbenchmark.

All Physical Memory Registration: From Figure9(a)
we canseethatthe all physicalmemoryregistration mode
yields the bestReadthroughputon Linux. It degradesthe
Write performanceomparedvith theFMR modeasshavn
in Figure9(b)becausén all-physicalmodetheclientcannot
dolocalscatter/gathesindsohasto build morereadchunks,
therefore eachwrite requesissueanultiple RDMA Reads
from the sener that hits the limit of incoming/outgoing
RDMA Readsn In niBand.
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Figure 9. 10zone Bandwidth with diff erent
registration strategies on Linux

5.3. Multiple Clien ts and Real Disks

In this section,we discussthe impact of RDMA on
an NFS setupwith multiple clients. We use the Linux
NFS/RDMAdesignwith the All PhysicalMemoryReagistra-
tion modedescribedn Sectiord.3for multiple clientexper
iments.Thesenerandclientsaredualintel 3.6 Xeonboxes
with an In niBand DDR HCA. The clients have 4GB of
memory Thesenerwascon guredwith 4GB and8GB of
memoryfor eachof the experimentdelon. Thesenerhas
eightHighPointSCSldiskswith RAID-0 stripping,format-
tedwith the XFS le system,witheachdisk capableof 30
MB/s. Furtherdetailsareavailablein [8]. A 1GB le size
perprocessvith a 1MB recordsizeis usedfor all theexper
iments. We comparethe aggrgateReadbandwidthof the
Linux NFS/RDMA (RDMA) implementatiorwith the reg-
ular NFS implementatiorover TCP on In niBand (IPolIB)
and Gigabit Ethernet(GigE). Figure 10(a) shavs the |O-
zonereadbandwidthwith multiple clientsanda senerwith
4GB main memory RDMA andIPolIB reacha peakag-
gregatebandwidthat threeprocessesRDMA peaksat 883
MB/s, while IPolB reache826MB/s. In comparisonGigE
saturatesit 107 MB/s with a singleprocessandthentheag-
gregatebandwidthgoesdown asthe numberof processes
increasesThelimited bandwidthof GigabitEthernefpeak
theoreticalbandwidthof 125 MB/s) may becomea bottle-



neck with future high performancedisks and sener with

large amountof memory Figure 10(b) shavs the IOzone
readbandwidthwith 8GB on the sener. RDMA is ableto

maintaina peakbandwidthof abose 900 MB/s up to seven

threads,while IPolIB saturatesat about360 MB/s. From

Figures10(a)and10(b),we canconcludethatNFS/RDMA

is limited by the ability of the back-endsener to service
datarequestsNFS/TCPis a bottleneckon currentgenera-
tion systems.
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6. Related Work

The emepgenceof high speednetworks with direct ac-
cesgrotocolssuchasRDMA leadto boththedesignof new
network le systemandtherevision of traditionalnetwork
le systemdoenablele accessesverRDMA-capablenet-
works suchasiSER, anextensionfor InternetSmall Com-
puterSystemdnterface(iSCSI)protocol[4] andDAFS[5],
auserspacele systemlibrary. Memory registrationopti-
mizations suchaspre-raisterecouffers,areusedn DAFS.
Goglin et. al. [2] replacedthe RPC protocol of NFS with
Myrinet GM protocol to achieve Optimized RemoteFile
SystemAccesse$ORFA). Callagharet. al. [1] providedan
initial implementationNFS over RDMA on Solaris. This
work hasidenti ed thesecurityandperformanceshortcom-
ingsin thework doneby Callagharet. al. [1] andproposed
alternatedesigns.

7 Conclusionsand Futur e Work

In this paper we have designedand evaluated an
NFS/RDMA protocol for high performanceRDMA net-
workssuchasin niBand. This designis basedbnacombi-
nationof RDMA ReadandRDMA Write. Thedesignprin-
ciplesconsideredncludeNFSsener security performance
andscalability To improve performancef theprotocol,we
haveincorporatedseveraldifferentregistrationmechanisms
into ourdesign.Ourevaluationsshov that,theNFS/RDMA
designcanachiese throughput,closeto that of the under
lying network andimprove throughputof an OLTP work-
load by 50%. Finally, we also studiedthe scalability of
NFS/RDMA with multiple clients. This evaluationshowns
that the Linux NFS/RDMA designcan provide an aggre-
gatethroughputof 900 MB/s to 7 clients,while NFSon a
TCP transportsaturatesat 360 MB/s. We obsenre thata

TCPtransporis itself abottleneckwhenservicingmultiple
clients. By comparisonNFS/RDMA is able to maintain
throughputeven with multiple clients; provided the back-
end le systemis ableto sustainit. As partof futurework,
we would like to studybuffer managemerdndcredit o w
control schemedo further enhancethe multi-client scala-
bility of our NFS/RDMA design.

Software Distrib ution: The proposedNFS/RDMA de-
signhasbeenincorporatednto the OpenSolarikernel,and
maybe downloadedrom [6, 9].
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