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Abstract

NFShastraditionally usedTCP or UDP as the under-
lying transport.However, theoverheadof thesestackshas
limited both the performanceand scalability of NFS.Re-
cently, high-performancenetworksuch as In�niBand have
beendeployed.Thesenetworksprovidelow latencyof a few
microsecondsandhigh bandwidthfor largemessagesup to
20Gbps.Becauseof theuniquecharacteristicsof NFSpro-
tocols, previousdesignsof NFS with RDMA were unable
to exploit the improvedbandwidthof networkssuch as In-
�niBand. Also, they leavethe serveropento attacks from
maliciousclients.In this paper, wediscussthedesignprin-
ciplesfor implementingNFS/RDMAprotocols.Wepropose,
implementandevaluateanalternatedesignfor NFS/RDMA
on In�niBand, which cansigni�cantly improvethesecurity
of theserver, comparedto thepreviousdesign.In addition,
we evaluatethe performancebottlenecks of using RDMA
operationsin NFSprotocolsandproposestrategiesandde-
signsthat tackle theseoverheads. With the bestof these
strategiesand designs,we demonstrate throughputof 700
MB/sontheOpenSolarisNFS/RDMAdesignand900MB/s
on theLinux designand an applicationlevel improvement
in performanceof up to 50%. We also evaluatethescala-
bility of theRDMAtransportin a multi-clientsetting, with
a RAIDarrayof disks.Our designhasbeenintegratedinto
theOpenSolariskernel.

1. Intr oduction
The Network File System(NFS) protocol hasbecome

the de facto standardfor sharing�les amongusersin a
distributed environment. Many sites currently have ter-
abytesof storagedataon their I/O servers.I/O serverswith
petabytesof datahave alsodebuted. Fastandscalableac-
cessto this datais critical. The ability of clientsto cache
this datafor fastandef�cient accessis limited, partly be-
causeof thedemandsonmainmemoryon theclient,which
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is usuallyallocatedby memoryhungryapplicationsuchas
in-memorydatabaseservers. Also, for mediumand large
scaleclustersand environments,the overheadof keeping
client cachescoherentquickly becomesprohibitively ex-
pensive. Under theseconditions,it becomesimportantto
provideef�cient low-overheadaccessto datafrom theNFS
servers.

Modernhigh-performancenetworks suchasIn�niBand
provide low-latency and high-bandwidthcommunication.
Forexample,thecurrentgenerationSingleDataRate(SDR)
NIC from Mellanox hasa 4 byte messagelatency of less
than 3� s and a bi-directionalbandwidthof up to 2 GB/s
for large messages.Applicationscan also deploy mech-
anismslike RemoteDirect Memory Access(RDMA) for
low-overheadcommunication. RDMA operationsallow
two appropriatelyauthorizedpeersto readandwrite data
directly from eachothersaddressspace. RDMA requires
minimal CPU involvementon the local end,andno CPU
involvementon the remoteend. Designingthe stackwith
RDMA may eliminate the copy overheadinherentin the
TCPandUDPstacksandreduceCPUutilization.

An initial implementationof NFS/RDMA [1] for the
OpenSolarisoperatingsystemwasdesignedby Callaghan,
et.al.. This designallowed theclient to readdatafrom the
server throughRDMA Read.An importantdesignconsid-
erationfor any new transportis that it shouldbe assecure
asatransportbasedonTCPor UDP. SinceRDMA requires
buffersto beexposed,it is critical thatonly trustedentities
be allowed to accessthesebuffers. In mostNFS deploy-
ments,theservermaybeconsideredtrustworthy; theclients
cannotbe trusted. So, exposingserver buffers makes the
servervulnerableto snoopingandmaliciousactivity by the
client. Callaghan'sdesignexposedserverbuffersandthere-
fore sufferedfrom a securityvulnerability. Also, inherent
limitationsin thedesignof RDMA Readreducethenumber
of RDMA Readoperationsthat may be issuedby a local
peerto a remotepeer. This throttlesthenumberof NFSop-
erationsthatmaybeservicedconcurrently, limiting perfor-
mance.Finally, Callaghan'sdesigndidnotaddresstheissue
of multiple buffer copies.Our experimentswith theorigi-
nal designof NFS/RDMA reveal that on two Opteron2.2
GHzsystemswith x8 PCI-ExpressSingleDataRate(SDR)
In�niBand adapterscapableof a unidirectionalbandwidth
of 900MegaBytes/s(MB/s), theIOzone[8] multi-threaded
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Readbandwidthsaturatesat just under375MB/s.
In this paper, we take on the challengeof designinga

high performanceNFS over RDMA for OpenSolaris.We
discussthe principles for designingNFS protocolswith
RDMA. To this end we take an in-depth look at the se-
curity andbuffer managementvulnerabilitiesin the origi-
nal designof NFS over RDMA on OpenSolaris.We also
demonstratethe performancelimitations of this RDMA
Readbaseddesign. We proposeandevaluatean alternate
designbasedon RDMA ReadandRDMA Write. This de-
signeliminatesthesecurityrisk to theserver. We alsolook
at theimpactof thenew designonbuffer management.

We try to evaluatethe bottlenecksthat arisewhile us-
ing RDMA astheunderlyingtransport.While RDMA op-
erationsmay offer many bene�ts, they also have several
constraintssuchas memory registration, that may essen-
tially limit their performance,given the short bursty na-
ture of NFS protocols. With thesedesignsand perfor-
manceoptimizationsin place,our experimentsshow that
with appropriateregistration strategies, an RDMA Write
baseddesigncanachieve a peakIOzoneReadthroughput
of over 700 MB/s on OpenSolarisanda peakReadband-
width of close to 900 MB/s for Linux. Evaluationwith
an Online TransactionProcessing(OLTP) workloadshow
that the higherthroughputof our proposeddesigncanim-
prove performanceup to 50%. We alsoevaluatethescala-
bility of theRDMA transportin a multi-client setting,with
aRAID arrayof disks.ThisevaluationshowsthattheLinux
NFS/RDMAdesigncanprovideanaggregatethroughputof
900MB/s to 7 clients,while NFSon a TCPtransportsatu-
ratesat 360MB/s.

In this paperwe makethefollowing contributions:
� A comprehensive discussionof the designconsidera-

tionsfor implementingNFS/RDMA protocols.
� A high performanceimplementationof NFS/RDMA

for OpenSolaris,anda discussionof its relationshipto
asimilar implementationfor Linux.

� An in-depthperformanceevaluationof bothdesigns.
� Designconsiderationsfor the relative limitations and

potentialsolutionsto theproblemof registrationover-
head.

� Application evaluationof the NFS/RDMA protocols,
and the impact of registrationschemessuchas Fast
Memory Registration and All PhysicalRegistration,
andabuffer registrationcachedesignonperformance.

� Impact of RDMA on the scalability of NFS proto-
colswith multipleclientsandrealdiskssupportingthe
back-end�le system.

Therestof thepaperis presentedasfollows. Section2
provides an overview of the In�niBand Communication
model. Section3 exploresthe existing NFS over RDMA
architectureon OpenSolarisand the Linux. In Section4,
weproposeouralternatedesignbasedonRDMA Readand
RDMA Write andcompareit to the original designbased
on RDMA Readonly. Section5 presentstheperformance
evaluationof the design. We discussrelatedwork in sec-
tion 6. Finally, section7 concludesthepaperandlooksat
futurework.

2 Overview of the In�niBand Communica-
tion Model

In�niBand primarily usesthe ReliableConnection
(RC) model. In this model,eachinitiating nodeneedsto
beconnectedto every othernodeit wantsto communicate
with througha peer-to-peerconnectioncalleda queue-pair
(sendandreceive work queues).In�niBand supportstwo-
sidedcommunicationoperationscalledChannelPrimitives,
that requireactive involvementfrom both the senderand
receiver. Oneof the peers(receiver), postsa RDMA Re-
ceive (RV), that is matchedto the correspondingRDMA
Send(RS) from the sendingpeer. One-sidedcommunica-
tion primitives, called MemoryPrimitives, do not require
involvementby the receiver. Memory primitives RDMA
Write (RW) allow oneof thepeersto directlywrite into the
memoryof theotherpeer, while RDMA Read(RR) allows
it to directlyreadremotememorylocations.TheIn�niBand
communicationmodelis discussedfurtherin [3].

A comparisonof thedifferentcommunicationprimitives
in termsof Security(ReceiveBuffer Exposed),Involvement
of the receiver (Receive Buffer Pre-Posted),Buffer protec-
tion (SteeringTag)and�nally , PeerMessageExchangesfor
Receive Buffer AddressandSteeringTag (Rendezvous)is
shown in Table1.

Table 1. Comm unication Primitive Proper ties
ChannelPrimitives MemoryPrimitives

ReceiveBuffer X
Exposed
ReceiveBuffer X
Pre-Posted
SteeringTag X
Rendezvous X

3. Overview of NFS/RDMA Ar chitecture

NFSis basedonthesingleserver, multipleclientmodel.
Communicationbetweenthe NFS client and the server is
via theOpenNetwork Computing(ONC)remoteprocedure
call (RPC).Callaghanet.al. designedan initial implemen-
tation of RPCover RDMA [1] for NFS, asshown in Fig-
ure 1. The RPCCall is prependedwith the headershown
in Figure2 andgenerallybeingsmall will go asan inline
requestusingRDMA Sends.Inline requestsarediscussed
further in [8]. In the rest of the paper, we usethe terms
RPC/RDMAandNFS/RDMAinterchangeably.

3.1. RDMA Proto col for bulk data transfer

NFS proceduressuchasREAD, WRITE, READLINK
andREADDIR cantransferdatawhoselengthis largerthan
the inline datathreshold.Also, the RPCcall itself canbe
larger thanthe inline datathreshold.The bulk datacanbe
transferredin multiple ways. The existing approachis to
useRDMA Readonly andis referredto astheRead-Read
design. Our approachis to usea combinationof RDMA
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Figure 1. Architecture of the NFS/RDMA stac k
in OpenSolaris

ReadandRDMA Write operationsandis calledtheRead-
Write design.We describeboththeseapproachesin detail.
Beforewedothat,wede�ne someessentialterminologies.

Read Write or Reply
XID Version  Credits

Message 
Type

Transaction ID

Flow Control Field

0: An RPC call or Reply (RDMA_MSG)
1: An RPC call or Reply with no body (RDMA_NOMSG)
2: An RPC call or Reply with padding (RDMA_MSGP)
3: Client signals reply completion (RDMA_DONE)

Chunk List
RPC Call or
Reply Msg

RPC/RDMA Version   

Figure 2. RPC/RDMA header

Chunk Lists: Theselistsprovideencodingfor bulk data
whoselengthis larger thanthe inline datathresholdor in-
line thresholdandshouldbe moved via RDMA. A chunk
list consistsof a single countedarrayof segmentsof one
or morelists. Eachof theselists is in turn a countedarray
of zeroor moresegments.Eachsegmentencodesa steer-
ing tag for a registeredbuffer, its length and its offset in
the main buffer. Chunkscan be of different types; Read
chunks, Write chunksandReplychunks. Readchunksused
in the Read-ReadandRead-Writedesignencodedatathat
may be RDMA Readfrom the remotepeer. Write chunks
usedin the Read-Writedesignare usedto RDMA Write
datato the remotepeer. Replychunksusedin the Read-
Write designare usedfor proceduressuchas READDIR
andREADLINK, andareusedto RDMA Write the entire
NFSresponse.

TheRPCLongCall is typically usedwhentheRPCre-
questitself is larger than the inline threshold. The RPC
Long Replyis usedin situationswherethe RPC Reply is
larger thanthe inline size. Otherbulk datatransferopera-
tions includeREADandWRITE. All theseproceduresare
discussedin thenext section.
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RPC Call (RS)

Long Call (RR)

Write (RR)

RPC Reply (RS)

Read (RR)

Long Reply (RR)

RDMA Done (RS)

Client Server

(a) Read-Read
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RPC Call (RS)

Long Call (RR)

Write (RR)

Client Server

RPC Reply (RS)

Long Reply (RW)

Read (RW)

(b) Read-Write

Figure 3. RPC/RDMA Designs
4. ProposedRead-Write Designand Compari-

sonto the Read-ReadDesign

In thissection,wediscussourproposedRead-Writede-
sign,which is basedon a combinationof RDMA Readand
RDMA Write. We alsocompareit with theoriginal Read-
Readbaseddesign,which is basedon RDMA Read. We
discussthelimitationsof theRead-Readbaseddesign.Fol-
lowing that, we also discussthe advantagesof the Read-
Write design.We look at registrationstrategiesanddesigns
in section4.3. TheRead-Readbaseddesignis show in Fig-
ure3(a).TheRead-Writedesignis shown in Figure3(b).

RPC Long Call: The RPCLong Call is typically used
whentheRPCrequestitself is largerthantheinline thresh-
old. In this case,the client encodesa chunk list along
with a RDMA NOMSG �ag in the headershown in Fig-
ure 2. It is always combinedwith other NFS operations.
TheRPCLong Call is identicalin boththeRead-Readand
Read-Writebaseddesigns. If the RPC Call messageis
larger than the inline size, the RPC Call from the client
includesa ReadChunk List. The messagetype in the
headerin Figure 2 is set to RDMA NOMSG. When the
server seesan RDMA NOMSG messagetype, it decodes
thereadchunksencodedin theRPC/RDMAheaderandis-
suesRDMA Readsto fetch thesechunksfrom the client.
Thedatafrom thesechunksconstitutestheremainderof the
header(the�elds Read,Writeor ReplyChunkList onwards
in Figure2, which areoverwrittenby the incomingdata).
Theremainderof theheaderusuallyconstitutesotherNFS
proceduresandis thendecoded.

NFS Procedure WRITE: TheNFS ProcedureWRITE
is similar in boththeRead-ReadandRead-Writebasedde-
signs. For an NFS procedureWRITE, the client encodes
a Readchunk list. On the server side, thesereadchunks
aredecoded,theRDMA Readscorrespondingto eachseg-
mentareissuedandtheserver threadblockstill theRDMA
Readscomplete.Theoperationis thenhandledby theNFS
layer. Oncetheoperationcompletes,control is returnedto
theRPClayer, thatsendsanRPCReplyvia theinline proto-
col. In thesimplestcase,anNFSProcedureWRITE would
generateanRPCCall (RS)from theclient to theserver, fol-
lowedby theWRITE (RR) issuedby theserver to fetchthe
datafrom theclient, and�nally , theRPCReply (RS)from
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theserver to theclient.
NFS Procedure READ: In the Read-Readdesignthe

NFS server needsto encodea Readchunklist in the RPC
Reply for an NFS READ Procedure.The RPC Reply is
thenreturnedto theclient via the inline protocoldescribed
earlier. Theclient decodestheReadchunklists andissues
the RDMA Reads.Oncethe RDMA Readscomplete,the
clientissuesanRDMA DONEto theserver, thatallowsit to
freeits pre-registeredbuffers. So,thesimplestpossiblese-
quenceof operationsfor anNFSProcedureREAD is; RPC
Call (RS)from theclient to theserver, followedby anRPC
Reply(RS)from theserver to theclient,thenaREAD (RR)
issuedby the client to fetch the datafrom the server, and
�nally , anRDMA DONE(RS)from theclient to theserver.

In the Read-Writedesign,for a NFS READ procedure,
the client needsto encodea Write chunk list in the RPC
Call. The server decodesandstoresthe Write chunk list.
WhentheNFSprocedureREAD returns,thedatais RDMA
written backto the client. The server thensendsthe RPC
Replybackto theclientwith anencodedWrite ChunkList.
TheclientusesthisWrite chunklist to determinehow much
datawasreturnedin theREAD call. So,thesimplestpossi-
ble protocoloperationswould be;RPCCall from theclient
to theserver, thenaRead(RW) from theserverto theclient,
and�nally , anRPCReply(RS)from theserverto theclient.

NFS Procedure READDIR and READLINK (RPC
Long Reply): TheRPCLongReplyis typically usedwhen
theRPCReplyis largerthantheinline threshold.TheRPC
Long Replyis usedin boththeRead-ReadandRead-Write
designsbut the mechanismsare different. It may either
beusedindependently, or combinedwith otherNFSopera-
tions.

The design of the NFS procedure READ-
DIR/READLINK in the Read-Readdesign is similar
to theNFSProcedureREAD in theRead-Readdesign.The
server encodesa Readchunk list in the RPC Reply, that
the client decodes. The client then issuesRDMA Read
to fetch the datafrom the server. Oncethe RDMA Reads
complete,theclient issuesan RDMA DONE to theserver
whichallows theserver to freeits pre-registeredbuffers.

NFS ProcedureREADDIR and READLINK in the
Read-Writedesignfollows the designof the NFS READ
procedurein theRead-Writedesign.Theclientneedsto en-
codea Long Replychunklist in theRPCCall. Theserver
decodesandstoresthe Long Reply chunk list. When the
NFSprocedurereturns,theserverusesthelongreplychunk
to RDMA Write thedatabackto theclient. Theserver then
sendsthe RPC Reply back to the client with an encoded
Long Reply Chunk List. The client usesthis chunk list
to determinehow much datawas returnedin the READ-
DIR/READLINK call. In thesimplestcase,an RPCLong
Replywould entail thefollowing sequence;RPCCall from
the client to the server, thena Long Reply (RW) from the
serverto theclient,and�nally , anRPCReply(RS)from the
server to theclient.

Zero Copy Path for Dir ect I/O for the NFS READ
procedure: In additionto thebasicdesign,we alsointro-

ducea zerocopy mechanismfor userspaceaddresseson
theNFSREAD procedurepath. This eliminatescopieson
the client sideandtranslatesinto reducedCPU utilization
on theclient.

4.1. Limitations in the Read-Read Design

The Read-Readdesignhasa numberof limitations in
termsof SecurityandPerformance,andwe discussthese
issuesin detail.

Security:
Serverbuffers exposed:An importantdesignconsider-

ation for an RDMA enabledRPCtransportis that it must
not be less securethan other transportssuchas TCP. In
the Read-Readdesign,the server sidebuffers areexposed
for RDMA operationsfrom the client. Sincethe steering
tagsare32-bitsin length,amisbehaving or maliciousclient
might attemptto guessthem and therebypossiblyreada
buffer for which it did nothaveaccessto.

Maliciousor Malfunctioningclients:Theclientneedsto
sendanRDMA DONEmessageto theserverto indicatethat
the buffers usedfor a Reador Reply chunkmay be freed
up. A maliciousof malfunctioningclient may never send
the RDMA Done message,essentiallytying up the server
resources.

Performance:
Synchronous RDMA Read Limitations: The RDMA

Readissuedfrom theNFS/RDMA server aresynchronous
operation.Onceposted,theserver typically hasto wait for
the RDMA Readoperationto complete. This is because
theIn�niBand speci�cationdoesnotguaranteeorderingbe-
tweena RDMA Readanda RDMA Sendon thesamecon-
nection. This may addconsiderablelatency to the server
thread.

OutstandingRDMAReads:Thenumberof RDMA Read
that canbe typically servicedon a connectionis governed
by two parameters,theInboundRDMA ReadQueueDepth
(IRD) andtheOutboundRDMA ReadQueueDepth(ORD).
The IRD governsthe numberof RDMA Readthat canbe
active at the remotepeer; the ORD governsthe number
of RDMA Readthatmight beactively issuedconcurrently
from the local peer. In the currentMellanox implementa-
tion of In�niBand, themaximumallowedvaluefor IRD and
ORDis typically 8. So,parallelismis reducedat theserver,
especiallyfor multi-threadedworkloads.

4.2. Poten tial Adv antages of the Read-
W rite Design

Thekey designdifferencebetweentheRead-Read(Fig-
ure3(a))andRead-Write(Figure3(b))protocolis thatRPC
long repliesand NFS READ datamay be directly issued
from the server. To enablethese,the client needsto en-
codeeither a Write chunk list or a long reply chunk list
(Section3.1). Moving from a Read-Readbaseddesignto a
Read-Writebaseddesignhasseveraladvantages.TheMel-
lanoxIn�niBand HCA hastheability to issuemany RDMA
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Write operationsin parallel.Thisreducesthebottleneckfor
multi-threadedworkloads.Also, sincecompletionordering
betweenRDMA Write andRDMA Sendsis guaranteedin
In�niBand, theserver doesnot have to wait for theRDMA
Writes from the long reply or theNFSREAD operationto
complete. The completiongeneratedby the RDMA Send
for the RPC Reply will guaranteethat the earlierRDMA
Writes have completed. This optimizationalso helpsre-
ducethenumberof interruptsgeneratedon theserver. The
RDMA DONE messageand its resultinginterrupt is also
eliminated.Thegenerationof thesendcompletioninterrupt
on theserver is suf�cient to guaranteethat theRDMA op-
erationsfrom thebuffershave completedandthey maybe
deregistered.A similar guaranteealsoexists at the client,
whenanRPCCall messageis received.Theeliminationof
an additionalmessagehelpsimprove performance.Since
theserverbuffersareno longerexposedandtheclient can-
not initiate any RDMA operationsto the server, the secu-
rity of theserver is now enhanced.Onepotentialdisadvan-
tageof theRead-Writedesignis that theclient buffersare
now exposedand may be corruptedby the server. Since
theserver is usuallya trustedentity in anNFSdeployment,
this issueis lessof a concern. The �nal advantageof the
Read-Writedesignis thattheservernolongerhasto depend
ontheRDMA DONEmessagefrom theclient to deregister
andreleaseit buffers.

4.3. Prop osed Registration Strategies For
the Read-W rite Proto col

In�niBand requiresmemoryareasto be registeredfor
communicationoperations.Registrationisamulti-stageop-
eration. Registrationinvolvesassigningphysicalpagesto
the virtual area. Oncephysicalpageshave beenassigned
to the virtual area,the virtual to physicaladdresstransla-
tion needsto bedetermined.In addition,thephysicalpages
needto be preparedfor DMA operationsinitiated by the
HCA. This involvesmakingthepagesunswappableby the
operatingsystem,by pinning them. The virtual memory
systemmayperformboththeseoperations.In addition,the
HCA needsto bemadeawareof the translationof thevir-
tual to physicaladdresses.The HCA alsoneedsto assign
a steeringtag thatmaybesentto remotepeersfor access-
ing thememoryregionin RDMA operations.Thevirtual to
physicaltranslationand the steeringtag are storedin the
HCA's TranslationProtectionTable (TPT). This involves
onetransactionacrossthe I/O bus. However, the response
time of theHCA maybequitehigh,dependingon theload
on theHCA, theorganizationof theTPT, allocationstrate-
gies,overheadin theTPT, andsoon. Becauseof thecom-
binationof thesefactors,registrationis anexpensiveopera-
tion andmayconstituteaconsiderableoverhead,especially
whenit is in thecritical path.Deregisteringabuffer requires
the actionsfrom registration to be done in reverse. The
virtual andphysicaltranslationsandsteeringtagsneedto
be�ushed from theTPT (this involvesa transactionacross
theI/O bus). OncetheTPT entriesareinvalidated,eachof
themis released.The pagesmay thenbe unpinned.If the

physicalpageswereassignedto thevirtual memoryregion
at the time of registration,this mappingis torn down and
thephysicalpagesarereleasedbackinto thememorypool.
Registrationcostis evaluatedquantitatively in [8].

The registration/deregistrationpointsin theRead-Write
design are shown in Figure 4. For example, an NFS
procedureREAD requiresa buffer registration at points
2 and 5, and a deregistration at points 8 and 10.
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Figure 4. Registra-
tion points (Read-
Write)

From Figure 4, we can
see that the registration
overhead comes about
mainlybecausethetrans-
port has to register the
buffer andderegister the
buffer on every opera-
tion at the client and
server. The registration
occursonceat theclient,
and thenat the server in
the RPC call path. Fol-
lowing that, deregistra-
tion happensonceat the
server, and then onceat
the client. To reducethe
costof memoryregistra-
tion, different optimiza-

tions andregistrationmodeshave beenintroduced.These
include Fast MemoryRegistration and PhysicalRegistra-
tion. In addition, we proposea buffer registrationcache.
We discussthesenext.

FastMemory Registration (FMR): FastMemoryReg-
istration allows for the allocationof the TPT entriesand
steeringtagsat initialization, insteadof at registrationtime.
The otheroperationsof memorypinning, virtual to phys-
ical memoryaddresstranslationsandupdatingthe HCA's
TPT entriesremainthe same.The allocatedentriesin the
TPT cachearethenmappedto a virtual memoryarea.This
techniqueis thereforenot dependenton the responsetime
of theHCA to allocateandupdatetheTPTentriesandcon-
sequently, maybe considerablyfasterthana regular regis-
trationcall. Thelimitationsof FMR includethefact that it
is restrictedto privilegedconsumers(kernel),andthe fact
thatthemaximumregistrationareais �x edat initialization.

TheMellanoximplementationof FMR introducesaddi-
tional optimizationsto the In�niBand speci�cation,which
arediscussedin thetechnicalreport[8]. We have incorpo-
ratedFMR calls(MellanoxFMR) in theregularregistration
pathin RPC/RDMA.To allow FMR to work transparently,
we usea fall-backpathto regular registrationcalls in case
thememoryregion to beregisteredis too large.

Design of the Buffer Registration Cache: An alter-
nateregistrationstrategy is to createa buffer registration
cache.A registrationcache[10] hasbeenshown to consid-
erably improve communicationperformance.Most regis-
trationcacheshave beenimplementedat theuserlevel and
cachevirtual addresses.Cachingvirtual addresseshasbeen
shown to causeincorrectbehavior in somecases[7]. Also,
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unlessstaticlimits areplacedonthenumberof entriesin the
registrationcache,thecachetendsto expandendlessly, par-
ticularly in the faceof applicationswith poor buffer reuse
patterns.Finally, staticlimits mayperformpoorly depend-
ing on thedynamicsof theapplication.

To alleviatesomeof thesede�ciencies,wehavedesigned
an alternatebuffer registration cacheon the server. As
shown in Figure 1, the NFS server statemachineis split
into two parts.The�rst partis ontheRPCCall receivepath
wheretheNFScall is receivedandis issuedto the�le sys-
tem.Thesecondcomponentis onreturnof controlfrom the
�le system.Buffer allocationis donewhentherequestis re-
ceivedon theserver sideandregistrationis executedwhen
controlreturnsfrom the�le system.To modelthisbehavior,
we overridethebuffer allocationandregistrationcallsand
feed themto the registrationcachemodule. This module
allocatesbuffersof theappropriatesizefrom a slabcache,
for therequestandthenregistersthemwhentheregistration
requestis made.If thebuffer from thecacheis alreadyreg-
istered,no registrationcostis encountered.Theadvantages
of this setupare that the cacheis no longerbasedon vir-
tual address,andit is alsolinkedto thesystemsslabcache,
thatmayreclaimmemoryasneeded.Sincetheservernever
sendsa virtual addressor steeringtag to theclient for any
buffersin theregistrationcache,this is assecureasregular
registration.Theserverregistrationcacheschemedescribed
abovecanalsobeappliedto theclient side,asdiscussedin
thetechnicalreport[8].

All Physical Memory Registration: In additionto vir-
tual addresses,communicationin In�niBand mayalsotake
placethroughphysicaladdressesusing the Global Steer-
ing Tag optimization. The Global SteeringTag available
to privilegedconsumers(suchaskernelprocesses)allows
communicationoperationsto usea specialremotesteering
tag. The communicationoperationmust usephysicalad-
dresses.The consumermustpin the memorybeforecom-
municationstartsandobtaina virtual to physicalmapping,
but doesnot needto register the mappingwith the HCA.
All PhysicalRegistrationshouldbe usedin environments
wherethereis con�dencein theintegrity of theserver. This
is discussedfurtherin thetechnicalreport[8].

5. Experimental Evaluation

In this section,we evaluateour proposedRDMA de-
signwith NFSv3. We �rst comparetheRead-Writedesign
with theexistingRead-ReaddesignonOpenSolarisin Sec-
tion 5.1 (Linux did not have a Read-Readdesign).Follow-
ing that,Section5.2discussestheimpactof differentregis-
trationstrategieson NFS/RDMA performance,both at the
microbenchmarkand at the application-level. Finally, in
Section5.3 we discusshow RDMA affectsthe scalability
of NFSprotocolsin anenvironmentwheretheserverstores
the dataon a back-endRAID arrayandservicesmultiple
clients.

5.1. Comparison of the Read-Read and
Read-W rite Design

Figures5 and6 show the IOzone[8] ReadandWrite
bandwidthrespectivelywith directI/O onOpenSolaris.Per-
formanceof the Read-Readdesignareshown asRR. Per-
formanceof Read-Writedesignareshown asRW. The re-
sultsweretakenon dualOpteronx2100's with 2GB mem-
ory and Single Data Rate (SDR) x8 PCI-ExpressIn�ni-
BandAdapters.ThesesystemswererunningOpenSolaris
build version33. Theback-end�le systemusedwastmpfs
which is a memory based�le system. The IOzone �le
sizeusedwas128MegaBytesto accommodatereasonable
multi-threadedworkloads(IOzone createsa separate�le
for eachthread).The IOzonerecordsizewasvariedfrom
128KBto 1MB.
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The Read-Writedesignperformsbetterthan the Read-
Readdesignfor all recordsizes,for theREAD procedure.
The improvementin performanceis approximately47%
with onethreadat a recordsizeof 128 KB, but decreases
to about5% at 8 threads. This improvementis primarily
due to the elimination of the RDMA DONE messageas
well asthe improved parallelismof issuedRDMA Writes
from theserver. TheREAD bandwidthfor theRead-Read
designsaturatesat 375 MB/s; the Read-Writedesignsat-
uratesat 400 MB/s. The client CPU utilization (we show
only a singleline for bothrecordsizes)for theRead-Write
design(NFSREAD procedure)remains�at startingatonly
2% at 1 threadincreasingto about5% at 8 threads. On
the otherhand,the CPU utilization for the Read-Readde-
sign increasesfrom about4% at 1 threadto about24% at
8 threads.This is primarily becauseof eliminationof data
copieson the client direct I/O path in the Read-Writede-
sign.Theseresultsarediscussedin detail in [8].

5.2. Impact of Registration Strategies

Fromsection4.3,we seethatregistrationcanconstitute
a substantialoverheadin the RPC/RDMA transport. We
evaluatethe impact of Fast Memory Registration (FMR)
andbuffer registrationcacheat the micro-benchmarkand
application-level. We alsolook at theperformancebene�ts
from theAll PhysicalRegistrationmodein Linux.

FastMemory Registration (FMR): Wenow look at the
impact of FMR discussedin section4.3 on RPC/RDMA
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performance.Themaximumsizeof theregisteredareawas
set to be 1MB. In addition, the FMR pool sizewasset to
512, which is suf�cient for up to 512 parallel requestsof
1MB. We evaluatethe IOzonereadand write bandwidth.
Sincethebandwidthfrom thedifferentrecordsizesaresim-
ilar, we presentresultswith only a 128KB recordsizeand
a 128 MB �le size. The resultsareshown in Figure7(a)
andFigure7(b). FMR canhelp improve Readbandwidth
from about350 MB/s to approximately400MB/s, though
this comesat the costof increasedclient CPU utilization.
Improvementin write bandwidthis modest,mainlybecause
the time saving from the reductionin registrationcost is
dwarfedby theserializationof RDMA Reads(section4.1).
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Figure 7. IOzone Band width with diff erent
registration strategies on OpenSolaris

Buffer RegistrationCache:Theperformanceimpactof
theserver registrationcacheon theIOzoneReadandWrite
bandwidthis shown in Figure7(a)andFigure7(b) respec-
tively. Theregistrationcachedramaticallyimprovesperfor-
mancefor both theReadandWrite bandwidthwhich goes
upto 730MB/s and515MB/s, respectively. TheclientCPU
utilization is also increased,thoughthis is to be expected
with an increasingoperationrate from the client. Again,
the limited numberof outstandingRDMA Readsbounds
theimprovementin Write throughput.
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Figure 8. FileBenc h OLTP Performance

Impact of registration schemeson application per-
formance: To evaluatethe impactof memoryregistration
schemeson applicationperformance,we have conducted
experimentsusingthe online transactionprocessing(oltp)
workloadfrom FileBench[8]. We tunetheworkloadto use
the meanI/O sizeequalto 128KB. The resultsareshown
in Figure 8. The bars representthe throughput(opera-

tions/sec)andthelinesrepresenttheclient CPUutilization
(cpu/operation). From Figure 8 we can seethat the reg-
istrationcacheschemeimprovesthroughputby up to 50%
comparedwith the dynamicregistrationscheme.This in-
dicatesthat the improvementin raw read/writebandwidth
hasbeentranslatedinto applicationperformance.TheCPU
utilization is slightly higherasexpected.TheFMR scheme
performscomparablywith thedynamicregistrationscheme
in this benchmark.

All Physical Memory Registration: From Figure9(a)
we canseethat theall physicalmemoryregistration mode
yields the bestReadthroughputon Linux. It degradesthe
Write performancecomparedwith theFMR modeasshown
in Figure9(b)becausein all-physicalmodetheclientcannot
dolocalscatter/gatherandsohasto build morereadchunks,
therefore,eachwrite requestissuesmultiple RDMA Reads
from the server that hits the limit of incoming/outgoing
RDMA Readsin In�niBand.
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5.3. Multiple Clien ts and Real Disks

In this section,we discussthe impact of RDMA on
an NFS setupwith multiple clients. We use the Linux
NFS/RDMAdesignwith theAll PhysicalMemoryRegistra-
tion modedescribedin Section4.3for multipleclientexper-
iments.TheserverandclientsaredualIntel 3.6Xeonboxes
with an In�niBand DDR HCA. The clients have 4GB of
memory. Theserver wascon�guredwith 4GB and8GB of
memoryfor eachof theexperimentsbelow. Theserver has
eightHighPointSCSIdiskswith RAID-0 stripping,format-
ted with the XFS �le system,witheachdisk capableof 30
MB/s. Furtherdetailsareavailablein [8]. A 1GB �le size
perprocesswith a1MB recordsizeis usedfor all theexper-
iments. We comparetheaggregateReadbandwidthof the
Linux NFS/RDMA (RDMA) implementationwith thereg-
ular NFS implementationover TCPon In�niBand (IPoIB)
and Gigabit Ethernet(GigE). Figure 10(a) shows the IO-
zonereadbandwidthwith multipleclientsandaserverwith
4GB main memory. RDMA and IPoIB reacha peakag-
gregatebandwidthat threeprocesses.RDMA peaksat 883
MB/s,while IPoIB reaches326MB/s. In comparison,GigE
saturatesat107MB/s with asingleprocessandthentheag-
gregatebandwidthgoesdown as the numberof processes
increases.Thelimited bandwidthof GigabitEthernet(peak
theoreticalbandwidthof 125MB/s) may becomea bottle-
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neck with future high performancedisks and server with
large amountof memory. Figure10(b) shows the IOzone
readbandwidthwith 8GB on theserver. RDMA is ableto
maintaina peakbandwidthof above900MB/s up to seven
threads,while IPoIB saturatesat about360 MB/s. From
Figures10(a)and10(b),wecanconcludethatNFS/RDMA
is limited by the ability of the back-endserver to service
datarequests.NFS/TCPis a bottleneckon currentgenera-
tion systems.
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6. RelatedWork

The emergenceof high speednetworks with direct ac-
cessprotocolssuchasRDMA leadto boththedesignof new
network �le systemandtherevision of traditionalnetwork
�le systemsto enable�le accessesoverRDMA-capablenet-
workssuchasiSER,anextensionfor InternetSmallCom-
puterSystemsInterface(iSCSI)protocol[4] andDAFS[5],
a userspace�le systemlibrary. Memory registrationopti-
mizations,suchaspre-registeredbuffers,areusedin DAFS.
Goglin et. al. [2] replacedthe RPCprotocolof NFS with
Myrinet GM protocol to achieve OptimizedRemoteFile
SystemAccesses(ORFA). Callaghanet.al. [1] providedan
initial implementationNFS over RDMA on Solaris. This
work hasidenti�ed thesecurityandperformanceshortcom-
ingsin thework doneby Callaghanet.al. [1] andproposed
alternatedesigns.

7 Conclusionsand Future Work

In this paper, we have designedand evaluated an
NFS/RDMA protocol for high performanceRDMA net-
workssuchasIn�niBand. Thisdesignis basedonacombi-
nationof RDMA ReadandRDMA Write. Thedesignprin-
ciplesconsideredincludeNFSserversecurity, performance
andscalability. To improveperformanceof theprotocol,we
haveincorporatedseveraldifferentregistrationmechanisms
into ourdesign.Ourevaluationsshow that,theNFS/RDMA
designcanachieve throughput,closeto that of the under-
lying network andimprove throughputof an OLTP work-
load by 50%. Finally, we also studiedthe scalability of
NFS/RDMA with multiple clients. This evaluationshows
that the Linux NFS/RDMA designcan provide an aggre-
gatethroughputof 900 MB/s to 7 clients,while NFS on a
TCP transportsaturatesat 360 MB/s. We observe that a

TCPtransportis itself abottleneckwhenservicingmultiple
clients. By comparison,NFS/RDMA is able to maintain
throughputeven with multiple clients; provided the back-
end�le systemis ableto sustainit. As partof futurework,
we would like to studybuffer managementandcredit �o w
control schemesto further enhancethe multi-client scala-
bility of ourNFS/RDMAdesign.

Software Distrib ution: TheproposedNFS/RDMA de-
signhasbeenincorporatedinto theOpenSolariskernel,and
maybedownloadedfrom [6, 9].
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