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Abstract
NFSover RDMA implementationson two op-

erating systemsare shownto achieve 10 gigabit
In�niband wire saturation with careful manage-
mentof memoryregistration. WhileNFSis highly
desirable in grid computing environmentsfor
its familiar �le API and easeof management,
performanceissuesin its implementationsover
Ethernetprotocol stacks haveimpededits usein
them. We showthat NFS version 3 clients and
servers on two architecturally distinct operating
systemscanbelayeredatopthenew RPC/RDMA
protocol, and achieve outstandingperformance
through the use of appropriate memory reg-
istration techniques. With NFS/RDMA and
In�niband, we demonstrate performance in
excessof 700MB/son OpenSolarisand900MB/s
onLinux,at CPUutilizationsof only10%.

1. Intr oduction

Since its inception in the mid-80's, the Net-
work File System(NFS) [38] protocol has be-
comeubiquitousasa meansfor sharing�les over
the network. It has beendeployed on a vari-
ety of architecturesandplatformssuchasOpen-
SolarisandLinux [6, 4], including workstations
and high performancecomputingclusters. Be-
causeof its popularity, NFShasevolvedthrough

severalgenerationswhich addedfeatures,perfor-
manceenhancementsandpushesfor standardiza-
tion [38, 35, 40] to its repertoire. Despitethe
rapid developmentof different cluster �le sys-
tems [50, 18, 7, 39, 43], incarnationsof NFS
continueto be usedas the primary �le system
for maintainingshareddirectories(suchasusers'
homedirectories),largely becauseof its reliabil-
ity andeaseof deployment.

Traditionally, high-speednetworks such as
Myrinet andQuadricshavebeenbasedonpropri-
etary vendorspeci�c technology. Recently, im-
plementationsof highperformancenetworks[30,
2] based on open standardssuch as In�ni-
Band[24] and10 GigabitEthernet[23, 21] have
becomewidely available. These implementa-
tions allow for low-latency messagingof a few
micro-secondsand high-bandwidthcommunica-
tion. For example,the Mellanox In�niBand 4X
Single Data Rate(SDR) HCA allows for a uni-
directionalthroughputof up to 1 GBpsandhalf
ping-ponglatency of less than 4µs [30]. Sup-
portingthesehighperformancenetworksareopen
sourcevendoragnosticstackssuchasthe Open-
Fabricscommunicationstackfor Linux [33] and
the In�niBand TransportLayer (IBTL) [6] for
OpenSolaris.Thesestacksallow for network in-
dependent,low overheadaccessto communica-
tion primitives.



In additionto the low latency, high bandwidth
communication,many of these networks also
have RemoteDirect Memory Access(RDMA)
capabilities. RDMA operationsallow two peers
to readandwrite datadirectly from eachothers
addressspace. RDMA operationsunlike more
traditionalsend/receivechannelsemantics,arein-
herentlyone-sided,not involving theCPU at the
remoteend. To accesstheaddressspaceof a re-
moteprocessthroughRDMA operationsusually
requiresthecreation,exchangeanduseof RDMA
SteeringTags.

With the wide deployment of standardized
hardwarewith associatedopensourcesoftwareto
accessthe hardware, it is naturalto askwhether
a common �le system protocol such as NFS
can be designedto take advantageof RDMA
mechanisms. While there have beenother at-
temptsto design�le systemsandprotocolssuch
as PVFS[47] and DAFS [48, 19] with RDMA,
thesesystemswerebuilt for specializedpurposes.
In addition,protocolssuchasDAFS usepropri-
etaryinterfaceswhich limit their usageto certain
applicationssuchas databaseswhich have been
speci�cally designedto use them. In addition,
both of themaredeployed in user-space,anddo
notoffer theprotectionaffordedby akernelbased
implementation.In addition,while thereis anim-
plementationof NFS/RDMA [16] for the Open-
Solarisoperatingsystem,it suffers from security
and performancelimitations due to the RDMA
Readbaseddesign and multiple buffer copies.
Our experimentsreveal that on two Opteron2.2
GHz systemswith x8 PCI-ExpressSDR In�ni-
Bandadapterscapableof a unidirectionalband-
width of 900MegaBytes/s(MB/s), theIOzone[3]
multi-threadedReadbandwidthsaturatesat just
under375MB/s.

In this paper, we take on the challengeof de-
signing and implementinga high performance
NFS over RDMA for OpenSolaris.This imple-
mentationshouldallow auserto transparentlyen-
joy the bene�ts of improvedthroughputandlow
overheadof a high-performanceRDMA enabled

network. In addition,the implementationshould
be designedwith the security of the server in
mind. Finally, we would also like to provide an
interoperableNFS/RDMAimplementationacross
multiple operatingsystemswhich would allow a
large classof applicationsto transparentlyenjoy
thebene�tsof RDMA.

While investigatingthe issuesof designingef-
�cient NFS over RDMA for OpenSolarisand
Linux, we are also taking into accountthe ad-
vocatedIETF RPC RDMA draft [15] require-
mentsof NFS securityand interoperability. For
thesepurposes,we demonstratethe inappropri-
atenessof the current RDMA Readbasedde-
sign of OpenSolarisNFS over RDMA. For ex-
ample,suchRDMA Readbaseddesignexposes
part of the server memory spaceto any client.
This likely puts the server at risk from mis-
behaving or even malicious clients becauseof
length limitations in protectionkeys for RDMA
buffers [24]. An RDMA Read baseddesign
maysigni�cantly limit thenumberof concurrent
RDMA operations. Over In�niBand, this num-
beris assmallaseight(for currentgenerationsof
In�niBand HCAs) comparedto virtually unlim-
ited for RDMA Write [30]. Performanceevalua-
tion with anRDMA Write baseddesignshows a
maximumimprovementof 47% in IOzoneRead
throughputcomparedto a RDMA Read based
design. In addition, CPU utilization is also re-
ducedfrom over 24%with the RDMA Readde-
signto under5%with theRDMA Write basedde-
sign.Weprovideanoptimizeddesign,whichcon-
formsto NFSdirectdataplacementandRPCover
RDMA drafts[14, 15]. In this design,andcom-
pliantwith thesedocuments,only theNFSserver
is allowedto initiateRDMA operations,including
RDMA ReadandRDMA Write asappropriate.

We also try to evaluate the bottlenecksthat
arisewhile usingRDMA astheunderlyingtrans-
port. While RDMA operationsmay offer many
bene�ts, they alsohave severalconstraintswhich
may essentiallylimit their performance. These
constraintsincludetherequirementthatall buffers
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meant for communicationmust be pinned and
registeredwith the HCA. Given that NFS oper-
ationsare short lived, bursty and unpredictable,
buffers may have to be registeredand deregis-
tered on the �y to conserve systemresources
and maintainappropriatesecurityrestrictionsin
placein thesystem.Speci�cally, ourexperiments
show thatwith appropriateregistrationstrategies,
a RDMA Write baseddesigncanachieve a peak
IOzone Readthroughputof over 700 MB/s on
OpenSolarisanda peakReadbandwidthof close
to 900MB/s for Linux.

In this paperwe make the following contribu-
tions:

� A comprehensive discussion of the de-
sign considerations for implementing
NFS/RDMAprotocols.

� A high performance implementation of
NFS/RDMA for OpenSolaris,anda discus-
sion of its relationshipto a similar imple-
mentationfor Linux.

� An in-depthperformanceevaluationof both
designs.

� Designconsiderationsfor therelative limita-
tions andpotentialsolutionsto the problem
of registrationoverhead.

The restof the paperis presentedas follows.
Section2 providesan overview of NFS and In-
�niBand. In Section4, we describethe detailed
designof NFSover RDMA, focusingon theuti-
lization of RDMA Write in thenew RPC/RDMA
transportand its conformanceto the IETF stan-
dards[14, 15]. In Section6, weprovidetheinitial
performanceevaluationof the design. Section7
discussesthe breakdown of time in the RDMA
Write design.Section8 discussesdifferentregis-
trationstrategies.Wediscussrelatedwork in Sec-
tion 9. Finally, Section10 concludesthe paper
anddiscussesfuturework.

2. Background

In this section,we provide an introductionto
NFSandIn�niBand.

2.1. Network File System (NFS)

Network File System(NFS)[9] is ubiquitously
usedin mostmodernclusters. It allows usersto
transparentlyshare�le andIO serviceson a va-
riety of differentplatforms. NFS is basedon the
singleserver, multiple client model. Communi-
cation betweenthe NFS client and the server is
via theOpenNetwork Computing(ONC) remote
procedurecall (RPC) describedin IETF RFC
1831[41]. The�rst implementationof ONCRPC
also called Sun RPC for a Unix type operating
systemwasdevelopedby SunMicroSystems.Im-
plementationsfor mostotherUnix like operating
systemsincluding Linux have becomeavailable.
RPCis anextensionto thelocalprocedurecalling
semantics,andallows programsto make calls to
nodesonremotenodesasif it werea localproce-
durecall. RPCtraditionallyusesTCPor UDP as
theunderlyingcommunicationtransport.RDMA
transportenabledRPC speci�cationsand proto-
colshave becomeavailable[15]. Sincethe RPC
callsmayneedto propagatebetweenmachinesin
a heterogeneousenvironment,theRPCstreamis
usuallyserializedwith the eXternalDataRepre-
sentation(XDR) standard(IETF RFC1832[42])
for encodinganddecodingdatastreams.NFShas
seenthreemajorgenerationsof development.The
�rst generation,NFS version2 (RFC 1094[5]),
provided a stateless�le accessprotocolbetween
the server andclient usingRPCover UDP. NFS
version3 [35] (RFC1813[13]) addedto thefea-
turesof NFSv2andprovidedseveralperformance
enhancements,including larger block datatrans-
fer, TCP-basedtransportandasynchronouswrite,
amongmany others.ThelatestversionNFSver-
sion 4 [1] speci�cation was developedby IETF
(RFC 3530 [40]) and includesfeaturesfor im-
provedaccessandperformance.
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2.2. In�niBand

The In�niBand Architecture(IBA) [24] is an
open speci�cation designedfor interconnecting
computenodes,IO nodesand devices in a sys-
tem area network. In an In�niBand network,
computenodesare connectedto the fabric by
Host ChannelAdapters(HCA's). In�niBand al-
lows communicationthrough several combina-
tions of connection-orientedand reliable com-
municationsemantics.The RPC/RDMA proto-
col speci�estheuseof ReliableConnectedmode
(RC). In this model,eachinitiating node(client
in RPC/RDMA) needsto be connectedto every
othernodeit wantsto communicatewith (server)
throughapeer-to-peerconnectioncalledaqueue-
pair (sendandreceive work queues).The queue
pairs are associatedwith a completion queue
(CQ). The connectionsbetweendifferent nodes
needto beestablishedbeforecommunicationcan
be initiated. This connectionestablishmentcan
take placeeitherthroughan out-of-bandchannel
over anothercontrolnetwork, or with thehelpof
a connectionmanager(CM). Typically, the stan-
dardIn�niband CM daemonfacility is used.

Communicationoperationsor Work QueueRe-
quests(WQE) operationsare postedto a work
queue. The completionof thesecommunication
operationsis signaledby completion events on
the completionqueue. The sendermay either
chooseto poll thecompletionqueuefor comple-
tions, block on the completionqueue,or opt to
receive an interruptwhen thereis a completion,
by registering a completionhandler. Commu-
nication in In�niBand usesthe traditional chan-
nel semantics(send/receive operations),as well
asmemorysemanticssuchasthe RemoteDirect
Memory Access(RDMA) operations. Commu-
nication buffers needto be registeredwith the
In�niBand HCA. Implementationsof In�niBand
stacksincludethe OpenFabrics[33] andOpen-
SolarisIBTL [6].

3 In�niBand Communication Model

In�niBand supportschannelsemanticsaswell
asmemorysemanticsfor reliablecommunication.
Communicationoperationsin In�niBand require
buffersto beregistered.Wediscussthecommuni-
cationoperationsaswell asmemoryregistration
in thefollowing section.

3.1 Communication Primiti ves

Channel Semantics: Channel semanticsor
Send/Receiveoperationsaretraditionallyusedfor
communication.A receive descriptoror RDMA
Receive (RV) which points to a pre-registered
�x ed length buffer, is usually postedon the re-
ceiversideto thereceivequeuebeforetheRDMA
Send(RS) canbe initiated. The receive descrip-
tors areusuallymatchedwith the corresponding
sendin the order of the descriptorposting. On
the senderside, receiving a completionnoti�ca-
tion for thesendindicatesthatthebuffer usedfor
sendingmaybereused.On thereceiverside,get-
ting a receive completionindicatesthat the data
hasarrived andis availablefor use. In addition,
the receive buffer may be reusedfor anotherop-
eration.

Memory Semantics: Memory semanicsor re-
mote Direct Memory Access(RDMA) are one-
sidedoperationsinitiatedby oneof thepeerscon-
nectedby a queuepair. The peerwhich initiates
the RDMA operation(active peer) requiresboth
anaddress(eithervirtual or physical),aswell as
a steeringtag to the memory region on the re-
motepeer(passive peer). Thesteeringtag is ob-
tainedthroughmemoryregistration.To preparea
region for a memoryoperation,the passive peer
mayneedto performmemoryregistration.Also a
messageexchangemaybeneededbetweentheac-
tiveandpassivepeerstoobtainthemessagebuffer
addressesand steeringtags. RDMA operations
areof two types,RDMA Write (RW) andRDMA
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Read (RR).RDMA Read obtainsthedatafrom the
memoryareaof passivepeeranddepositsit in the
memoryareaof the active peer. RDMA Write
operationson theotherhandmove datafrom the
memoryareaof theactive peerto corresponding
locationson thepassivepeer.

A comparisonof the differentcommunication
primitives in termsof Security (Receive Buffer
Exposed),Involvementof the receiver (Receive
Buffer Posted),Protectionand ExchangeMes-
sageBuffer AddressandSteeringTag Exchange
(Rendezvous) for the receive buffer is shown in
Table1.

Table 1. Comm unication Primitive Proper ties

Channel Memory
Semantics Semantics

Buffer X
Exposed
Buffer X
Pre-Posted
Steering X
Tag
Rendezvous X

3.2 Memory Registration

Communicationoperationsin In�niBand re-
quire memoryareasto be registered[24]. Reg-
istration is a multi-stageoperation. Registration
involves assigningphysicalpagesto the virtual
area. If physical pageshave alreadybeenas-
signedto the virtual area,the virtual to physical
addresstranslationneedsto be determined. In
addition,the physicalpagesneedto be prepared
for DMA operationsinitiated by the HCA. This
involvesmaking the pagesunswappableby pin-
ning them. Both theseoperationsmay be per-
formedby the operatingsystemvirtual memory
system. In addition,the HCA needsto be made
aware of the translationof the virtual to physi-
cal addresses.The HCA also needsto assigna
steering tag which may be sentto remotepeers

for accessingthememoryregion in RDMA oper-
ations.Thevirtual to physicaltranslationandthe
steeringtag arestoredin the HCA's Translation
ProtectionTable(TPT). This involvesonetrans-
actionacrosstheI/O bus. However, theresponse
time of the HCA may be quite high, depending
uponhow muchloadis at theHCA, theorganiza-
tion of theTPT, allocationstrategiesandoverhead
in theTPT, etc [31]. As a resultof thecombined
effectsof theseoperations,registrationis an ex-
pensive operationandmayconstitutea consider-
ableoverhead,especiallywhen it is in the criti-
cal path. Figure1 shows the half ping-pongla-
tency of a messagewith andwithout registration
costsincluded. To reducethe cost of memory
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Figure 1. Latenc y and Registration costs in In�niBand on

OpenSolaris

registration,differentoptimizationsandregistra-
tion modeshave beenintroduced.Theseinclude
Fast Memory Registration [20, 31,24] andPhysi-
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cal Registration [24].

Fast Memory Registration (FMR): Fast
Memory Registration[20, 31, 24] allows for the
allocation of the TPT entriesand steeringtags
at initialization, insteadof at registration time.
The otheroperationsof memorypinning,virtual
to physical memory addresstranslations and
updatingtheHCA'sTPTentriesremainthesame.
The allocatedentriesin the TPT cacheare then
mappedto a virtual memoryarea.This technique
is thereforenot dependenton the responsetime
of the HCA to allocate and update the TPT
entriesandasa resultcanbe considerablyfaster
than a regular registrationcall. The limitations
of FMR include the fact that it is restricted
to privileged consumers(kernel), and the fact
that the maximum registration area is �x ed at
initialization.

Additionally, the Mellanox implementationof
FMR [20] introducesadditionaloptimizationsto
the In�niBand speci�cation [24]. Similar to the
speci�cation[24], it de�nesapoolof steeringtags
which may be associatedwith a virtual memory
areaat the time of registration. The difference
arisesat deregistration.Thesteeringtagandvir-
tual memoryaddressis placedon a queue.When
thenumberof entriesin thequeuebecomesmore
than a certain thresholdcalled the dirty water-
mark, the invalidationsfor theentriesare�ushed
to the HCA. This invalidatesthe TPT entriesfor
the particularsetof steeringtagsandvirtual ad-
dressesin thequeue.While thisoptimizationcan
potentiallyimprove performance,this introduces
a security restriction. While the entriesin the
queuehavenotbeen�ushed, thereis awindow of
vulnerabilityafterthederegistrationcall is made.
During thiswindow, a remotepeerwith thesteer-
ing tagcanaccessthevirtual memoryarea.

Physical Registration: In addition to virtual
addresses,communicationin In�niBand mayalso
take placethroughphysicaladdresses.Physical

Registrationtakestwo differentforms, i.e. map-
pingall of physicalmemoryandtheGlobalSteer-
ing Tag optimization. Mapping all of physical
memoryinvolvesupdatingtheHCA'sTPTentries
to mapall physicalpagesin thesystemwith steer-
ing tags.Thisoperationplacesaconsiderablebur-
denon the HCA in modernsystemswhich may
have GigaBytesof main memoryand is usually
not supported. The Global SteeringTag avail-
ableto privilegedconsumers(suchaskernelpro-
cesses)allows communicationoperationsto use
a specialremotesteeringtag. The communica-
tion operationmustuseaphysicaladdresses.The
consumermustpin thememorybeforecommuni-
cationstartsandobtainavirtual to physicalmap-
ping, but doesnot needto register the mapping
with theHCA.

PhysicalRegistrationcanconsiderablyreduce
the impactof memoryregistrationon communi-
cation,but is restrictedto privilegedconsumers.
The issue of security needsto be considered.
The Global SteeringTag potentially allows un-
fetteredaccessto remotepeers,which may have
obtainedthe RemoteSteeringTag throughear-
lier communicationwith the peer. It shouldbe
usedin environmentswhere there is a level of
trust betweenthe peers. In addition, the issue
of integrity shouldbe considered.The HCA is
unableto perform checkson incoming requests
with physicaladdressesandanassociatedremote
steeringtag.Giventhatthepeerscancorrupteach
othersmemory areasthrough a communication
operationwith an invalid physical address,the
Global SteeringTag shouldbe usedin environ-
mentswherethereis suf�cient con�dencein the
correctnessof thecommunicationsub-system.

4. NFS/RDMA OpenSolaris Ar chitec-
tur e

Callaghanet.al.designedaninitial implemen-
tationof NFS/RDMA[15] for theSolarisOperat-
ing Systemwhich subsequentlybecamean open
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sourceprojectOpenSolaris[6]. This existing ar-
chitectureis shown in Figure2. Thearchitecture

VFSRPC/RDMA
Receive

File System
Procedure
NFS

VFS
RPC/RDMA

Procedure
NFS

Send

Receive Path

Send Path

RDMA
SEND

SQ RQ

Interrupt 
Handler

SQRQ

Decode

Copy
Server task queue

Transport Walkers

Applications

VFS

NFS

NFS Client

Interrupt Handler

Buffer/Receive  Re-Posted
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SQ Send Queue

SQ Receive Queue

InfiniBand Network

RPC/
RDMA

NFS Server

Buffer/Request Outstanding 

Buffer Available

Figure 2. Architecture of the NFS/RDMA stack in Open-

Solaris

wasdesignedto allow transparency for applica-
tionsaccessing�les throughtheVirtual File Sys-
tem (VFS) [8] layer on the client. Accessesto
the �le systemthroughVFS are routedto NFS.
If RDMA wasthe transportselectedwhile doing
the mount,NFS will make the RPCcall through
RPC over RDMA to the server. The RPC Call
generallybeingsmallwill goasaninline requests
whicharedescribedin thenext section.

4.1. Inline Protocol for RPC Call and RPC Reply

TheRPCCall andReplyareusuallysmalland
within a threshold,typically lessthanone1KB.
In the RPC/RDMA protocol the call and reply
may be transferredinline via a copy basedpro-
tocol similar to that usedin MPI stackssuchas
MPICH-GM [32]. Thecopy basedprotocoluses
thechannelsemanticsof In�niBand describedin
Section3.1. During startup(at mount time), af-
ter the In�niBand connectionis established,the
client and server eachwill establisha pool of
sendand receive buffers. The server postsre-

ceive buffers from the pool on the connection.
The client may sendrequeststo the server up to
themaximumpool sizeusingRDMA Sendoper-
ations.Thisexercisesanaturalupperlimit on the
numberof requestswhich theclient maysendto
the server. At the time of makingthe RPCCall,
the client will prependan RPC/RDMA header
(Figure3) to theNFSRequestpasseddown to it
from theNFSlayerasshown in Figure2. It will
post a receive descriptorfrom the receive pool
for the RPCCall, thenissuetheRPCCall to the
server throughanRDMA Sendoperation.On the
OpenSolarisNFS server, this will invoke an in-
terrupt handlerwhich will copy out the request
from the receive buffer andrepostit to the con-
nection. (The Linux server doesnot performthe
copy, andrepoststhereceivedescriptoratasome-
what later time.) Therequestwill thenbeplaced
in the server's task queue. A transportcontext
threadwill eventuallypick up the requestwhich
will thenbe decodedby the RPC/RDMA on the
server. Bulk datatransferchunkwill bedecoded
andstoredat this point. Therequestwill thenbe
issuedto the NFS layer which will then issueit
to the �le system. On the return path from the
�le system,therequestwill passthroughtheNFS
layer. It will thenencodetheresultsandmakethe
RPCReplybackto theclient. Theinterrupthan-
dler at the client will wake up the threadparked
on the requestandcontrol will eventuallyreturn
to theapplication.

4.2. RDMA Protocol for bulk data transfer

NFS proceduressuch as READ, WRITE,
READLINK and READDIR may transferdata
whose length is larger than the inline thresh-
old [41]. In addition,the RPCcall itself may be
larger than the inline datathreshold. Thereare
multiple waysof transferringthe bulk data. The
existingapproachis to useRDMA Readonly and
is referredto asthe Read-Readdesign. Our ap-
proachis to usea combinationof RDMA Read
and RDMA Write operationsand is called the
Read-Writedesign. We describeboth theseap-
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proaches in detail. Before we do that, we define

some essential terminology.

Chunk Lists: provide encoding for bulk data

whose length is larger than the inline threshold
and which should be moved via RDMA. A chunk

list consists of a single counted array of segments

or one or more lists. Each of these lists is in turn a

counted array of zero or or more segments. Each

segment encodes a steering tag for a registered

buffer, its length and its offset in the main buffer.

There are different types of chunks; Readchunks,
Writechunksand Replychunks.

� Read chunks used in the Read-Read and

Read-Write design encode data that may be

RDMA Read from the remote peer.

� Write chunksused in the Read-Write design

are used to RDMA Write data to the remote

peer.

� Replychunksused in the Read-Write design

are used for procedures like READDIR and

READLINK, and are used to RDMA Write

the entire NFS response.

RPC Long Call: The RPC Long Call is typ-

ically used when the RPC request itself is

larger than the inline threshold. In this case,

the client encodes a chunk list along with a

RDMA NOMSG flag in the header shown in Fig-

ure 3. The RPC Long Call is used by both the

Read-Read and Read-Write designs.

RPC Long Reply: The RPC Long Reply is typ-

ically used when the RPC Reply is larger than

the inline size. The RPC Long Reply is used in

both the Read-Read and Read-Write designs but

the mechanisms are different.

4.3. Read­ReadBasedDesign

The current RPC/RDMA design in OpenSo-

laris [11] is shown in Figure 4(a). It is based on

Read Write or Reply
XID Version  Credits

Message 
Type

Transaction ID
RPCoRDMA Version   

Flow Control Field

0: An RPC call or Reply (RDMA_MSG)
1: An RPC call or Reply with no body (RDMA_NOMSG)
2: An RPC call or Reply with padding (RDMA_MSGP)
3: Client signals reply completion (RDMA_DONE)

Chunk List
RPC Call or
Reply Msg

Figure 3. RPC/RDMA header

RDMA Read. As shown in the figure, the RPC

Call and RPC Reply are handled using the inline
protocol described in Section 4.1. The protocol

for the bulk data transfer is as follows:

RPC Long Call: If the RPC Call message

is larger than the inline size, the RPC Call

from the client includes a Read Chunk List.

The message type in the header in Figure 3 is

set to RDMA NOMSG. If the message type is

RDMA NOMSG, the server decodes the read

chunks encoded in the RPC/RDMA header and

issues RDMA Reads to fetch these chunks from

the client. The data from these chunks con-

stitutes the remainder of the header (the fields

Read,Write or ReplyChunkList onwards in Fig-

ure 3). The remainder of the header is then de-

coded. If the message type is RDMA NOMSG,

the server decodes the read chunk encoded in the

RPC/RDMA header (Figure 3) and issues RDMA

Read to fetch these chunks from the client. The

data from these chunks constitutes the data fol-

lowing the message header. The remainder of the

header is then decoded.

NFS Procedure Write: For an NFS procedure

WRITE, the client encodes a Read chunk list. On

the server side, these read chunks are decoded, the

RDMA Reads corresponding to each segment are

issued and the server thread blocks till the RDMA

Reads complete. The operation is then handled

by the NFS layer. Once the operation completes,

control is returned to the RPC layer which then

sends an RPC Reply via the inline protocol de-

scribed in Section 4.1.
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NFS Procedure READ: For aNFSREAD pro-
cedure,the NFS server needsto encodea Read
chunklist in the RPCReply. The RPCReply is
then returnedto the client via the inline proto-
col in Section4.1. The client decodesthe Read
chunk lists and issuesthe RDMA Reads. Once
the RDMA Readscomplete,the client issuesan
RDMA DONE to the server which allows it to
freeits pre-registeredbuffers.

NFS Procedure READDIR and READLINK

(RPC Long Reply): This is similar to thecase
for theNFSprocedureREAD.Theserverencodes
a Readchunklist which is decodedby theclient.
The client then issuesRDMA Readto fetch the
data from the server. Once the RDMA Reads
complete,the client issuesan RDMA DONE to
theserver which allows theserver to free its pre-
registeredbuffers.
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(a) Read-Read
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(b) Read-Write

Figure 4. Read­Read and Read­Write Based Designs

4.4. Limitations in the Read­ReadDesign

The Read-Readdesignhasa numberof limi-
tationsin termsof SecurityandPerformance,and
wediscusstheseissuesin detail.

Security

• ServerbuffersexposedAn importantrequire-
ment for implementationsof RDMA trans-
portsfor NFS is that it mustnot be lessse-
curethanothertransportssuchasTCP[17].
In the Read-Readdesign, the server side
buffers are exposedfor RDMA operations
from the client. Sincethe steeringtagsare
32-bits[24] in length,amisbehavingormali-
ciousclientmightattemptto guessthemand
therebypossiblyreada buffer for which it
did nothaveaccess.

• Malicious or Malfunctioning clients The
client needsto sendan RDMA DONE mes-
sageto theserver to indicatethatthebuffers
usedfor aReador Replychunkmaybefreed
up. A malicious of malfunctioningclient
may never sendthe RDMA Done message,
essentiallytying up theserver resources.

Performance

• SynchronousRDMA ReadLimitations: The
RDMA Readissuedfrom the NFS/RDMA
server are synchronousoperation. Once
posted,theservertypically hastowait for the
RDMA Readoperationto complete.This is
becausetheIn�niBand speci�cationdoesnot
guaranteeorderingbetweena RDMA Read
and a RDMA Send on the sameconnec-
tion [24]. Thismayaddconsiderablelatency
to theserver thread.

• OutstandingRDMA Reads:The numberof
RDMA Read which can be typically ser-
vicedonaconnectionis governedby two pa-
rameters,the InboundRDMA ReadQueue
Depth(IRD) andtheOutboundRDMA Read
QueueDepth (ORD) [24]. The IRD gov-
ernsthenumberof RDMA Readwhich may
beactive at theremotepeer, while theORD
governsthe numberof RDMA Readwhich
might be actively issuedconcurrentlyfrom
the local peer. In the currentMellanox im-
plementationof In�niBand, the maximum
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allowedvaluefor IRD andORD is typically
8 [30]. As a result parallelismis reduced
at the server, especiallyfor multi-threaded
workloads.

5. Proposed Read-Write Design

To alleviate someof the de�ciencies in the
Read-Readdesign,theRead-Writedesignis spec-
i�ed by the IETF protocol. The Read-Writede-
sign essentiallydoesnot allow the client to is-
sue any bulk RDMA data transfer operations.
All bulk RDMA operationsare issuedfrom the
server. This hasseveraladvantages.For one,the
bulk datatransferbuffers areno longerexposed
on the server. This eliminatesthe possibility of
misbehaving clients readingor writing to these
buffers. TheRead-Writedesignis shown in Fig-
ure4(b).

RPCLong Call: Theprotocolfor anRPCLong
Call in theRead-Writedesignis exactly thesame
asin theRead-Readcasediscussedin Section4.3.
A ReadChunkis encodedin theRPCCall, which
is decodedat theserver. TheReadChunkis then
readin by the server which thenproceedsto de-
codeit.

NFS Procedure WRITE: The protocol for a
NFSWRITE procedurein theRead-Writedesign
is exactly thesameasin theRead-Readcasedis-
cussedin Section4.3. A ReadChunkis encoded
in the RPCCall, which is decodedat the server.
The ReadChunk is then read in by the server.
Theserver thensendstheRPCReplybackto the
client.

NFSProcedureREAD: For aNFSREAD pro-
cedure,theclient needsto encodea Write chunk
list in the RPC Call. The server decodesand
storesthe Write chunklist. Whenthe NFS pro-
cedureREAD returns,thedatais RDMA Written

backto theclient. Theserver thensendstheRPC
Reply back to the client with an encodedWrite
ChunkList. Theclient usesthis Write chunklist
to determinehow muchdatawasreturnedin the
READ call.

NFS Procedure READDIR and READLINK
(RPC Long Reply): For aNFSREADDIR and
READLINK procedure,the client needsto en-
codea Long Reply chunk list in the RPC Call.
The server decodesand storesthe Write chunk
list. WhentheNFSprocedureREAD returns,the
data is RDMA Written back to the client. The
serverthensendstheRPCReplybackto theclient
with an encodedWrite Chunk List. The client
usesthisWrite chunklist to determinehow much
datawasreturnedin theREAD call.

Zero Copy Path for Dir ect I/O for the NFS
READ procedure: In additionto thebasicde-
sign, we also introducea zero copy mechanism
for userspaceaddresseson theNFSREAD pro-
cedurepath. This eliminatescopieson theclient
sideandtranslatesinto reducedCPU Utilization
on theclient.

5.1. Advantagesof the Read­Write Design

The difference betweenthe Read-Readand
Read-Write(Figure 4(b)), protocol is that RPC
long replies and NFS READ data may be di-
rectly issuedfrom theserver. To enablethese,the
client needsto encodeeither a Write chunk list
or a long reply chunklist. Moving from a Read-
Readbaseddesignto a Read-Writebaseddesign
hasseveraladvantages.TheMellanoxIn�niBand
HCA hasthe ability to issuea large numberof
RDMA Write operationsin parallel [30]. This
reducesthe bottleneckfor multi-threadedwork-
loads.In addition,sincecompletionorderingbe-
tweenRDMA Write andRDMA Sendsis guaran-
teedin In�niBand [24], the server doesnot have

10



to wait for the RDMA Writes from the long re-

ply or the NFS READ operation to complete. The

completion generated by the RDMA Send for the

RPC Reply will guarantee that the earlier RDMA

Writes have completed. This optimization also

helps reduce the number of interrupts generated

on the server. The RDMA Done message and its

resulting interrupt is also eliminated. The genera-

tion of the send completion interrupt on the server

is sufficient to guarantee that the RDMA opera-

tions from the buffers have completed and they

may be deregistered. A similar guarantee exists at

the client also when an RPC Call message is re-

ceived. The elimination of an additional message

helps improve performance. Finally, the control

of server side buffer deregistration is no longer

under the control of the client.

6. Comparison of the Read-Readand
Read-Write Design

Figure 5 and figure 6 shows the IOzone [3]

Read and Write bandwidth respectively with di-

rect I/O on OpenSolaris. Performance of the

Read-Read design are shown as RR. Performance

of Read-Write design are shown as RW. The re-

sults were taken on dual Opteron x2100’s with

2GB memory and Single Data Rate (SDR) x8

PCI-Express InfiniBand Adapters [30]. These

systems were running OpenSolaris build version

33. The back-end file system used was tmpfs

which is a memory based file system [28]. The

IOzone file size used was 128 MegaBytes to ac-

commodate reasonable multi-threaded workloads

(IOzone creates a separate file for each thread).

The IOzone record size was varied from 128KB

to 1MB. From the figure, we can make the fol-

lowing observations:

For both the Read-Read and Read-Write de-

sign, the bandwidth increases with record size.

The RPC/RDMA layer in OpenSolaris does not

fragment individual record sizes. The size on the

wire corresponds exactly to the record size passed

down from IOzone to the NFS layer. Larger mes-

sages have better bandwidth in InfiniBand. This

translates into better IOzone bandwidth for larger

record sizes. Since the size of the file is constant,

the number of NFS operations is lower for larger

record sizes. As a result the improvement in band-

width with larger record sizes is modest.

IOzone Write bandwidth is the same in both

cases. This is to be expected as the NFS WRITE

path through the RPC RDMA layer is the same on

the client and server for both the Read-Read and

Read-Write designs.

The Read-Write design performs better than

the Read-Read design for all record sizes for the

READ procedure. The improvement in perfor-

mance is approximately 47% with one thread at

a record size of 128 KB, but decreases to about

5% at 8 threads. This improvement is primarily

due to the elimination of the RDMA DONE mes-

sage as well as the improved parallelism of issued

RDMA Writes from the server. The READ band-

width for the Read-Read design saturates at 375

MB/s, while the Read-Write design saturates at

400 MB/s. The bandwidth in both cases seems

to saturate with increasing number of threads,

though the saturation in the case of the RDMA-

Write design takes place much earlier than in the

case of the Read-Read design.

Client CPU utilization was measured using the

IOzone [3] +u option. The utilization corre-

sponds to the percentage of the time the CPU

is busy over the lifetime of the throughput test.

Since the CPU utilization for different record

sizes is the same, we only show a single line for

the Read-Read and Read-Write designs in Fig-

ure 5 and Figure 6. Client CPU utilization is lower

for Read-Write than for Read-Read for the NFS

READ procedure. In addition, the CPU utiliza-

tion for the Read-Write iesign remains flat start-

ing at only 2% at 1 thread increasing to about 5%

at 8 threads. On the other hand, the CPU uti-

lization for the Read-Read design increases from

about 4% at 1 thread to about 24% at 8 threads.

This is primarily because of elimination of data

copies on the client direct I/O path.
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Figures7 and 8 shows the IOzoneReadand
Write performancerespectively onLinux with the
samehardwarecon�guration asdescribedabove
with regular memoryregistrationandderegistra-
tion. The peakReadbandwidthis 440MB/sand
thepeakWrite bandwidthis 240MB/s.
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7. Understanding the overhead in the
Read-Write design

While the Read-Writedesignshows improved
performanceover theRead-Readdesign,the im-
provementin performanceis lessthanexpected.
To investigatethis further, we instrumentedthe
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RPC/RDMA layer to determinewherethe time
wentfor theIOzoneReadbandwidthtestin Sec-
tion 6. This instrumentationwas donewith the
help of the OpenSolarisdtracetool [10]. The
instrumentationmeasuredthebreakdown in time
for theRPC/RDMAlayerfor eachindividualNFS
operation.Theseresultsareshown in Figure10.
The registrationpointsareshown Figure9. The
x-axisshows a block of eight (1 to 8 threads)for
eachrecordsize.Fromthetiming breakdown, we
can make the following observations. Registra-
tion is aconsiderableoverheadon theserver, tak-
ing up to 16% of the per operationtime. At a
recordsize of 128KB, registrationoverheadin-
creasesfrom about5% at 1 threadto about24%
at 4 threadsandthendecreasesslightly to about
16% at 8 threads. A similar trend may be ob-
served for otherrecordsizes.Comparatively the
serverderegistrationis about1-2%of thetimeper
operationirrespectiveof thenumberof threadsat
128KB. It decreaseswith increasingrecordsizes
andis lessthan1% for a 1MB recordsize. The
shareof the client registrationandderegistration
overheadis muchlowerby comparison(lessthan
0.1%of theperoperationtime). Thetimespentin
tmpfsby comparisondominatesstartingat about
83% at 1 thread,decreasingto about79% at 8
threads.
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Figure 9. Registration points in the Read­Write protocol
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8. Registration Strategies

From Section7, we seethat registrationcan
constitutea substantialoverheadin the RDMA
transportespeciallyat the server. This overhead
comesaboutmainly becausethe transporthasto
registerthebuffer andderegisterthebuffer onev-
ery operation.Theregistrationoccursonceat the
client,andthenat theserver in theRPCcall path.
The deregistrationoccursonceat the server and
thenat the client in the RPCReply path. To re-
duce the impact of the registration,we explore
several different registration strategies, namely
Fast Memory Registration (FMR) and a buffer
registrationcache.

Fast Memory Registration (FMR): From our
earlierdiscussionin Section3.2,wesaw thatFast
Memory Registration (FMR), reducesthe over-
headof memoryregistrationby allocatingentries
in the HCA's TPT tablesas well as protection
keys, at the time of initialization. Theseentries
arethenmappedinto thevirtual spaceof thehost
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and may be directly accessedwithout the inter-
ventionof theHCA. As a result,virtual to physi-
cal memoryaddresstranslationson theHCA can
beupdatedwithouthaving to wait for theHCA to
respondto a registrationrequest.The limitations
of FMR include the requirementthat the maxi-
mumregistrationareabe�x edandtherestriction
thatthis mayonly beusedin thekernel(which is
acceptablefor a NFS client/server kernel imple-
mentation).

To measurethe impact of FMR on perfor-
mance,we have incorporatedFMR calls (Mel-
lanox FMR [20]) in the regular registrationpath
in RPC/RDMA.To allow FMR to work transpar-
ently, thereis a fall-backpathto regular registra-
tion calls in casethe memoryregion to be reg-
isteredis too large. The maximumsize of the
registeredareawas set to be 1MB. In addition,
the FMR pool sizewassetto 512,which is suf-
�cient for up to 512 parallel requestsof 1MB.
We again evaluatedthe IOzone read and write
bandwidth. Since the bandwidthfrom the dif-
ferent recordsizesare similar, we only present
numberwith a 128KB recordsizeanda 128MB
�le size. The resultsareshown in Figure11 and
�gure 12 1. FMR canhelp improve Readband-
width from about350MB/s to approximately400
MB/s thoughthis comesat the costof increased
client CPUutilization (Figure11 shows anupper
bound to CPU utilization shown by the legend
CPU-Cache-Solaris.CPU Utilization for FMR
is betweenthatof CPU-Cache-SolarisandCPU-
Register-Solaris). This increasedclient CPUuti-
lizationis to beexpectedsincetheclient is ableto
placemoreoperationspersecondonthewire asa
resultof the betteroperationresponsetime from
theserver. FMR alsohelpsimproveIOzonewrite
bandwidth.

Buffer Registration Cache: Another registra-
tion strategy is to create a buffer registration

1Problemsin theFMR implementationon OpenSolaris
preventusfrom gettingafull setof numbersathighernum-
berof threads
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cache.A registrationcache[46] hasbeenshown
to considerablyimprove communicationperfor-
mance. Most registration cacheshave been
implementedat the user level and cache vir-
tual addresses. Caching virtual addresseshas
beenshown to causeincorrectbehavior in some
cases[37]. In addition, unlessstatic limits are
placedontheamountof entriesin theregistration
cache,thecachetendsto grow endlessly, particu-
larly in the faceof applicationswith poor buffer
reusepatterns.Finally, staticlimits mayperform
poorlydependingonthedynamicsof theapplica-
tion.

Toalleviatesomeof thesede�ciencies,wehave
implementeda buffer registration cacheon the
server. As discussedearlierin Section4, theNFS
server statemachineis split into two parts. The
�rst part in on the RPCCall receive pathwhere
the NFS call is received andis issuedto the �le
system. The secondcomponentis on return of
control from the �le system.Buffer allocationis
donewhen the requestis received on the server
side and registrationis performedwhen control
is returnedfrom the �le system. To model this
behavior, we override the buffer allocationand
registrationcalls and feed them to the registra-
tion cachemodule.This moduleallocatesbuffers
from a slabcache[25], for the requestandthen
registers them when the registration requestis
made.If thebuffer from thecacheis alreadyreg-
istered,no registrationcost is encountered.The
advantagesof this setuparethat the cacheis no
longer basedon virtual address,and it is also
linked to the systemsslabcache,which may re-
claim memoryasneeded.Sincetheserver never
sendsavirtual addressor steeringtagto theclient
for any buffersin theregistrationcache,this is as
secureasregularregistration.

Theperformanceimpactof theserver registra-
tion cacheon the IOzoneReadandWrite band-
width is shown in Figure11andFigure12respec-
tively. The registration cachedramaticallyim-
provesperformancefor both theReadandWrite
bandwidthwhich goesup to 730 MB/s and515

MB/s respectively. The CPU utilization is also
increased,thoughthis is to be expectedwith an
increasingop rateat theclient.

Theserverregistrationcacheschemedescribed
abovecanalsobeappliedto theclientside.How-
ever, in order to usethe systemslabcache,data
needsto be copied from the applicationbuffer
to an intermediateNFS buffer. Therefore,com-
paredwith thezero-copy pathmentionedin Sec-
tion 5, thereis an extra datamovementinvolved
in the registrationcachescheme,andwe needto
carefully study the trade-off betweendatacopy
andmemoryregistration.Sincea malfunctioning
servermaycompromisetheintegrity of theclients
buffers,thisapproachshouldbeusedin whichthe
serverbuffersarewell tested.

Figure13 shows theperformanceof theclient
registration cacheschemewhen doing IOzone
multi-threadReadtest. From the �gure, we can
seethat if the record size is small, it is more
bene�cial to use the registration cache to get
higher throughput. The peak READ through-
put whenusingthe registrationcacheschemeis
100%higherthanthatwhenusingthezero-copy
scheme.If therecordsizeis large,memorycopy
is moreexpensivethanregistration,sofor asmall
numberof threadsthe zero-copy schemeyields
higher throughput.But as long asthe client has
enoughnumberof requests,the datacopy time
can be overlappedby network transactiontime,
so the registrationcacheschemecanachieve the
samethroughputas the zero-copy scheme. Of
coursesincethereis an extra datamovementin-
volved,theclient registrationcacheschemecon-
sumesmoreCPUcyclesasexpected.Therefore,
it dependsontheapplicationcharacteristics(CPU
intensivevs. IO intensive) andsystemcon�gura-
tion (plentyvs. limited CPUresources)to deter-
minewhichschemeis bene�cial to use.

All Physical Memory Registration: The
Linux NFS/RDMA implementation provides
another registration mode called all physical
memoryregistration. As discussedin Section3.2,

15



0

100

200

300

400

500

600

700

800

1 2 3 4 5 6

Number of Threads

B
a

n
d

w
id

th
 (

M
B

/s
)

0%

10%

20%

30%

40%

50%

60%

70%

80%

C
P

U
 U

ti
li

z
a

ti
o

n
 (

%
)

Zero-copy 2KB Registration Cache 2KB

Zero-copy 128KB Registration Cache 128KB

CPU Zero-copy 2KB CPU Registration Cache 2KB

CPU Zero-copy 128KB CPU Registration Cache 128KB

Figure 13. Performance Impact of Client Registration

Cache

the memory registration processinvolves two
main steps:pinning down the buffers anddoing
addresstranslation. Since the buffers usedfor
IO operationsareanyway requiredto be pinned
down, only addresstranslationis neededwhen
doing memory registration. Linux provides an
interfacethatallowsusto registerall thephysical
pagesin oneoperation.Therefore,we canregis-
ter all the physicalmemory in the initialization
phase,and only needto do virtual to physical
address translation when actually registering
memory.

From�gure 14 we canseethattheall physical
memoryregistration modeyields thebestREAD
throughputon Linux. It degradesthe WRITE
performancecomparedwith the FMR mode as
shown in �gure 15 becausein all-physicalmode
the client cannotdo local scatter/gatherand so
has to build more read chunks, therefore,each
write requestissuesmultiple RDMA Readsfrom
theserver thathits thelimit of incoming/outgoing
RDMA Readsin In�niBand.

9. RelatedWork

Therehave beennumerousstudiesin the op-
timization of NFS protocols. In this section,we
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discuss about some of the most related work in

the evolution of NFS, as well as its relation to the

advances in high performance networks and other

network-based storage protocols.

Xu et. al. [49] investigated the performance

benefits of client caching to concurrent read shar-

ing over NFS. Peng et. al. [36] showed that a

network-centric reorganization of the buffer cache

can improve the NFS performance. Radkov

et. al. [34] compared the performance of file-

based NFS protocol and block-based iSCSI pro-

tocol and noted that aggressive meta-data caching

can benefit the NFS protocol.

Martin et. al. [29] studied the sensitivity of

NFS to high performance networks by introduc-

ing controlled delays into live systems in the late

90’s. They observed that NFS was more sensitive

to processor overhead rather than networking la-

tency and bandwidth. However, the emergence of

high speed networks with direct access protocols

such as RDMA lead to both the design of new

network file system and the revision of traditional

network file systems to enable file accesses over

RDMA-capable networks. For example, iSER

was recently proposed by IETF as an extension

for Internet Small Computer Systems Interface

(iSCSI) protocol [26, 44]. DAFS [19, 27] de-

signed a user space file system library that al-

lows applications to bypass operating system ker-

nel and take advantage of high performance user-

level network directly. Goglin et. al. [22] replaced

the RPC protocol of NFS with Myrinet GM proto-

col to achieve Optimized Remote File System Ac-

cesses (ORFA). Callaghan et. al. [12] provided an

initial implementation NFS over RDMA on So-

laris. An RDMA read based RPC transport is im-

plemented as a proof of concept to show the per-

formance benefit of NFS over RDMA compared

to TCP.

This work has identified the performance

shortcomings in the work done by Callaghan

et. al. [12]. In addition, this work attempts to pro-

vide an implementation for OpenSolaris which

is compliant with the IETF drafts [14, 15] for

wide interoperability with available implementa-

tions for Linux [45].

10 Conclusionsand Futur e Work

In this paper, we have designed and imple-

mented NFS/RDMA protocols for high perfor-

mance RDMA networks like InfiniBand. Our

implementations include clients and servers for

both Linux and OpenSolaris as well interoper-

ability mechanisms between these two implemen-

tations. We have also compared the trade-offs

and measured the performance of a design which

exclusively uses RDMA Read as well as a de-

sign which uses a combination of RDMA Reads

and RDMA Writes. These results show that

the RDMA/Read RDMA Write based design per-

forms better than the RDMA Read only based de-

sign in terms of IOzone Read bandwidth and CPU

utilization. In addition, the RDMA Read/RDMA

Write design exhibits better security characteris-

tics as compared to the RDMA Read only based

design. In addition, we show that the peculiar na-

ture of communication in NFS protocols, force

registration overhead in InfiniBand to the surface,

limiting performance. Special registration modes

as well as a buffer cache can considerably help

enhance performance, though these mechanisms

themselves have their own limitations, particu-

larly in terms of security.

As part of the future work, we would like

to study how support for upcoming registration

modes like memorywindowswill impact perfor-

mance. In addition we would like to study how

the shared receive queue (SRQ) support in Infini-

Band will impact performance. Finally, we would

like to investigate how RDMA operations in high

speed networks will help improve performance in

implementations of pNFS.
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