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ABSTRACT

The Internetagehasexponentiallyincreasedhe volume of digital mediathatis being
sharedand distributed. Broadbandnternethas madetechnologiesuchas high quality
streamingvideo on demandpossible.Large scalesupercomputeralsoconsumeandcre-
ate hugequantitiesof data. This mediaand datamustbe stored,catalogedandretrieved
with high-performanceResearchin@pigh-performancstoragesubsystems meetthel/O
demand®f applicationdn modernscenarioss crucial.

Advancesn microprocessaiechnologyhave givenriseto relatively cheapoff-the-shelf
hardwarethat may be put togetheraspersonakcomputersaswell asseners. The seners
may be connectedogetherby networking technologyto createfarmsor clusters of work-
stations(COW). Theevolution of COWSs hassigni cantly reducedhe costof ownershipof
high-performancelustersandhasallowedusergo build fairly large scalemachinesased
on commaoditysener hardware.

As COWSs have evolved, networking technologiedik e In niBand and10 Gigabit Eth-
ernethave alsoevolved. Thesenetworking technologiesot only give lower end-to-end
latenciesput alsoallow for bettermessagindhroughputbetweenthe nodes. This allows

usto connecthe clusterswith high-performanceterconnectsit arelatively lower cost.



With thedeploymentof low-cost,high-performancéardwareandnetworking technol-
ogy, it is increasinglybecomingimportantto designa storagesystemthat canbe shared
acrossll thenodesn thecluster Traditionally, thedifferentcomponentsf the le system
have beenstringedtogetherusingthe network to connectthem. The protocol generally
usedoverthenetwork is TCP/IR The TCP/IPprotocolstackin generahasbeenshavn to
have poor performancespeciallyfor high-performanceetworkslike 10 GigabitEthernet
or In niBand. Thisis largely dueto the fragmentatiorandreassemblgostof TCP/IRP The
costof multiple copiesalsosenesto severely degradethe performancef the stack.Also,
TCP/IPhasbeenbeenshawn to reducethe capacityof network attachedstoragesystems
becausef problemdikeincast.

In this dissertationye researchhe problemof designinghigh-performanceommuni-
cationsubsystem#or network attachedstoraggNAS) systemsSpeci cally, we delve into
the issuesand potential solutionswith designingcommunicationprotocolsfor high-end
single-serer andclusteredsener NAS systems.Orthogonally we alsoinvestigatehow a
cachingarchitecturanay potentiallyenhancehe performancenf a NAS system.Finally,
we look at the potentialperformancamplicationsof usingsomeof thesedesignsin two
scenariospver a long haul network andwhenusedasa basisfor checkpointingparallel

applications.
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CHAPTER 1

INTRODUCTION

Humanityhasincreasinglypecomedependenon digital mediafor work andpleasure.
The Internethastransformedhe way we work and play and hasrevolutionizedthe way
informationis createdcanddistributed. With the exponentialgrowth in theamountof infor-
mationcreatedoy the digital age,storingthis informationhasincreasinglybecomea chal-
lenge. Thesechallengesirecomplicatedoy legal requirementsvhich requiretheretrieval
of thisinformationreliably mary yearsinto thefuture. Also, with thewide availability and
useof broadbandnternet,streamingdigital mediacontenthasbecomewidespread.This
increasinglyraiseshebaron performanceequirementsor the storagesubsystems.

At the otherend of the spectrum,supercomputerare epitomizedin the public con-
sciousnesdy the chesscompetitionbetweenKaspare andBig Blue [59]. Thesesuper
computersare being usedat mary sitesto performscienti ¢ simulationsof nuclearand
atomicphenomenaAdvancesn microprocessotechnologyhave givenrise to relatvely
cheaphardware and may be put togetheras personalcomputersaswell asseners. The

senersmay be connectedogetherby networking technologyto createfarmsor clustess



of workstationg COW). The evolution of COWSs hassigni cantly reducedhe costof own-
ershipof high-performanceystemsand hasallowed usersto build fairly large scalesu-
percomputerdasedon clusteredchardware[30, 94]. Figure 1.1 shovs IBM RoadRunner;
the rst clusterto reacha peta op using off-the-shelfcomponents.Simulationson these
large scalesystemsstoreand generatevastamountsof data. High-performancetimely
accesgo applicationdatabecomegrucially importantasit is oftenalimiting factorin the
performancef thesesystems.

As clustersincreasdn sheersize,faultsin theselarge scalesystemshecomeincreas-
ingly common[84, 37]. To protectapplicationrunsfrom thesefaultsin a timely manney
thesdong runningapplicationsandprogramaeedto be checkpointedt regularintenals,
sothatthe applicationamay bereliably restartedn the caseof failures. Storingthesevast
amountf check-pointdatamay posea burdenon the storagesub-system.

As COWs have evolved, commoditynetworking technologiesike In niBand [8] and
10 GigabitEtherneff47] have alsoevolved. Thesenetworking technologiesiot only give
lower end-to-endatencies,but also allow for bettermessaginghroughputbetweenthe
nodesascomparedo traditional Fibre Channeland Gigabit Ethernet. Theseallow usto
connecthe clusterswith high-performancénterconnectst arelatively lower cost.

As clusteringandnetworkingtechnologyhave evolved,storagesystemsave alsoevolved
to provide seamlessjamespacdransparentieliableandhigh-performancaccesso user
level dataacrossclusters.However, thesestoragesystemsarenot designedo take advan-
tageof the propertiesof high-performancaetworks. In this dissertationwe look at the

issuessurroundinghigh-performancetoragesystemsand networks. In this Chaptey we



provide a backgroundandoverview of storageresearch.The restof this Chapteris orga-
nizedasfollows. In Sectionl.1, we discussbasic le systemconcepts.Next, Sectionl.2
discussestoragearchitectureskollowing that,Sectionl.3discussesomecommonlyused
le systems.Finally, Sectionl.4 surweys networking technologyusedin storageerviron-
ments.

In Chapter2, we discussthe problemsaddressedh this dissertatiorandalsoprovide

anoverview of remainingChapters.

Figurel.l:IBM RoadRunnerthe rst peta op cluster CourtesyLeroy
N. Sanchezl ANL [26], copyright, AppendixA



1.1 Overview of StorageTerminology

In this section,we brie y describethe commonlyusedconceptsandtermninologyre-
lating to le systems. Note that someterminologyis usedinterchangeablyn available

literature.We will explainthedifferencesandourusagen thetext.
1.1.1 File SystemConcepts

Processeanduserson UNIX systemsandderivativesgenerallystoreinformationin
les that residein directories. Directoriesthemseles could containdirectories,which
couldleadto fairly deeplevels of nesting. The majority of modernstoragedevicessuch
asdisk drivesarenot awareof le, directoryor otherprocesdevel storageabstractions.
Thesestoragedevices are mostly responsibldor storingandretrieving X ed sizedunits
of data[54]. File systemsareusuallylayeredbetweenthe userandstoragedevice. They
provide the le anddirectoryabstractiorto the user Besidesmaintainingthe basicssuch
as le permissionsproviding andmaintainingle pointersanddescriptors,le systemsare

alsoresponsibldor the following:

Moving informationor datafrom processe$ les andeventuallyto the underlying

storagedevicesandvice-versa.
Allowing appropriatelyauthorizedaccesgo les anddirectories.

Arbitrating betweermultiple processeaccessinghesamele.



Managingtheblocksontheunderlyingstoragedevice(s). Thesdeaturesncludelist-
ing setsof freeblocksonthedevice, allocatingtheseblocksto les anddeallocating

theseblockswhenthe les shrinkin size.
Reducingheimpactof slow accesso andfrom the storagedevice.
Keepingthe le systenconsistenasstoragadevicesfail andtherearepoweroutages.

Providing datarecovery whendatais corruptedandfail-over modesin the faceof

irrecoverableerrors.

Most le systenmfacethesessuesijrrespectve of whetherthey areona singlecomputeror
distributedacrossa clusterof computersWe examinetheconcepbf a le in Sectionl.1.2.
Following that,welook athow a le systenorganizedlocksavailableonastoragedevice.
We then discusshow theseblocks are usedto storeand accessle and directory data.
Finally, we examinethe commoncachingandbuffering techniquesisedto optimizeaccess

to data.

1.1.2 UNIX Notion of Files

A UNIX le consistof asequencef bytesfrom 0..N-1,whereN is the lengthof the
le in bytes.A UNIX systemdoesnotassignary speci ¢ meaningto the bytes;it is upto
the applicationto interpretthe bytes. On typical UNIX systems,les usuallyhave a user
id andgroup-id. It is possibleto specify separatgead,write or executepermissiondor
the userandgroup. In addition,it is alsopossibleto specifytheseaccesgpermissiongor

everybodyelsenotincludedin thegroup-id.Inorderto accesshe le, aproceswill request



thata particular le beopened.Oncethe le systemdetermineghata particularprocess
hasappropriatepermissiongo accessa given le, a le pointeror descriptoris returned
to thecalling process.The le pointerhasanimplicit bytelocationin the le which starts
atbyte zeroin the le andis incrementedy read/writeoperations.This le pointermay
alsobe explicitly changedby seekoperations. A le may be accessedoncurrentlyby
multiple differentprocessesEachof theseprocessesvill have its own independentle

descriptor Con icting writesfrom differentprocesseareusuallyresohedby maintaining
sequentiatonsisteng. Sequentiatonsisteng is generallyeasyto maintainin alocal le

system,but much harderto maintainin a parallelor distributed le system. Files may
be of differenttypes;regular les that containprocess-leel data, memorymapped les

which allow processe$o readandwrite to les thatare mappedo locationsin memory
Othertypesof les includesoclet les thatareusedfor interprocessommunicatiorand
device les thatareusedfor communicatiorbetweenuserlevel andkernel-lesel entities.
File typesandtheirimplementatiorarediscusse@¢omprehensely by Pate,et.al.[66]. File
systemaareusuallyimplementedaspartof the systenmkernel. Theinterfaceto accessles

is calledthe Virtual File System(VFS) interfaceandis a POSIXstandard88]. Additional

informationonthe UNIX le modelis availablein [66, 92,54, 97].

1.1.3 Mapping les to blocks on storagedevices

File Systemsmay be layeredon-top of a variety of differentstoragemediasuchas
magnetictapes,magneticdisks, optical disksor oppy drives. The vastmajority of le
systemsincludingtheoneswewill considelin this dissertatiorarelayeredon-topof mag-

netic disks. We brie y discussthe architectureof magneticdisks. Storagemediathatis

6



containedwithin the sameenclosureasthe computedevice is usuallyreferredto asDirect
AttachedStoragg DAS). DAS interfacesareusuallybasedon SCSlor SATA. A magnetic
diskis dividedinto a numberof concentridracks.In turn, eachconcentridrackis divided
into sectorsor unitsof data.Becausef thegeometryof thedisk, sectorsonthe outertrack
may be lessdenselypacled ascomparedo thoseon theinnertracks. Moderndisk drives
may have the samedensityof sectorson the outertrack ason inner tracks. As a result,
theheadsn moderndisksmay needto readandwrite dataat differentratesdependingn
the areaof the disk they areaccessing.The minimum unit of datathat may be accessed
from a magneticdisk is a sector Modifying only one byte of dataon a disk will require
the entire sectorcontainingthat byte to be readinto memory modi ed andthenwritten
backto disk. This read-modify-writeoperationtendsto be prohibitively expensve, and
may reduceperformance.

File systemsnusttranslatebetweertheabstractiorof a le anddisksectorsTo achiere
this,whena le is createdthe le systemwill usuallyallocatea numberof sectorsonthe
diskfor the le. Wereferto thisasablock. Thelist of blocksallocatedo a le is storedin
adatastructurecalledaninode(index node).Theinodealsousuallycontainsdetailsabout
the le creationtime, permission@ndsoon. As the le increase#n size,theinodefor the
le might not be large enoughto hold the referencego all the blocksfor the le. Some
of the blocks referencesn the inodefor the le might point to secondaryinodescalled
indirect blocks, which areactuallyreferencedo datablocks. This may be extendedto a
tertiary or higherlevel, dependingon the sizeof the le. Directoriesarealsorepresented

with inodes. The entriesin the inodesfor the directoryreferto inodesfor le andother



subdirectoriesWhena procesgequestsa le, the le systemneeddso accessachof the
inodesalongthe pathto the le. To reducethe impactof theselookups,most lesystems
maintainan inode cache. The inode cachecandramaticallyimprove the performanceof
extensiely usedinodessuchasthe inode correspondingdo the root directory of the le

systempor the systempassverd le.

1.1.4 Techniquesto improve le systemperformance

I/0 accesperformancelepend®ntheperformancef theunderlyingdiskdrive. Since
diskdrivesaremechanicatlevices,disk drive performances ultimatelylimited by theseek
time of the headasit swingsacrosghedisk platterandis positionedn thecorrectlocation
for readingthe data. It alsodepend®n the rateat which datamay be readfrom the disk,
which dependson the speedof rotation of the disk platter Clearly, there are physical
limitations to the performanceof magneticdisk drive technology The le systemmay
attemptto reducethe impact of the disk by placing blocks of the same le adjacentto
eachotheron the disk. However, this only improvesthe accesgerformancef sequential
workloads,i.e. it doesnothingto improve the performanceof randomworkloads. Also,
pathlookuptime requiresfetchingtheinodeblock of eachsubdirectoryin the pathof the

le. To reducethe accessime of severaloperations,le systemausuallymaintaina data
buffer cache.The buffer cachestoreswrites from a processandthenwritesit to the disk
in stages.This processds calledwrite behindand hidesthe lateng of the disk from the
processAlso, blocksthatarereusedrom the buffer cacheexperiencevery little overhead
onreads.In addition,sequential/O accespatternamay be optimizedby “readingahead”

the dataand storingit in the buffer cache. Sincethe buffer cacheis locatedin volatile
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memory a crashmight losewrite data. SomesystemauseNVRAM (Non Volatile RAM)

to reducetheimpactof losesdueto a crash.

1.2 Overview of StorageAr chitectures

With problemsin scienceandtechnologyincreasinglybecominglarger, clustersbuilt
with commodityoff-the-shelfcomponentareincreasinglybeingdeplo/edto tacklethese
problems As thenumberof nodesn theclusterincreasesn size, it isimportantto provide
uniform storageperformancecharacteristic$o all the nodesacrosshe cluster To enable
thesetypesof performancecharacteristicsit becomesecessaryo use clusteringtech-
niqueson the storagesystemitself. Broadly, storagearchitecturesnay be classi ed into
Direct attachedstoragg DAS), Network AttachedStoragg(NAS), SystemArea Networks
(SAN), ClusteredNAS (CNAS) andObjectStorageSystemgOSS).We discusghe salient

featuref eachof thesearchitecturesext.

1.2.1 DirectAttached Storage(DAS)

Most modernoperationsystemsuchasLinux, BSD andSolaristhatrun on ageneric
computerbox basedon commoditycomponentsstoreoperatingsystemcon gurationand
applicationdataon alocal le system.Thelocal le systemin mostoperatingsystemss
layeredasshown in Figure1.2. The applicationsgenerallyrun in userspace.Most local

le systemsaregenerallyimplementedwithin the operatingsystem.To make I/O system
calls, the applicationneedsto trap into the operatingsystemvia systemcalls. The le
systeminterfacecomponenbf systemcalls, usuallyreferredto asthe Virtual File System

(VFS) interface,is a POSIX standard88]. Following that, the I/O call is processedy
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theFile SystenuUserComponentwhich performscheckdor userauthorizationread/write
accespermissiorandquotachecks Following thesecheckstheFile SystendserCompo-
nentmay attemptto satisfytherequesthrougha cache.TheFile SystemJser Component
may alsoattemptto prefetchl/O datafrom the storagesubsystemespeciallyif the access
patternis sequentiallf therequestannotbe satis edthroughthelocal cachejt is passed
to theFile Systenstorage Componentwhichtranslatesherequesinto sectorsplocksand
cylindersthat may be interpretedby the underlyingstoragedevice. The underlyingstor
agedevice maybedirectly attachedo the computenodethrougha SCSlinterface[27], or
via a SystemAreaNetwork (SAN) [55] suchasFibre Channel100]. Therearea variety
of differentlocal le systemssuchasext3 [10], reiserFS25], NTFS[20], ufs [31], Sun
ZFS [33], NetApp WAFL [32] and SGI XFS [86]. These le systemsaredesignedand
optimizedfor a variety of differentproperties;namely performancescalability reliabil-
ity andrecovery. In this dissertationwe mainly focuson le systemghat spanmultiple
differentclient andstoragenodesin a distributedandclusteredenvironment. A local le
systemis animportantcomponenbf a distributed le systemasit usuallyis responsible
for managingheback-endstoragenodesof thedistributed le system.Thecharacteristics
of thelocal le systemdirectly affectthe propertiesof the distributed le systemandmay
complicatethe designof thedistributed le systemdependingnthespeci ¢ qualitieswe

would liketo achieve.
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tem ProtocolStack. Cour
tesy Welch,et.al.[40]

1.2.2 Network StorageAr chitectures: In-Band and Out-Of-Band Ac-
cess
Dependingon how metadatas accessedstoragesystemsmay be categyorizedas In-
Band(Figurel.3)andout-of-bandFigurel.4). In In-Bandsystemsthe metadatas stored
togethemwith theregulardataonthesamele system.As aresult,accesso metadatanay
becomeabottlenecksinceit maybedelayedby accesso large datablocks. Metadatausu-
ally includesinformationsuchasthelocationof differentpartsof a le in additionto other
informationsuchasthe permissiorandmodi cation timesof the le. Fast,high-speedc-

cesgo metadatanformationusuallyhelpsimprove le systemgperformancesubstantially
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By storingthe metadataand dataon separateseners (out-of-band),the metadataaccess

time may be substantiallyymproved.

"~ Client | client

FileServer Sy
Metadats €ladata FileServer
= =
Figurel.3: In-BandAccess Figurel.4: Out-of-BandAccess

1.2.3 Network Attached Storage(NAS)

In Network AttachedStoragg(NAS) systemsthe le systemis dividedinto two com-
ponentsaclientandasener, whichresideon differentnodes.Theclientcomponenbf the
le systemsendd/O requestgrom theapplicationto the le systemseneroveranetwork
suchasGigabitEthernebr In niBand. Thesenerprocessetheclientrequestsn amanner
similar to thatdescribedn Sectionl.2.1andthensendshe responsedackto the client.
The sener nodegenerallycontainsmostof the component®f thelocal le system.The
le systemprotocolstackin the caseof NAS is shovn in Figurel1.5. Thisimpliesthatthe

NAS generallyhasasinglesener or head.By locatingthe sameles in asinglelocation,
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NAS helpssolve the problemof multiple differentcopiesandversionsof thesamele and
dataresidingin differentlocal le systemsHowever, NAS exposesa hew setof problems
not presentwith alocal le system.Theseproblemsinclude network round-triplateng,
possibility of droppedor duplicatenon-idempotenl/O requestsincreasedverheadatthe
sener headand limited scalability as the sener increasinglybecomesa bottleneckand
nally , increasedxposureo failures,sincethe NAS headis a singlepoint of failure. Usu-
ally, the problemswith performancendfailuresmaybealleviatedto someextentby using
Non-\blatile memory(NVRAM) to storesometransaction®r componentsf transactions
atthe sener[18]. Network File System(NFS) [36] and CommoninterfaceFile System

(CIFS)areexamplesof widely deplojedNAS systems.
1.2.4 SystemAreaNetworks (SAN)

SystemArea Networks (SANSs) provide high-speedaccesgo dataat the block-level
asshown in Figure 1.6. SANs may be implementedas either symmetricor asymmetric.
In the symmetricimplementationggachclient runs part of the metadataserer or block
I/O manager The clientsusea distributedprotocolto coordinate.Theasymmetriample-
mentation(picturedin Figure 1.6), usesa sharedblock-level managerwhich the clients
contactbeforeattemptingto accesdatathroughthe SAN network. SAN may be used
aseithera componenbf alocal le system,or re-exportedthroughthe sener of a NAS.
Traditional SANswentthroughFibre Channel.As networks suchasGiabit-Ethernehave
becomewidespreadprotocolssuchasiSCSI(SCSlover TCP/IP)have alsobecomepopu-
lar. Lately, with RDMA enablechetworkssuchasin niBand becomingpopular protocols

suchasiSER (iSCSlover RDMA) have alsobeenwidely deployed.
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1.2.5 Clustered Network Attached Storage(CNAS)

The singlesener in traditional NAS architecturedbecomes bottleneckwith increas-
ing numberof clients. This limits the scalability of single headed\AS. To alleviate the
scalabilitylimitations, multi-headedr clusteredNAS have evolved. In the clusteredNAS
architectureshowvn in Figure1.7 multiple NAS senersor headssharethe sameback-end
storage.Sincethe datamuststill o w throughthe NAS sener; multiple memorycopies

within the NAS sener and network protocol stackand transmissioroverheadlimit the
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achiezablel/O performanceln addition,becausdhe NAS senersadda level of indirec-
tion betweenhe storagesubsystenandclients, this increaseshe costof building sucha
system Alternatively, the storagesubsystenmaybedirectly partof the NAS head,nstead
of aspartof aseparat&SAN. This couldhelpreducethe costof the clusteredNAS system,
but dependingn the the designof the clusteredNAS, might reducethe broadavailability
of datato all NAS headsandintroduceadditionalfault-toleranceroblems.
Architecturally clusteredNASs may be designedn two differentways. The rst way

is the SANre-exportway shavn in Figurel.7. As discusse@arlier the SAN storagenodes

are exposedto the client throughthe NAS heads. SAN re-exports suffer from the same
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problemastraditionalSAN with respecto block allocationandwrites. In addition,there-
exporting introducesadditionalcohereng problemsbetweenthe NAS seners. Thereare
two potentialsolutionsto the cohereng problem,force Writesthroughto the SAN, or use
the cohereng protocolof the SAN. Examplesof SAN re-export implementationsnclude
IBRIX [7], Polysener[6] andIBM's GPFS[83].

The secondechniqueof designinga NAS is the RequesForwarding Approac shavn
in Figure 1.8. In the Requestorwarding Approad), eachNAS headis responsiblefor
accesdo a subsebf the storagespace.The clientscanforward requestso the NAS heads
with which it communicates.The NAS heads,can chooseto either servicethe request
directly, or forward the requestio the owner of the storagearea. The bene ts of directly
servicingtherequests thatif it is availablein the cache,it canbe directly servicedfrom
the cache.This allows the NAS headso be usedfor cachingpopularrequests However,
one needsto worry aboutmaintainingthe cachescoherent. Forwarding the requestto
the NAS headeliminatesthe requiremento maintainthe cachescoherent.However, the
limited amountof cacheandthe bottleneckof a singlesener mayreducethe effectiveness
of thisapproachExamplesof a ClusteredNAS thatusetheforwardingmodelareNetApp

GX [65], Isilon [12] andIBRIX [7].
1.2.6 Object BasedStorageSystemsOBSYS)

ObjectBasedStorageSystemsarethe latestevolution in storageechnology File Sys-
temsarelayeredon-topof objectstoragedevices(OSD). File Systemaisethe OSD inter-
faces.TheOSDsactascontainerof dataand le systemattributes.OSDscontainfeatures

for block managemenand security Unlike traditional block-orientedstoragesystems,
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OSDsalsounderstandhigh-level detailssuchas datastructureandlayout. Usually, I/0

datatransfersare decoupledandtakes placeout-of-banddirectly betweenthe clientsand
the OSDs.Also, clusteringtechniquesimilar to thosein clusteredNAS ervironmentsare
usedto improve scalabilityandperformance Examplesof ObjectBasedStorageSystems

includeLustre[43] andthe Panasade system46].

1.3 Representatve File Systems

In this section,we discusssomerepresentatie le systems.We mainly focuson the

Network File System(NFS)andLustre.



1.3.1 Network File SystemgNFS)

Network File System(NFS) [36] is ubiquitouslyusedin mostmodernUNIX based
clustersto export homedirectories.It allows usersto transparentlysharele andl/O ser
viceson a variety of differentplatforms. The le systemmodelconsistsof a hierarchyof
directorieswith anoptionalsetof les in eachof thesedirectories.Theleafdirectoriesdo
not containadditionalentriesfor directories.NFSis basedon the single sener, multiple
client modelandis an exampleof a NAS asdescribedn Section1.2.3. Communication
betweenthe NFSclientandthe seneris via the OpenNetwork Computing(ONC) remote
procedurecall (RPC)[36] initially describedn IETF RFC1831[36]. The rst implemen-
tationof ONC RPCalsocalledSunRPCfor a Unix type operatingsystemwasdeveloped
by SunMicroSystemq28]. Implementationgor mostotherUnix like operatingsystems
including Linux have becomeavailable. RPCis an extensionto the local procedurecall-
ing semanticsandallows programsto make callsto nodeson remotenodesasif it were
alocal procedurecall. RPCtraditionally usesTCP/IPor UDP/IP asthe underlyingcom-
municationtransport.Sincethe RPC calls may needto propagatdetweenmachinesn a
heterogeneousrvironment,the RPC streamis usually serializedwith the eXternalData
RepresentatioiXDR) standard36] for encodingand decodingdatastreams. NFS has
seerthreemajorgeneration®f development.The rst generationNFSversion2 provided
a statelessle accessrotocol betweenthe sener and client using RPC over UDP and
exporteda basicPOSIX 32-bit lesystem. It wasslow, especiallyfor writing les. NFS
version3 addedo thefeaturesof NFSv2andprovidedsereralperformancenhancements,

includinglarger block datatransfer TCP-basedransportandasynchronousyrite, among
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mary others. It alsoallowed for 64-bit les andimproved write caching. Most modern
clusterstodayuseNFSv3. The NFSv2andNFSv3protocolsaredescribedurtherin [81].
The revision to the NFSv3 protocolis NFSv4 [87]. Besidesthe functionality available
in NFSv3,NFSv4addsa numberof additionalmechanismsor securityand performance
alongwith otherfeatures Thesecurityfeaturesncludethe GlobalSecurityServiceGSS)
API calledRPCSEGGSS.NFSv3usedUNIX userID securitywhich provedinadequate
in wide-arenetworks. The RPCSEGGSSallows the useof both privatekey authentication
schemesuchasKerborosversion5 aswell as privatekey schemes.To improve perfor
manceNFSv3allows aclient sidecacheto be maintained However, theclientsidecaches
are not kept coherentthis may lead to inconsistenciesn the caches. NFSv4 also does
not keepthe client cachescoherent.It doesallow les to be delgyatedto a client, if it is
exclusively accessinghat le. NFSv3andNFSv4arediscussedurtherin Chapter3. The
timelag betweertheNFSv3andNFSv3protocolsis 8 yearswith asimilargapbetweerthe
NFSv3andNFSv4protocols. To reducethe gapfor relatively smallenhancement® the
protocol,minor versioningwas addedto the NFSv4 protocol. NFSv4.1is the rst minor
revision to the NFSv4protocol,which dealswith paralleINFS (pNFS)andsessionslt is

discussedurtherin Chapter6.

1.3.2 LustreFile System

Lustreis anopensourceall softwarebased POSIX compliantclusteredobjectbased
le system.Lustreusesa decouplednetadatanddatapathsasshown in Figurel1.9. The
client contactghe Metadatasener (MDS) to create ppen,closeandlock a le. Oncethe

informationis obtainedfrom the MDS, the clientscandirectly accesshe datathroughthe
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ObjectStorageSeners(OSTs).Lustredemonstrategoodperformancen large sequential
datal/O transferspecaus®f the parallelismof the OSTs.In addition,Lustrealsodemon-
stratedfairly goodthroughputon le creationsandaccesseto small les. Thisis largely
achiezedthroughmodi cationsto the underlyinglocal disk le systemext3, thatbunches
a numberof small les togetheron the samedisk block, insteadof spreadingout these
les on differentareasof the disk. The disk seeksat the OSTsand MDSs still limit the
le accesgerformance.To alleviate someof theseproblems,Lustre hasboth client and
senersidecachesThesecachesarekeptcoherenthroughmulti-statelocks maintainecoy
the MDS. Lustresupportamultiple differentnetworks natively; In niBand [49], Quadrics
Elan4[74], andMyrinet MX, in additionto soclet basedTCP/IP basednetworks. Sim-
ilar to NFS, LustrealsousesRPCto communicatebetweerthe clients, MDS and OSTSs.
To achieve reliability and high-availability, Lustre allows the MDS to failover to another
standbysener. In addition, OSTsthat fail will not impactclientsthatdo not have data
storedon thatparticularOST. OSTsmayalsobetakenof ine for anupgradeor rebooted;
clientsthat dependon that OST will experiencea delay Lustrehaslargely beenusedin
HPC environmentsfor large sequentialvorkloadssuchascheckpointinglt is alsousedas
ascratchspacele system.n theJuly2008rankingsof the TOP500ist of supercomputers,

6 of thetop 10 useLustre[30].

1.4 Overview of Networking Technologies

In this section,we discusssomeimportantnetworks that have becomeprominentin

high-performancstorage.
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1.4.1 Fibre Channel (FC)

Fibre ChannelFC)is a ANSI standardisedprimarily for storageareanetworks(SAN)
in enterprisenetworks. It runsprimarily at Gigabit speedgver both twisted copperwire
pairsand ber-optic cables.FC mainly usesSCSIcommandsvhich aretransportedver
FCs native protocol Fibre ChannelProtocol (FCP). FCP is responsiblefor transporting
SCSIcommanddetweenthe SCSilinitiator, which is usually a client andthe SCSiltar-
get, whichis usuallyastoragedevice. In orderto achiesethis, FC allows for threedifferent
typesof topologiespoint-to-point,Joop andfabricshovnin Figurel.11. Point-to-pointn-
volvesconnectingwo devicesback-to-backFor loop topology the devicesareconnected
in the form of aring. In fabric topology the devices are connectedo a fabric switch,

similar to ethernet FCPis alayeredprotocoldividedinto velayersFC0O-FC4.FCO-FC2
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form the physicallayersof Fibre Channelndarereferredto asFC-PH.FC3is usedto im-
plementencryptionandRAID. FC4is a protocolmappinglayerandimplementsprotocols
suchasSCSI.Fibre Channefkunsat speedd$rom 1 Gbit/sto 20 Gbit/s,thoughsomeof the
higherspeedsarenot compatiblewith the lower speeds Additional informationon FC is

availablein [55, 2]. Figure1l.10shovs someexamplesof bre channekonnectors.

N_port . N_pon i N_part '

Fabric
m—
Point-to-Point
Figurel.10: FibreChannel
Connectorg3] Figurel.11: Fibre ChannelTopologieq3]

1.4.2 10Gigabit Ethernet

10 Gigabit Ethernet(10 GbE) is the successoto the Gigabit Ethernetstandard. It
runs at 10 times the speedof Gigabit Ethernet. It is de ned by IEEE standard302.3-
2008. 10 Gigabit Ethernetis currently a switch basedtechnologyand doesnot support
CarrierSenseMultiple Access/CarrieDetect(CSMA/CD) for sharedaccessThe 10 GbE

standardallows for different physicallayer implementations.Currently physicallayers
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exist for LAN and WAN ervironments. For cabling, 10 GbE supportsCX-4 and bre

optical cables. 10 Gigabit Ethernetnetwork cardsexist in both TCP/IP of oad (TOE)
andnon-TOE mode. ChelsioS310Eis an exampleof a TOE [44] while Myri 10Gis an
exampleof non-ofoad 10 GbENIC [24]. iIWARP is a protocolwhich allows the userto

useRemoteDirect Memory Access(RDMA) over TCP/IR TCP/IPis a computeintensie
protocolwhoseperformances limited, especiallyon high-performancénterconnect$39].

WheniWARP is usedwith a TOE NIC, the performancdimitations of TCP/IP can be
signi cantly reducedor even eliminatedunder certain circumstance$77]. In addition,
this allows RDMA to be usedover Ethernetandin WAN ervironments. InternetSCSI
(ISCSI), allows SCSI commandswhich traditionally have beenusedin Fibre Channel
environmentsto be usedin TCP/IPbasedervironments[50]. Like iWARP, iSCSIsuffers
from considerableverheadoecausef TCP/IP By usinga TOE NIC, this overheadmay
bereducedconsiderablyiSCSImaythenbe usedto build SANswith capabilitiessimilar

to thatof Fibre Channelput at considerabljjower cost.

1.4.3 InniBand

Theln niBand Architecture(IBA) [49] is anopenspeci cationdesignedor intercon-
nectingcomputenodes /O nodesanddevicesin a systemareanetwork. In anin niBand
network, computenodesare connectedo the fabric by Host ChannelAdapters(HCA's).
In niBand allows communicationthrough several combinationsof connection-oriented,
connectionlesgeliableandunreliablecommunicatiorsemantics.In niBand enableghe
applicationprogrammeto usekernel-bypas®DMA operations.Theseoperationsenable

two appropriatelyauthenticategrocesseso directly Readand Write from eachothers

23



processesnemory In niBand is a popularinterconnecin High Performance&Computing
(HPC)environmentswith 24%o0f themostpowerful supercomputeris the June2008rank-
ing of the TOP 500list usingIn niBand [30]. In niBand implementationsun at several
speed$rom SingleDataRate(SDR),with 2 GB/sbidirectionalbandwidthup to QuadData
Rate(QDR), thatis 8 GB/s bidrectionalbandwidth.ProcessessingIn niBand may also
communicatewith very low lateng. Currentgeneratiorin niBand adaptersancommu-
nicatewith a process-to-procedateny of under2 s[15. ThelBA standardallows I/O
nodesto bedirectly connectedo the In niBand fabric by usinga Tamget ChannelAdapter
(TCA). iISCSImay be implementedlirectly over RDMA andis callediSER.ISER elim-
inatesthe overheadof TCP/IP presentin iISCSI type protocols. iISER allows us to build
SAN type networks with In niBand [89]. Implementationf In niBand include those
from Mellaox Technologie$14] andPathScald9]. In niBand hasalsomadeits forayinto
thewide areanetwork [78]. Figurel.12andFigurel.13arepicturesof anin niBand Fibre

cableandswitchrespectiely.
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Figurel.12:In niBand Fibre Cables Figurel.13:In niBand Switch
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CHAPTER 2

PROBLEM STATEMENT

Commodityclustershave comea long way with the rst petascaleclusterbeingun-
veiled [26]. The applicationson thesesystemsconsumeand generatevast quantitiesof
data. The storagerequirementgrom theseapplicationshave stretchedcurrentstoragear-
chitecturego their breakingpoint. We identify the following broadlimitationsin current

storagesystems:

Protocol Overheadwith high-speedinterconnects: Most storagesystemsandar

chitecturesiseprotocolssuchasTCP/IPandUDP/IP. Theseprotocolsweredesigned
for slower speedhetworks suchasGigabitethernet.The memorybandwidthof ma-

chinesis usuallyorderof magnitudehigherthanthe gigabitethernenhetwork band-
width. As aresult,thetwo or morememorycopiesin the protocolstackandcheck-
summingfor reliability do not severely impactthe ability of the CPU to keepthe

network busy. However, with 10 Gb/snetworkssuchasin niBand, theratio of CPU

speedo network speechasshiftedtowardsthe network. The CPUis no longerable

to keepthe network pipeline lled. The problemonly becomesvorseas networks

move to DoubleDataRate(DDR) In niBand andQuadDataRate(QDR) [58].
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Novel Communication Featuresof High-SpeedIinter connects: Existing Commu-
nication Protocolsare unableto take advantageof the communicatiorarchitecture
of high-performancénterconnectsuchasIn niBand RemoteDirect Memory Ac-
cess(RDMA) andiWARP. Thesehigh-speednterconnect®ffer kernelbypassjow
overheadzero-cop, reliablein-ordermessaging.Existing storageprotocol stacks

arenot designedo take advantageof thesenovel network features.

Scalability of network protocol stacksin parallel le systemervironments: To
meetthestoraggerformancelemandsf largeclustersclusteredstorageNAS (CNAS)
systemshave evolved. TheseCNAS systemshave multiple dataseners and one
or more metadataseners. Storingdatain parallel on one or more different data
senersoffer severaladvantagesmostimportantamongthemis the bene t of mul-
tiple streamf datafrom differentseners. However, asthe numberof dataseners
increasesthe multiple streamsof datainto a single node causeprotocolssuchas
TCP/IPto suffer from problemssuchasincast[46]. In incast,the overheadfrom
multiple incomingdatastreamsauseseliability timeoutsin the TCP/IPstack forc-
ing extraneousetransmissionandreducingthethroughputo a paltry percentagef

the peakaggregyatenetwork bandwidth.

Mechanical Limitations of Magnetic Disks: Thevastmajority of existing storage
devices are magneticdisks. This is largely becauseof their vast storagecapacity
andreasonableost. However, aswith all mechanicaldevices, magneticdisksare
fundamentallylimited by the rotationalspeedof the disk plattersin the bandwidth
they candeliver to end-applicationsTechniquesuchasRAID [67] might be able
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to help improve performanceby stringing multiple disks together However, the
aggreyatebandwidthof RAID arraysis still limited to lessthanor equalto the sumof
thebandwidthof eachindividualdisk. In addition,RAID-arraysusuallyexhibit fairly
poorperformancen randomaccespatternsandwrite operationg53]. As CPUand
main memoryincreasesn speedthereis wideninggapbetweerwhat applications

requireandwhatcanbe offeredby the storagesubsystem.

Limitations in Storage Systemsin Long-Haul Networks: Geographicallysepa-
ratedlarge scaleclustersare becomingincreasinglycommon[19]. Differentcom-
ponentsof large scaleparallelapplicationsmay increasinglyrun in geographically
disjoint portionsof the cluster Increasinglythelinks betweernthesegeographically
separatedystemsare being connectedoy high-performanceénterconnectsuchas
In niBand and 10 Gigabit Ethernet[77]. Traditional storagesystemsaretypically
not designedand optimizedfor usein thesegeographicallyseparatedlusterscon-

nectedby high-performancénterconnects.

Fault-toleranceand largescaleHPC applications: Largescaleapplicationggener
ally runfor long periodsof time andgenerallysolve valuableproblemsn scienceand
technology To guardagainstunforeseerconsequencesuchasfaultsin computer
systemsmostlarge-scaleapplicationsusecheckpointschemest regular intenvals
of time. Dependingon the the characteristicef the underlyingstoragesubsystem,

checkpointingnight dramaticallyincreasehe runningtime of the application.

We now discussour researctapproacto solvingtheseproblemsn the next section.
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2.1 Reseach Approach

To helpovercometheselimitations of storagesubsystemabove, we usethe following
six researclapproacheshowvnin Figure2.1; RDMAenableccommunicatiorsubsysterfor
NFSv3(RPCv3with RDMA), RDMAenabledransportfor NFSv4(RPC v4 with RDMA),
NFSwith RDMA in anin niBand WAN ervironmentRDMAenabledcommunicatiorsub-
systenfor parallel NFS(pNFS) Caching Techniquego improvetheperformanceof a NAS
and Chedpointingwith large-scaleapplications We describeeachof thesecomponents

below.

RDMA enabledcommunication subsystenfor NFSv3(RPC_v3 over RDMA). In
this componentye explorethetrade-ofs, meritsanddemeritsof differentstrategies
for enablingthe communicatiorsubstrateRemoteProcedureCall (RPC)in the Net-
work File System(NFSv3)with RDMA. We investigatethe security performance
andscalabilityimplicationsof two differentdesignsnamelya sener orienteddesign
anda combinationof a client andsener orienteddesign. We alsoexplore a variety

of communicatiorbuffer pinningandregistrationtechniques.

A communication subsystemfor NFSv4 with RDMA (RPC_v4 over RDMA).

We investigatehow thetechniquesesearcheéor NFSv3maybeappliedto NFSv4,
the successoprotocolto NFSv3. The NFSv4 protocol differs from NFSv3in the
methodstechniquesindsemanticsisedto provide performanceln ourresearchwe

look athow our existing RPCover RDMA designmay be optimizedfor NFSv4.
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NFS communication subsystemin a WAN ervironment. Geographicallysepa-
ratedHPC clusterswith high-speedinks areincreasinglybeingdeplo/ed. As part
of thisresearchye investigategheissuessurroundingstoragesystemsn awide area
network (WAN) environment.Speci cally, we evaluatethe performancef RPCover

RDMA in anin niBand WAN ervironment.

RDMA enabled communication subsystemfor pNFS. Here we researcthow to
designRPCoverRDMA for NFSv4.1.NFSv4.1lis composeaf paralleINFS(pNFS)
andsessions.The pNFSarchitectureconsistsof differentcomponentsa metadata
sener, clientsanddata-serers. pNFSis architectedo communicatevith a variety
of different le systemarchitectures;le, block andobject. We mainly focuson
designinga high-performanc&PCover RDMA for pNFS le architectureWe look
at the trade-ofs of differentRPCover RDMA connectionsrom client to metadata
sener, from clientto thedatasenersandfrom the metadataenerto thedatasener.
We also provide a comprehensk evaluationof the designin termsof both micro-

benchmarksndapplications.

Cachingtechniquesto impr ove the performancea NAS. Modernstoragesystems
are limited by the performanceof disk basedstorage which is the mostcommon
back-endor storingdata. As CPU speedsncreasdlictatedby Moore's law, multi-

core ervironmentsand improving memory bandwidth,the gap betweenCPU and
disk performanceontinuedo widen. Thistranslatesnto poorperformancdromthe

storagesubsystemAs aresult,applicationghatarel/O boundaredirectly impacted
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by theselimitations. Parallel le systemsare especiallyimpactedby theselimita-
tions, sincethe datais usuallystoredon the back-endon multiple disks. To reduce
the impactof theselimitations, we propose designand evaluatea datacachingar
chitecturefor aparallel/distriluted le system.Thecachingarchitecturas especially

designedor ervironmentswherethereis considerableeadandwrite 1/0 sharing.

Impact of high-performance networks on distrib uted and parallel le systems.
Largescaleapplicationscanrunfor hoursanddaysatatime. Theseapplicationger
form crucialrolesin scienti c andengineeringelds. Their failurescanhave con-
siderablesecurity ervironmentaland economicimpact. Unfortunately with large
scalecommodityclustersthelik elihoodandactualoccurrencef faultsis consider
ably magni ed. To guardagainstthesefaults,mostapplicationsemploy someform
of checkpointing.To reducethe compleity of checkpointing applicationtranspar
ent, system-leel checkpointingis generallyprovided. System-lgel checkpointing
generallydependsn the performanceof the storagesubsystem.As a part of this
dissertationye evaluatethe impactof the storagesubsystenon the performanceof

system-lgel checkpointing.

2.2 Dissertation Overview

In this dissertationyve proposegdesignandevaluatea high-performancstoragearchi-
tectureover In niBand. Chapter3 presentour designfor Network File System(NFS),
NFSv3over In niBand. Following that, in Chapter4, we look at designingNFSv4 over

In niBand. Next, in Chapter5, we evaluatetheseprotocolsin awide areanetwork (WAN)
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Figure2.1: ProposedArchitecture

scenario. Chapter6, looks at our designfor parallel NFS and sessions.Following that,
Chapter7 providesa discussiornof the cachingarchitecturefor high-performanceparal-
lel and storagesystems.After that, Chapter8 evaluatesthe impactof high-performance

I/0 on checkpointingof parallelapplications.Next, Chapter9 providesthe detailsof the
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open-sourcalesignavailability. Finally, Chapterl0 presentsour conclusionsandfuture

work.
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CHAPTER 3

SINGLE SERVER NAS: NFSON INFINIB AND

The Network File System(NFS) hasbecomethe dominantstandardor sharingle in
aUNIX clusterecenvironment.In this Chapteywe focuson the challenge®f designinga

high-performanceommunicatiorsubstratdor NFS.

3.1 Why is NFSover RDMA important?

The Network File System(NFS) [36] protocolhasbecomethe de facto standardfor
sharingles amongusersn adistributedervironment.Many sitescurrentlyhave terabytes
of storagedataon their I/0O seners. /O senerswith petabyteof datahave alsodehuted.
Fastand scalableaccesgo this datais critical. The ability of clientsto cachethis data
for fastand ef cient accesss limited, partly becauseof the demandson main memory
ontheclient,whichis usuallyallocatedoy memoryhungryapplicationsuchasin-memory
databasseners.Also, for mediumandlargescaleclustersandernvironmentstheoverhead
of keepingclient cachescoherentquickly becomegprohibitively expensve. Underthese
conditions,it becomesmportantto provide ef cient low-overheadaccesdo datafrom the

NFSseners.
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NFSperformancénastraditionallybeenconstrainedby severalfactors.First, it is based
on the single sener, multiple client model. With mary clients accessingles from the
NFS sener, the sener may quickly becomea bottleneck. Senerswith 64-bit processors
commonlyhave a large amountof main memory typically 64GB or more. File systems
like XFS cantake advantageof the main memoryon thesesenersto aggressiely cache
and prefetchdatafrom the disk for certaindataaccesgatterng91]. This mitigatesthe
disk I/0 bottleneckto someextent. Second limitationsin the Virtual le system(VFS)
interface,force datacopying from the le systemto the NFS sener. This increase<PU
utilization on the sener. Third, traditionally usedcommunicatiormprotocolssuchas TCP
and UDP require additional copiesin the stack. This further increase<CPU utilization
andreduceghe operationprocessingapability of the sener. With anincreasinghumber
of clients, protocolslike TCP also suffer from problemslike incast[46], which forces
timeoutsin the communicatiorstack,andreducesoverall throughputand responsdime.
Finally, anorderof magnitudedifferencein bandwidthbetweercommonlyusednetworks
like GigabitEthernet(125MB/s) andthe typical memorybandwidthof modernseners(2
GB/s or higher)canalsobe obsered. This limits the strippingwidth, resultingin more
complicateddesigngo alleviatethis problem[46].

Modernhigh-performance&etworks suchasin niBand provide low-lateng andhigh-
bandwidthcommunication.For example,the currentgeneratiorSingle DataRate(SDR)
NIC from Mellanoxhasa4 bytemessagéateng of lessthan3 sandabi-directionalband-

width of up to 2 GB/sfor large messagesApplicationscanalsodeploy mechanisméike
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RemoteDirect Memory Acces§RDMA) for low-overheaccommunicationRDMA oper
ationsallow two appropriatelyauthorizedpeersto readandwrite datadirectly from each
othersaddresspace RDMA requiresminimal CPUinvolvementon the local end,andno
CPUinvolvementontheremoteend.SinceRDMA candirectly move datafrom the appli-
cationbufferson onepeerinto the applicationsoufferson anothemeer it allows designers
to considerzero-coy communicationprotocols. Designingthe stackwith RDMA may
eliminatethe copy overheadnherentn the TCPandUDP stacks Additionally, theloadon
theCPUcanbedramaticallyreducedThisbene tsboththesenerandtheclient. Sincethe
utilization onthe sener is reducedthe sener may potentiallyprocessequestsat a higher
rate. On the client, additional CPU cycles may be allocatedto the application. Finally,
an RDMA transportcanbetterexploit the lateny andbandwidthof a high-performance
network.

An initial designof NFS/RDMA [42] for the OpenSolarisoperatingsystemwas de-
signedby Callaghan.et.al.. This designallowed the client to readdatafrom the sener
throughRDMA Read. An importantdesignconsideratiorfor arny new transportis thatit
shouldbe assecureasa transportbasedon TCP or UDP. SinceRDMA requiresbuffersto
beexposedit is critical thatonly trustedentitiesbeallowedto accesshesebuffers. In most
NFSdeployments the sener maybe consideredrustworthy; the clientscannotbe trusted.
So, exposingsener buffers makesthe sener vulnerableto snoopingand maliciousactiv-
ity by theclient. Callaghars designexposedsener buffersandthereforesufferedfrom a
securityvulnerability Also, inherentlimitationsin the designof RDMA Readreducethe

numberof RDMA Readoperationghatmaybeissuedoy alocal peerto aremotepeer This
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throttlesthe numberof NFS operationghatmaybe servicedconcurrentlylimiting perfor

mance. Finally, Callaghars designdid not addresghe issueof multiple buffer copies.
Our experimentswith the original designof NFS/RDMA reveal that on two Opteron2.2

GHz systemswith x8 PCI-ExpressSingle DataRate (SDR) In niBand adapterscapable
of aunidirectionalbandwidthof 900 MegaBytes/SMB/s), thelOzone[11] multi-threaded
Readbandwidthsaturatestjustunder375MB/s.

In this Chapter we take on the challengeof designinga high performanceNFS over
RDMA for OpenSolaris.We discussthe designprinciplesfor designingNFS protocols
with RDMA. To this endwe take anin-depthlook at the securityandbuffer management
vulnerabilitiesin theoriginal designof NFSover RDMA on OpenSolarisWe alsodemon-
stratethe performancdimitations of this RDMA Readbaseddesign. We proposeand
evaluatean alternatedesignbasedon RDMA ReadandRDMA Write. This designelimi-
nateshe securityrisk to thesener. We alsolook attheimpactof the new designon buffer
management.

Wetry to evaluatethebottleneckghatarisewhile usingRDMA astheunderlyingtrans-
port. While RDMA operationsnay offer mary bene ts,they alsohave severalconstraints
that may essentiallylimit their performance. Theseconstraintsanclude the requirement
that all buffers meantfor communicationrmustbe pinnedand registeredwith the HCA.
Giventhat NFS operationsare shortlived, bursty and unpredictablepuffers may have to
beregisteredandderayisteredonthe y to consere systenresourcesndmaintainappro-

priatesecurityrestrictionsin placeon the system.We explore alternatve designghatmay
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potentiallyreduceregistrationcosts.Speci cally, our experimentshow thatwith appropri-
ateregistrationstratgyies,anRDMA Write baseddesigncanachiese a peaklOzoneRead
throughputof over 700 MB/s on OpenSolarisnda peakReadbandwidthof closeto 900
MB/s for Linux. Evaluationwith anOnline TransactiorProcessingOLTP)workloadshov
thatthehigherthroughpuof our proposediesigncanimprove performanceipto 50%. We
alsoevaluatethe scalabilityof the RDMA transportn a multi-client setting,with a RAID
array of disks. This evaluationshaws thatthe Linux NFS/RDMA designcanprovide an
aggreatethroughputof 900 MB/s to 7 clients,while NFS ona TCP transportsaturatest
360 MB/s. We alsodemonstratéhat NFS over an RDMA transportis constrainedy the
performancef theback-endle systemwhile aTCPtransporitself becomesbottleneck
in amulti-clientervironment.

In this Chapteywe investigateandcontributeto thefollowing:

A comprehensiediscussiorof thedesignconsiderationfor implementingNFS/RDMA

protocols.

A high performancemplementatiorof NFS/RDMA for OpenSolarisanda discus-

sionof its relationshipto a similarimplementatiorfor Linux.
An in-depthperformancevaluationof bothdesigns.

Designconsideration$or therelative limitationsandpotentialsolutionsto the prob-

lem of registrationoverhead.
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Application evaluationof the NFS/RDMA protocols,andthe impactof registration
schemessuch as Fast Memory Ragistrationand All PhysicalRegistration,and a

buffer registrationcachedesignon performance.

Impactof RDMA on the scalabilityof NFS protocolswith multiple clientsandreal

diskssupportinghe back-endle system.

Therestof the Chapteris presentedsfollows. Section3.2 providesan overvien of
theln niBand Communicatiormodel. Section3.3 exploresthe existing NFS over RDMA
architectureon OpenSolarigndtheLinux. In Section3.4,we proposeour alternatedesign
basedon RDMA ReadandRDMA Write andcompareit to the original designbasedon
RDMA Readonly. Section3.5 presentghe performancevaluationof the design.Finally,

Section3.6 present®ur summary

3.2 Overview of the In niBand Communication Model

In niBand usesthe ReliableConnection(RC) model. In this model, eachinitiating
nodeneedsto be connectedo every othernodeit wantsto communicatevith througha
peerto-peerconnectioncalled a queue-pair(sendandreceve work queues).The queue
pairs are associatedvith a completionqueue(CQ). The connectionsbetweendifferent
nodesneedto be establishedeforecommunicatiorcanbeinitiated. Communicatioroper
ationsor Work QueueRequest§WQE) operationsarepostedo awork queue.Thecomple-
tion of thesecommunicatioroperationss signaledoy completioneventsonthecompletion
gueue.In niBand supportdifferenttypesof communicatiorprimitives. Theseprimitives

arediscussedhext.
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3.2.1 Communication Primiti ves

In niBand supportdwo-sidedcommunicatioroperationsthatrequireactive involve-
mentfrom boththe sendeandrecever. Thesetwo-sidedoperationsareknown asChannel
SemanticsOne-sideccommunicatiorprimitives,calledMemorySemanticsdo notrequire
involvementby therecever. ChannelandMemorysemanticarediscusseadhext.

Channel Semantics: Channelsemanticor Send/Receke operationsaretraditionally
usedfor communication. A receve descriptoror RDMA Receve (RV) that pointsto a
pre-ragisteredx edlengthbuffer, is usuallypostedonthereceversideto thereceve queue
beforethe RDMA Send(RS)canbe initiated onthe senderside. Thereceve descriptors
are usually matchedwith the correspondingsendin the order of the descriptorposting.
Onthesendeside,receving acompletionnoti cation for the sendindicateghatthe buffer
usedfor sendingnaybereused Onthereceverside,gettingareceve completionndicates
that the datahasarrived andis available for use. In addition, the receve buffer may be
reusedor anotheroperation.

Memory Semantics: Memory semanticor RemoteDirect Memory AccessS(RDMA)
areone-sidedperationsnitiated by oneof the peersconnectedy a queuepair. The peer
thatinitiatesthe RDMA operation(activepeel requiresbothanaddresgeithervirtual or
physical),aswell asa steeringagto thememoryregion ontheremotepeer(passivepeel).
The steeringtag is obtainedthroughmemaoryregistration[49]. To preparea region for a
memoryoperationthe passve peermay needto do memoryregistration. Also amessage
exchanganaybeneededetweertheactive andpassve peergo obtainthemessagéuffer

addresseandsteeringtags. RDMA operationsare of two types,RDMA Write (RW) and
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RDMARead(RR). RDMAReadobtainsthe datafrom the memoryareaof the passve peer
anddepositst in thememoryareaof theactive peer RDMA Write operation®ntheother
handmove datafrom the memoryareaof the active peerto correspondindpcationson the
passve peer

A comparisorof the differentcommunicatiorprimitivesin termsof Security(Receve
Buffer Exposed))nvolvementof the recever (Receve Buffer Pre-Posted)Buffer protec-
tion (SteeringTag) and nally , PeerMessageExchangedor Receve Buffer Addressand

SteeringTag (Rendezwous)is shovn in Table3.1.

| | ChannelSemantics. Memory Semantics

Receve Buffer Exposed X
Receve Buffer Pre-Posted X

SteeringTag X
Rendezous X

Table3.1: CommunicatiorPrimitive Properties

3.3 Overview of NFS/RDMA Ar chitecture

NFSis basednthesinglesener, multiple client model. Communicatiorbetweerthe
NFS client andthe sener is via the OpenNetwork Computing(ONC) remoteprocedure
call (RPC)[36]. RPCis anextensionto the local procedurecalling semanticsandallows
programsto make calls to nodeson remotenodesasif it were a local procedurecall.

Callagharet.al.designedninitial implementatiorof RPCoverRDMA [41] for NFS.This
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existing architecturas shavnin Figure3.1. TheLinux NFS/RDMA implementatiorhasa
similar architecture.The architecturevasdesignedo allow transparengfor applications
accessingles throughthe Virtual File System(VFS) layeron the client. Accesseso the
le systemgothroughVFS, andareroutedto NFS.ForanRDMA mount,NFSwill make
theRPCcall to the senervia RPCover RDMA. The RPCCall generallybeingsmallwill
go asaninline request.Inline requestsarediscussedn the next section.In therestof the

Chapterwe usethetermsRPC/RMDA andNFS/RDMA interchangeably
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Figure3.1: Architectureof theNFS/RDMA stackin OpenSolaris

42



3.3.1 Inline Protocolfor RPC Call and RPC Reply

The RPCCall andReply areusuallysmallandwithin a threshold typically lessthan
one 1KB. In the RPC/RDMA protocol the call and reply may be transferredinline via
a copy basedprotocol similar to that usedin MPI stackssuchas MVAPICH [15]. The
copy basedprotocolusesthe channelsemanticof In niBand describedn Section3.2.1.
During startup(at mounttime), after the In niBand connectionis establishedthe client
andsener eachwill establisha pool of sendandreceve buffers. The sener postsreceve
buffers from the pool on the connection.The client cansendrequestgo the sener up to
themaximumpool sizeusingRDMA SendoperationsThis exercisesa naturalupperlimit
on the numberof requestghatthe client may sendto the sener. The upperlimit canbe
adjusteddynamically;this mayresultin betterresourcautilization. TheOpenSolarisener
setsthis limit at 128 per client; the Linux sener setsit at 32 per client. At the time of
makingthe RPC Call, the client will prependan RPC/RDMA header(Figure 3.2) to the
NFS Requesipasseddown to it from the NFS layerasshavn in Figure3.1. It will post
a receve descriptorfrom the receve pool for the RPC Call, thenissuethe RPC Call to
thesenerthroughanRDMA Sendoperation.Thiswill invoke aninterrupthandleron the
OpenSolarisener thatwill copy out the requestfrom the receve buffer andrepostit to
theconnection(TheLinux senerdoesnot do the copy, andrepostghe receve descriptor
at a somavhat latertime.) The requestwill thenbe placedin the senerstaskqueue. A
transportontet threadwill eventuallypick uptherequesthatwill thenbedecodedy the
RPC/RDMA layeronthe sener. Bulk datatransferchunkswill be decodedandstoredat

this point. Therequesill thenbeissuedio the NFSlayer TheNFSlayerwill thenissue
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Transaction ID

Figure3.2: RPC/RDMAheader

therequesto the le system.Onthereturnpathfrom the le systemtherequeswill pass
throughthe NFS layer The NFS layerwill encodethe resultsand make the RPC Reply
backto theclient. Theinterrupthandlerat theclientwill wake up thethreadparkedonthe

requestndcontrolwill eventuallyreturnto theapplication.

3.3.2 RDMA Protocolfor bulk data transfer

NFSproceduresuchasREAD, WRITE, READLINK andREADDIR cantransferdata
whoselengthis largerthantheinline threshold36]. Also, the RPCcall itself canbelarger
thanthe inline datathreshold. The bulk datacan be transferredn multiple ways. The
existing approachs to useRDMA Readonly andis referredto asthe Read-Readlesign.
Our approachs to usea combinationof RDMA ReadandRDMA Write operationsandis
calledthe Read-Writedesign.We describeboth theseapproaches detail. Beforewe do
that,we de ne someessentiaterminologies.

Chunk Lists: Thesdists provide encodingor bulk datawhoselengthis largerthanthe
inline thresholdandshouldbe movedvia RDMA. A chunklist consistf asinglecounted

arrayof sggmentsof oneor morelists. Eachof thesdistsis in turn a countedarrayof zero
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or moresegments.Eachsegmentencodesa steeringtag for a registeredbuffer, its length
andits offsetin the main buffer. Chunkscanbe of differenttypes; Readchunks Write

chunksandReplychunks

Readchunksusedin the Read-Rea@ndRead-Writedesignencodedatathatmaybe

RDMA Readfrom theremotepeer

Write chunksusedin the Read-Writedesignare usedto RDMA Write datato the

remotepeer

Replychunksusedin the Read-Writedesignareusedfor proceduresuchasREAD-

DIR andREADLINK, andareusedto RDMA Write theentireNFSresponse.

The RPCLong Call is typically usedwhenthe RPC requestitself is larger thanthe
inline threshold.The RPCLongReplyis usedin situationswherethe RPCReplyis larger
thanthe inline size. Otherbulk datatransferoperationsnclude READ and WRITE All

theseproceduresrediscussedn the next section.

Client Server Client Server
Server
Long Rep!
RPC Call (RS) w» RRRRRRRR w
I— © Long call
Long Call (RR) Long Call (RR) T owme
P
\ \» %
Long Reply
RPC Reply (RS 'w/
Long Reply (R w/
P T
Read (RW) @ Long Reply
Long Reply (R ‘y Long Reply)| READ/
READ/ (| WRITE
R RPC Reply (RS) WRITE
Read (RR) / @ Registration () Deregistration

Figure 3.5: Regis-

Figure 3.3: Read-Figure 3.4: Read-ration points (Read-
ReadDesign Write Design Write)

45



3.4 ProposedRead-Write Designand Comparison to the Read-Read
Design

In this sectionwe discussour proposedRead-Writedesignwhich is basednacom-
binationof RDMA ReadandRDMA Write. We alsocomparewith theoriginal Read-Read
baseddesignwhichis basecbnRDMA Read.We discusghelimitationsof theRead-Read
baseddesign.Following that,we alsodiscusgheadwantage®f the Read-Writedesign.We
look at registrationstratgiesanddesigngn Section3.4.3. The Read-Reathaseddesignis
shaw in Figure3.3. The Read-Writedesignis shovn in Figure3.4.

RPC Long Call: TheRPCLong Call is typically usedwhenthe RPCrequesitself is
largerthanthe inline threshold.In this case the client encodesa chunklist alongwith a
RDMA_NOMSG ag in theheadesshowvn in Figure3.2. It is alwayscombinedwith other
NFS operations.The RPCLong Call is identicalin boththe Read-Readnd Read-Write
baseddesigns.If the RPCCall messagés largerthanthe inline size,the RPC Call from
theclientincludesa ReadChunkList. Themessageéypein theheadelin Figure3.2is set
to RDMA_NOMSG. Whenthe sener seesan RDMA _NOMSG messagéype, it decodes
thereadchunksencodedn theRPC/RDMAheadeandissuesRDMA Readdo fetchthese
chunksfrom theclient. Thedatafrom thesechunksconstitutegsheremaindeof theheader
(the elds Read Writeor ReplyChunkList onwardsin Figure3.2,whichareoverwrittenby
theincomingdata). Theremainderof the headeusuallyconstituteotherNFS procedures
asdiscussedn Section3.3.2is thendecoded.

NFS Procedure WRITE: The NFS ProcedureNVRITE is similar in both the Read-

ReadandRead-Writebaseddesigns.For anNFS proceduréeVRITE, the clientencodes
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Readchunklist. Onthesener side,thesereadchunksaredecodedtheRDMA Readscor
respondingo eachsegmentareissuedandthe sener threadblockstill the RDMA Reads
complete.The operationis thenhandledby the NFSlayer. Oncethe operationcompletes,
controlis returnedto the RPClayer, that sendsan RPC Reply via the inline protocolde-
scribedin Section3.3.1. In the simplestcase,an NFS ProceduraNVRITE would generate
anRPCCall (RS)from theclientto thesener, followedby the WRITE (RR) issuedby the
senerto fetchthe datafrom theclient, and nally , the RPCReply (RS)from thesenerto
theclient.

NFS Procedure READ: In the Read-Readlesignthe NFS sener needsto encodea
Readchunklist in the RPCReplyfor an NFS READ Procedure.The RPCReplyis then
returnedto the client via theinline protocolin Section3.3.1. Theclient decodeshe Read
chunklists andissuesthe RDMA Reads. Oncethe RDMA Readscomplete,the client
issuesan RDMA _DONE to the sener, thatallows it to freeits pre-ragisteredbuffers. So,
the simplestpossiblesequencef operationgor an NFS ProcedureREAD is; RPC Call
(RS) from the client to the sener, followed by an RPCReply (RS) from the sener to the
client,thena READ (RR) issuedby theclient to fetchthe datafrom the sener, and nally ,
anRDMA _DONE (RS)from theclientto thesener.

In the Read-Writedesign,for a NFS READ procedurethe client needsto encodea
Write chunklist in the RPC Call. The sener decodesand storesthe Write chunk list.
WhentheNFS procedureREAD returns thedatais RDMA written backto theclient. The
senerthensendg¢he RPCReplybackto theclientwith anencodedNrite ChunkList. The

client usesthis Write chunklist to determinehow much datawasreturnedin the READ
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call. So,the simplestpossibleprotocoloperationsvould be; RPCCall from the client to
thesener, thena Read(RW) from the senerto theclient,and nally, anRPCReply (RS)
from thesenerto theclient.

NFS Procedure READDIR and READLINK (RPC Long Reply): The RPCLong
Replyis typically usedwhenthe RPCReplyis largerthantheinline size. TheRPCLong
Replyis usedin boththe Read-ReadndRead-Writedesignsout the mechanismsaredif-
ferent.It mayeitherbe usedindependentlyor combinedwith otherNFS operations.

The designof the NFS procedureREADDIR/READLINK in the Read-Readlesignis
similarto the NFSProcedurdREAD in the Read-Readlesign.The senerencodes Read
chunklist in the RPCReply, thatthe client decodes.The client thenissuesRDMA Read
to fetch the datafrom the sener. Oncethe RDMA Readscomplete,the client issuesan
RDMA_DONE to thesenerwhich allowsthe senerto freeits pre-rayisteredouffers.

NFSProcedurdREADDIR andREADLINK in the Read-Writedesignfollows the de-
sign of the NFS READ procedurdn the Read-Writedesign. The client needsto encode
a Long Reply chunklist in the RPCCall. The sener decodesandstoresthe Long Reply
chunklist. WhentheNFSprocedureeturnstheseneruseghelongreply chunkto RDMA
Write the databackto the client. The sener thensendghe RPCReply backto the client
with anencoded.ong Reply ChunkList. Theclientusesthis chunklist to determinenow
muchdatawasreturnedin the READDIR/READLINK call. In the simplestcaseanRPC
Long Reply would entail the following sequenceRPC Call from the client to the sener,
thenalLong Reply (RW) from thesenerto theclient,and nally , anRPCReply (RS)from

thesenerto theclient.
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Zero Copy Path for Direct /O for the NFS READ procedure: In additionto the
basicdesign,we alsointroducea zero copy mechanisnfor userspaceaddressesn the
NFS READ procedurepath. This eliminatescopieson the client sideandtranslatesnto

reducedCPU utilization ontheclient.

3.4.1 Limitations in the Read-ReadDesign

The Read-Readlesignhasa numberof limitations in termsof Securityand Perfor
mance andwe discusgheseissuesn detail.

Security:

Serverbuffers exposed:An importantdesignconsideratiorior anRDMA enabledRPC
transportis thatit mustnot be lesssecurehanothertransportssuchasTCPR In the Read-
Readdesign,the sener side buffers are exposedfor RDMA operationsfrom the client.
Sincethe steeringtagsare 32-bits[49] in length,a misbehaing or maliciousclient might
attemptto guesshemandtherebypossiblyreada buffer for which it did not have access
to.

Malicious or Malfunctioningclients: The client needso sendan RDMA DONE mes-
sageto the senerto indicatethatthe buffersusedfor a Reador Replychunkmaybefreed
up. A maliciousof malfunctioningclientmaynever sendthe RDMADonemessagegssen-
tially tying upthesenerresources.

Performance:

SyntironousRDMAReadLimitations: TheRDMA Readissuedrom the NFS/RDMA

sener are synchronousoperation. Once posted,the sener typically hasto wait for the
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RDMA Readoperationto complete. This is becausehe In niBand speci cation does
not guaranteerderingbetweena RDMA Readanda RDMA Sendon the sameconnec-
tion [49]. Thismayaddconsiderabléateng to the senerthread.
OutstandingRDMAReads:Thenumberof RDMA Readthatcanbetypically serviced
on a connectionis governedby two parametersthe InboundRDMA ReadQueueDepth
(IRD) andthe OutboundRDMA ReadQueueDepth (ORD) [49]. The IRD governsthe
numberof RDMA Readthatcanbeactive attheremotepeer;the ORD governsthenumber
of RDMA Readthat might be actively issuedconcurrentlyfrom the local peer In the
currentMellanoximplementatiorof In niBand, the maximumallowedvaluefor IRD and
ORD is typically 8 [61]. So, parallelismis reducedat the sener, especiallyfor multi-

threadedvorkloads.
3.4.2 Potential Advantagesof the Read-Write Design

The key designdifferencebetweerthe Read-ReadFigure3.3) and Read-Write(Fig-
ure3.4)protocolis thatRPClongrepliesandNFSREAD datamaybedirectlyissuedrom
the sener. To enablethese the client needsto encodeeithera Write chunklist or along
reply chunklist (Section3.3.2). Moving from a Read-Readbaseddesignto a Read-Write
baseddesignhassereral advantages. The Mellanox In niBand HCA hasthe ability to
issuemary RDMA Write operationsn parallel[61]. Thisreduceshebottleneckfor multi-
threadedwvorkloads. Also, sincecompletionorderingbetweerRDMA Write andRDMA
Sendsis guaranteedn In niBand [49], the sener doesnot have to wait for the RDMA
Writesfrom thelong reply or the NFSREAD operationto complete.Thecompletiongen-

eratecby theRDMA Sendfor theRPCReplywill guarante¢hattheearlierRDMA Writes
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have completed. This optimizationalso helpsreducethe numberof interruptsgenerated
on thesener. The RDMA_DONE messageandits resultinginterruptis alsoeliminated.
Thegeneratiorof the sendcompletioninterruptontheseneris sufcient to guarante¢hat
the RDMA operationdrom the buffers have completedandthey may be dereagistered. A
similar guaranteealso exists at the client, whenan RPC Call messages receved. The
eliminationof anadditionalmessagéelpsimprove performance Sincethe sener buffers
are no longerexposedandthe client cannotinitiate arny RDMA operationgo the sener,
the securityof the sener is now enhancedOnepotentialdisadwantageof the Read-Write
designis thattheclient buffersarenow exposedandmaybe corruptedoy the sener. Since
theseneris usuallya trustedentity in an NFS deployment,this issueis lessof a concern.
The nal adwantageof the Read-Writedesignis thatthe senernolongerhasto dependon

theRDMA _DONE messagé&om theclientto deragisterandreleasat buffers.

3.4.3 ProposedRegistration StrategiesFor the Read-Write Protocol

In niBand requiresmemoryareado beregisteredfor communicatioroperationg49,
63]. Registrationis a multi-stageoperation Registrationinvolvesassigninghysicalpages
to thevirtual area.Oncephysicalpageshave beenassignedo thevirtual area,the virtual
to physicaladdresgranslatiomeeddo bedeterminedIn addition,thephysicalpageseed
to be preparedor DMA operationsnitiated by the HCA. This involvesmakingthe pages
unswappableby the operatingsystem by pinning them. The virtual memorysystemmay
performboththeseoperationsin addition,the HCA needgo be madeawareof thetrans-

lation of the virtual to physicaladdressesThe HCA alsoneedsto assigna steeringtag
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that may be sentto remotepeersfor accessinghe memoryregionin RDMA operations.
Thevirtual to physicaltranslationandthe steeringtag arestoredin the HCA's Translation
ProtectionTable (TPT). This involves one transactioracrossthe I/O bus. However, the
respons¢ime of theHCA maybequitehigh, dependingpntheloadontheHCA, theorga-
nizationof the TPT, allocationstratgjies,overheadn the TPT, andsoon [63]. Becausef
the combinationof thesefactors registrationis anexpensve operationandmay constitute
a considerableverhead especiallywhenit is in the critical path. Deregisteringa buffer
requiregheactionsfrom registrationto bedonein reverse.Thevirtual andphysicaltrans-
lationsandsteeringagsneedto be ushed from the TPT (thisinvolvesatransactioracross
the /O bus). Oncethe TPT entriesareinvalidated,eachof themis released.The pages
maythenbeunpinned.If thephysicalpagesvereassignedo thevirtual memoryregion at
thetime of registration,this mappingis torndown andthe physicalpagesarereleasedack
into thememorypool.

Figure 3.6 shavs the half ping-ponglateny attheln niBand Transport_ayer (IBTL)
on OpenSolariof amessagevith andwithout registrationcostsincluded(the setupis the
sameasdescribeckarlier). Half ping-ponglateng is measuredby usingtwo nodes.Node
1 sendsa messagéping) of the appropriatesizeto node2. Node 2 thenrespondswith a
messagef thesamesize(pong). Thelatengy of theentireoperatiorover 1,000iterationsis
measuredgveragedutandthendividedby 2. Thelateng withoutregistrationis measured
by registeringa buffer of the appropriatesize on both sidesbeforestartingthe communi-
cationloop (thatis timed). The lateng with registrationis measuredy registeringand

unregisteringthe buffer on bothnodesinsidethe communicatiorioop.
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Figure3.6: Lateny andRagistrationcostsin In niBand on OpenSolaris

Theregistration/dergistrationpointsin the RDMA transportareshowvn in Figure 3.5.
For example,an NFS procedureREAD in the Read-Writeprotocol describedearliet re-
quiresa buffer registrationat points2 and5, anda deraistrationat points8 and10. From
Figure3.5,we canseethattheregistrationoverheaccomesaboutmainly becaus¢hetrans-
port hasto registerthe buffer andderegisterthe buffer on every operationat the clientand
sener. The registrationoccursonceat the client, andthenat the sener in the RPC call
path. Following that, derggistrationhappen®nceat the sener, andthenonceat theclient.
To reducethe costof memoryregistration,differentoptimizationsandregistrationmodes
have beenintroduced.ThesencludeFastMemoryRaistration [63, 49] andPhysicalRey-
istration[49]. In addition,we proposea buffer registrationcache We discusghesenext.

FastMemory Registration (FMR): FastMemoryRegistration[63, 49] allows for the
allocationof the TPT entriesand steeringtagsat initialization, insteadof at registration
time. The otheroperationof memorypinning, virtual to physicalmemoryaddresgrans-

lations and updatingthe HCA's TPT entriesremainthe same. The allocatedentriesin
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the TPT cachearethenmappedo a virtual memoryarea. This techniques thereforenot
dependenbn the responsdime of the HCA to allocateand updatethe TPT entriesand
consequentlymaybeconsiderablyasterthanaregularregistrationcall. Thelimitationsof
FMR includethefactthatit is restrictedto privilegedconsumergkernel),andthe factthat
the maximumregistrationareais x edatinitialization.

The Mellanoximplementatiorof FMR [63] introducesadditionaloptimizationsto the
In niBand speci cation[49]. Similarto the speci cation[49], it de nesa pool of steering
tagsthat may be associatedvith a virtual memoryareaat the time of registration. The
differencearisesat deraistration. The steeringtag andvirtual memoryaddresss placed
onaqueue Whenthe numberof entriesin the queuecrosses certainthresholdcalledthe
dirty watermark the invalidationsfor the entriesare ushed to the HCA. This invalidates
the TPT entriesfor the particularsetof steeringtagsandvirtual addresses the queue.
While this optimizationcan potentially improve performancethis introducesa security
restriction. While the entriesin the queuehave not been ushed, thereis a window of
vulnerability afterthe deregistrationcall is made.During this window, aremotepeerwith
the steeringtag can accesghe virtual memoryarea. We have incorporated=MR calls
(Mellanox FMR [63]) in the regular registrationpathin RPC/RDMA. To allow FMR to
work transparentlywe useafall-backpathto regularregistrationcallsin casethe memory
regionto beregistereds toolarge.

Designof the Buffer Registration Cache: An alternateregistrationstratayy is to cre-
atea buffer registrationcache.A registrationcache[95] hasbeenshavn to considerably

improve communicatiorperformanceMost registrationcacheave beenimplementedat
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the userlevel and cachevirtual addressesCachingvirtual addressefasbeenshownn to
causeincorrectbehaior in somecaseq69]. Also, unlessstaticlimits are placedon the
numberof entriesin the registrationcache the cachetendsto expandendlessly particu-
larly in the faceof applicationswith poor buffer reusepatterns.Finally, staticlimits may
performpoorly dependingn the dynamicsof theapplication.

To alleviatesomeof thesede ciencies,we have designednalternateouffer registration
cacheonthesener. As discusseckarlierin Section3.3, the NFS sener statemachineis
split into two parts. The rst partis onthe RPC Call receve pathwherethe NFS call is
recevedandisissuedothe le system.Theseconccomponentis onreturnof controlfrom
the le system.Buffer allocationis donewhentherequests recevedonthesenersideand
registrationis executedwhencontrolreturnsfrom the le system.To modelthis behaior,
we overridethe buffer allocationandregistrationcalls and feed themto the registration
cachemodule.Thismoduleallocatesuffersof theappropriatesizefrom aslabcachg51],
for therequestandthenregistersthemwhentheregistrationrequesis made.If the buffer
from the caches alreadyregisterednoregistrationcostis encounteredl headvantage®f
this setuparethatthe cacheis no longerbasedon virtual addressandit is alsolinkedto
the systemsslabcache thatmay reclaimmemoryasneeded Sincethe sener never sends
avirtual addres®r steeringagto theclientfor ary buffersin theregistrationcachethisis
assecureasregularregistration.

The sener registrationcacheschemelescribecabove canalsobe appliedto the client
side. However, in orderto usethe systemslab cache,dataneedsto be copiedfrom the

applicationbuffer to anintermediateNFS buffer. Therefore comparedvith the zero-copy
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pathmentionedn Section3.4,thereis anextra datamovementinvolvedin theregistration
cacheschemeandwe needto carefullystudythetrade-of betweerdatacopy andmemory
registration. Sincea malfunctioningsener may compromisethe integrity of the clients
buffers,this approactshouldbe usedin whichthe sener buffersarewell tested.

All Physical Memory Registration: In additionto virtual addresses;ommunication
in In niBand may alsotake placethroughphysicaladdressesPhysicalRegistrationtakes
two differentforms,i.e. mappingall of physicalmemoryandthe Global SteeringTag op-
timization. Mappingall of physicalmemoryinvolvesupdatingthe HCA's TPT entriesto
mapall physicalpagesn the systemwith steeringtags. This operationplacesa consider
ableburdenon the HCA in modernsystemsvhich may have GigaBytesof main memory
andis usuallynot supported.The Global SteeringTag availableto privilegedconsumers
(suchaskernelprocessesallows communicatioroperationdo usea specialremotesteer
ing tag. The communicatioroperationrmustusea physicaladdressesThe consumemust
pin the memorybeforecommunicatiorstartsandobtaina virtual to physicalmapping but
doesnot needto registerthe mappingwith the HCA.

PhysicalRegistrationcan considerablyreducethe impact of memoryregistrationon
communicationbut is restrictedto privilegedconsumersTheissueof securityalsoneeds
to be considered.The Global SteeringTag potentiallyallows unfetteredaccesgo remote
peersthatmayhave obtainedheRemoteSteeringTagthroughearliercommunicatiorwith
thepeer It shouldbe usedin ervironmentswherealevel of trustexists betweerthe peers.
In addition, the issueof integrity shouldbe considered.The HCA is unableto do checks

onincomingrequestsvith physicaladdresseandanassociatedemotesteeringag. Given
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thatthe peerscancorrupteachothersmemoryareashrougha communicatioroperation
with aninvalid physicaladdressthe Global SteeringTag shouldbe usedin ervironments
wheresufcient con denceexistsin the correctnessf the communicatiorsub-systemin

the Linux implementationwe allocatea Global SteeringTag at initialization. By using
the Global SteeringTag, we only needto do virtual to physicaladdresdranslationwhen

actuallyregisteringmemory

3.5 Experimental Evaluation of NFSv3over In niBand

In this section,we evaluateour proposedRDMA designwith NFSv3. We rst com-
parethe Read-Writedesignwith the existing Read-Readlesignon OpenSolarisn Sec-
tion 3.5.1(Linux did not have a Read-Readlesign). Following that, Section3.5.2 dis-
cusseghe impactof differentregistrationstratgyieson NFS/RDMA performanceboth at
the microbenchmarlandat the application-leel. Finally, in Section3.5.3we discusshow
RDMA affectsthe scalabilityof NFS protocolsin anernvironmentwherethe sener stores

thedataon aback-endRAID arrayandservicesmultiple clients.

3.5.1 Comparison of the Read-Readand Read-Write Design

Figures3.7 and 3.8 shav the I0zone[11] Readand Write bandwidthrespectiely
with direct1/O on OpenSolaris Performancef the Read-Readlesignareshavn asRR.
Performanceof Read-Writedesignare shavn as RW. The resultswere taken on dual
Opteronx2100's with 2GB memoryand Single Data Rate(SDR) x8 PCI-Expresdn ni-
BandAdaptergd61]. ThesesystemavererunningOpenSolarisuild version33. Theback-

end le systemusedwastmpfswhichis amemorybasedle system.ThelOzone le size
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usedwas 128 MegaBytesto accommodateeasonablenulti-threadedvorkloads(lOzone
createsa separatele for eachthread).ThelOzonerecordsizewasvariedfrom 128KB to

1MB. Fromthe gure, we make the following obsenations. For boththe Read-Readnd
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Read-Writedesign,the bandwidthincreasesith recordsize. The RPC/RDMA layerin
OpenSolarigioesnot fragmentindividual recordsizes. The sizeon the wire corresponds
exactly to the recordsize passeddown from 10zoneto the NFS layer. Larger messages
have betterbandwidthin In niBand. This translatesnto better|IOzone bandwidthfor
largerrecordsizes. Sincethe sizeof the le is constantthe numberof NFS operationds
lower for largerrecordsizes.So,theimprovementin bandwidthwith largerrecordsizesis
modest.

I0OzoneWrite bandwidthis the samein both cases.This is to be expectedasthe NFS

WRITE paththroughthe RPC/RDMA layer is the sameon the client andsener for both
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theRead-ReadndRead-Writedesigns.The WRITE bandwidthis slightly higherthanthe
READ bandwidthis both designshecauséhe sener hasto do additionalwork for READ
procedureshanfor WRITE proceduresaffectingits operationprocessingate.

The Read-Writedesignperformsbetterthanthe Read-Readlesignfor all recordsizes,
for theREAD procedureTheimprovementn performancés approximatelyt7%with one
threadatarecordsizeof 128KB, but decreaset® about5% at8 threadsThisimprovement
is primarily dueto the eliminationof the RDMA _DONE messagaswell astheimproved
parallelismof issuedRDMA Writesfrom the sener. The READ bandwidthfor the Read-
Readdesignsaturatesat 375 MB/s; the Read-Writedesignsaturatesat 400 MB/s. The
bandwidthin both casesseemdo saturatewith anincreasingnumberof threadsthough
the saturationn the caseof the RDMA-Write designtakesplacemuchearlierthanthatof
theRead-Readlesign.

Client CPU utilization wasmeasuredisingthe I0zone[11] +u option. Theutilization
correspond#o the percentagef thetime the CPUis busyoverthelifetime of thethrough-
put test. Sincethe CPU utilization for differentrecordsizesis the same ,we shav only a
singleline for the Read-ReadndRead-Writedesignsan Figures3.7 and3.8. Client CPU
utilization is lower for Read-Writethanfor Read-Reador the NFS READ procedure.ln
addition,the CPU utilization for the Read-Writedesignremains at startingatonly 2% at
1 threadincreasingto about5% at 8 threads.On the otherhand,the CPU utilization for
theRead-Readesignincrease$rom about4% at 1 threadto about24%at 8 threads.This

is primarily becausef eliminationof datacopieson the clientdirectl/O path. Dueto the
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datacopy from tmpfsto NFSacrosghe VFS layer, sener utilizationis closeto 100%. So,

we do notpresensener CPU utilization numbersn thegraph.

3.5.2 Impact of Registration Strategies

FromSection3.4.3,we seethatregistrationcanconstitutea substantiabverheadn the
RPC/RDMA transport. We evaluatethe impactof FastMemory Registration(FMR) and
buffer registrationcacheatthe micro-benchmarkandapplication-leel. We alsolook atthe
performancéene tsfrom the All PhysicalRegistrationmodein Linux.

Fast Memory Registration (FMR): We now look at theimpactof FMR discussedn
Section3.4.3on RPC/RDMA performance The maximumsizeof the registeredareawas
setto be 1MB. In addition,the FMR pool sizewassetto 512, whichis sufcient for upto
512parallelrequest®f 1MB. We evaluatethe lOzonereadandwrite bandwidth.Sincethe
bandwidthfrom thedifferentrecordsizesaresimilar, we presentesultswith only a 128KB
recordsizeanda 128 MB le size. Theresultsareshownn in Figure3.9 andFigure 3.10.
FMR canhelpimprove Readbandwidthfrom about350MB/s to approximately2a00MB/s,
thoughthis comesat the costof increasedlient CPU utilization (Figure 3.9 shavs anup-
per boundto CPU utilization shavn by the legendCPU-Cache-SolarisCPU Utilization
for FMR is betweerthatof CPU-Cache-SolarandCPU-RgjisterSolaris). Thisincreased
client CPU utilization is to be expected sincethe clientis ableto placemore operations
persecondnthewire, dueto thebetteroperatiorresponsdime from thesener. Improve-
mentin write bandwidthis modest,mainly becausehe time saving from the reductionin
registrationcostis dwarfedby the serializationof RDMA Readsdueto the limitation in

thenumberof outstandinfRDMA ReadgSection3.4.1).
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Buffer Registration Cache: The performancempactof the sener registrationcache
on the lOzoneReadandWrite bandwidthis shovn in Figure3.9 andFigure3.10respec-
tively. The registrationcachedramaticallyimproves performancegor both the Readand
Write bandwidthwhich goesup to 730 MB/s and515MB/s respectiely. The client CPU
utilization is alsoincreasedthoughthis is to be expectedwith an increasingoperation
ratefrom the client. Again, the limited numberof outstandingRDMA Readsbhoundsthe
improvementin Write throughput. Figure 3.11 shavs the impact of the client registra-
tion cacheschemeon 10zonemulti-threadReadtest. Fromthe gure we canseethatit
is bene cial to usethe client registrationcachewhenthe recordsizeis small. The peak
Readthroughputdoublesfor 2KB recordsizeby usingregistrationcache For largerecord
size, the dynamicregistrationschemeyields higher throughputfor 1-4 threads,because
large memorycopy is moreexpensve thanregistration. Sincethereis an extra datacopy

involved,theclientregistrationcacheschemeconsumesnoreCPU cyclesasexpected.
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Impact of registration scheme®n application performance: To evaluatetheimpact

of memoryregistrationschemeson applicationperformancewe have conductedexper

imentsusing the online transactiorprocessingoltp) workload from FileBench[4]. We

tunetheworkloadto usethe meanl/O sizeequalto 128KB. Theresultsareshovn in Fig-

ure 3.12. The barsrepresenthe throughput(operations/secandthe lines representhe

client CPU utilization (uscpu/operation)FromFigure3.12we canseethattheregistration

cacheschemamprovesthroughputby up to 50% comparedvith the dynamicregistration

scheme.This indicatesthatthe improvementin raw read/writebandwidthhasbeentrans-

latedinto applicationperformance.The CPU utilization is slightly higherbecauselient

registration cacheinvolves an additionalmemory copy, asdiscussecabore. The FMR

schemeoerformscomparablywith the dynamicregistrationschemen this benchmark.
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All PhysicalMemory Registration: FromFigure3.13we canseethattheall physical
memoryregistration modeyieldsthebestReadthroughputbon Linux. It degradegheWrite
performanceomparedvith theFMR modeasshaown in Figure3.14becausén all-physical
modethe client cannotdo local scatter/gatheandsohasto build morereadchunks there-
fore, eachwrite requesissueamultiple RDMA Readdrom the senerthathits thelimit of

incoming/outgoindRkDMA Readsn In niBand.
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with different registration strateyies on with different registration stratgies on
Linux Linux

3.5.3 Multiple Clients and Real Disks

In this sectionwe discusgheimpactof RDMA onanNFSsetupwith multiple clients.
We startwith a descriptionof the multi-client setup.Following that,we look at the perfor

mancewith two differentserer con gurations.
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Multi-client Experimental Setup: We usethe Linux NFS/RDMA designwith the All
PhysicalMemoryRaistration modedescribedn Section3.4.3for multiple client exper
iments. The sener and clients are dual Intel 3.6 Xeon boxeswith an In niBand DDR
HCA. Theclientshave 4GB of memory The sener wascon gured with 4GB and8GB
of memoryfor eachof the experimentsoelon. The sener haseightHighPointSCSIdisks
with RAID-0 stripping. The disk arrayis formattedwith the XFS le system[91]. For
eachdisk, the singlethreadedeadbandwidthwith directl/O anda recordsizeof 4 KB
(NFS/RDMA fragmentgdatarequestsnto 4 KB chunksin the All PhysicalMemory Rey-
istrationMode)for a1GB le is approximately30 MB/s. We usea singlelOzoneprocess
perclient. A 1GB le sizeperprocesswith a 1MB recordsizeis usedfor all the exper
iments. We comparethe aggrgate Readbandwidthof the Linux NFS/RDMA (RDMA)
implementatiorwith theregularNFSimplementatiorover TCPon In niBand (IPoIB) and
GigabitEthernet(GigE).

Sewer with 4GB of main memory: Figure 3.15 shows the I0zonereadbandwidth
with multiple clients and a sener with 4GB main memory RDMA and IPolIB reacha
peakaggregate bandwidthat three processes.RDMA peaksat 883 MB/s, while IPoIB
reaches326 MB/s. In comparisonGigE saturatesat 107 MB/s with a single processand
thentheaggreatebandwidthgoesdown asthe numberof processesicreasesThelimited
bandwidthof Gigabit Ethernet(peaktheoreticalbandwidthof 125 MB/s) may becomea
bottleneckwith future high performanceadisksandsener with large amountsof memory
Analysiswith thehelpof the SystemActivity Reporte(SAR)tool shav thattheunderlying

XFS le systemon the seneris ableto cachethe datain memoryup to threeprocesses.
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So,RDMA is ableto achieve the bestperformancanainly becausef eliminationof data
copiesat the client andsener. IPolB needsadditionaldatacopiesin the TCP stackthat
limits the potentialnumberof NFS operationghat may bein transitat ary pointin time.

As thenumberof threadsncrease®eyondthree,someor all the datamustbefetchedfrom

the disk. This resultsin a signi cant drop in bandwidth. Since,requestdrom different
clientsusedifferent les, adisk seekneeddo be performedor eachrequestSo,disk seek
timesdominateandcontributeto the overall reductionin throughput.

Sewer with 8GB of main memory: Figure 3.16 showns the I0zonereadbandwidth
with 8GB onthe sener. Clearly, XFS is ableto take advantageof the larger memoryand
cachedatafor multiple processesRDMA is ableto maintaina peakbandwidthof above
900MB/s upto seventhreadswhile IPolB saturatest about360MB/s. At eightthreads,
theRDMA aggrgatebandwidthdropsto 624.38MB/s, while thelPolB bandwidthdropsto
300MB/s. FromFigures3.15and3.16,we canconcludeghatNFS/RDMA s limited by the
ability of theback-endsenerto servicedatarequestsNFS/TCPis a bottleneckon current
generatiorsystems.With senerswith 64GB andlarger main memoriesNFS/RDMA is

likely to bethe obviouschoicefor ascalabledeployment.
3.6 Summary

In this Chapterwe have designedandevaluateda RPCprotocolfor high performance
RDMA networks suchasIn niBand on NFSv3. This designis basedon a combination
of RDMA ReadandRDMA Write. The designprinciplesconsideredncludeNFS sener

security performanceand scalability To improve performanceof the protocol, we have
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incorporatedseveral differentregistration mechanismsnto our design. Our evaluations
shaw that,the NFS/RDMA designcanachiese throughputcloseto that of the underlying
network. We also evaluatedour designwith an OLTP workload. Our designcanim-

prove throughputof the OLTP workloadby 50%. Finally, we alsostudiedthe scalability
of NFS/RDMA with multiple clients. This evaluationshaws thatthe Linux NFS/RDMA
designcanprovide anaggregatethroughpuiof 900MB/s to 7 clients,while NFSona TCP
transportsaturatesat 360 MB/s. We obsenre that a TCP transportis itself a bottleneck
whenservicingmultiple clients. By comparisonNFS/RDMA is ableto maintainthrough-

putevenwith multiple clients;providedtheback-endle systemis ableto sustainit.
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CHAPTER 4

ENHANCING THE PERFORMANCE OF NFSV4WITH RDMA

While NFSv3 hasbeenwidely deployed, NFSv4 hasbeengaining traction. Since,
NFSv4offersseveraladvantagesverNFSv3,it becomesrucialto desigpanRDMA trans-
portfor NFSv4.We investigatehechallenge®f designinganRDMA transporfor NFSv4
on OpenSolaris.

NFSv4introducedhe concepif a singleprocedurecCOMPOUND,which canencom-
passseveraloperationsThis potentiallyreduceshenumberof tripsto thesener. However,
it alsopotentiallyincreaseshe sizeof eachrequessentto thesener. A COMPOUNDre-
guestmay potentiallyhave anunboundedength. Correspondinglythe responsenay also
be unboundedThis raisesa challengan a designwith RDMA, which requiresthe length
to bepreciselyspeci ed. Also, COMPOUNDproceduresnayhave interactionswith other
encompassedperations We demonstrata designof NFSv4overanRDMA transporion
In niBand, thatcanachieve anlOzoneReadBandwidthof over 700MB/s andan1Ozone
Write Bandwidthof over 500MBY/s. It attainsperformanceloseto thatof the correspond-

ing designof NFSv3over RDMA andsigni cantly outperformaNFSv4ove TCP
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4.1 Designof NFSv4with RDMA

In this section,we discussour designfor NFSv4over RDMA. We rst discussCOM-
POUNDproceduredollowedby ReadandWrite operationgand nally , ReaddirandRead-

link operations.
4.1.1 CompoundProcedures

We rst give anexampleof a COMPOUNDprocedurefollowedby our design.

Example of a COMPOUND procedure: Oneof thebene tsof a COMPOUNDoper
ationis thatit allowstheconcatenationf severaloperationsnto asingleRPCcall. Onthe
downside,a COMPOUND operationmakes simple operationlarger than necessaryAn-
otherdisadwantagas theerrorprocessingnvolvedin aCOMPOUNDoperationsAn error
in anoperationn a COMPOUNDwill resultin thesenerrejectingandnot processingll
theremainingoperations As aresult,the client may have to sendmultiple requestgo the
senerto resole theerror Theerrorprocessingn a COMPOUNDoperationis discussed
in detailin thelETF RFC3530[85]. An examplewhereCOMPOUNDoperatiormayben-
et istheinitial openingof a le. Theopeningof a le requiresthe procedure$ OOKUP
(to corvertthe le nameto a le handle),followed by OPEN (to storethe le handleat
the sener) and nally , READ (to readtheinitial datafrom the le). Notethat OPENis
a NFSv4 speci ¢ operationwhich storesstateat the sener not presentin version3 and
earlierof the protocol. So,in version3, the sequenceave aretrying to optimizewould be
LOOKUP followed by READ. If the COMPOUND:is successfulthreeround-tripopera-

tionswould have beenachiezedwith a singleround-tripto andfrom the sener. However,
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if thelookupfailed,bandwidthwould have beenwastedfor sendingghe OPENandREAD
operations. Whetheror not this might have an impact dependon the propertiesof the
underlyinginterconnect.

Designof a COMPOUND operation with RDMA: As discusseckarlief a COM-
POUND procedureconsistsof a sequencef operations.So, the rst issueis to transfera
COMPOUND operationfrom the client to the sener. If the sequencef operationson-
stitutesa smallmessagé€lessthantheinline thresholdof 1KB), therequesimaygo inline
from the client to the sener asa RDMA Sendoperation. If the sequencef operations
constitutesa largermessagean RPClong call needgo be generatedrom theclientto the
sener. In this casetheclientwill encodethe datafrom the COMPOUND operationin a
singleRDMA chunk,thatis registered.It will thendo anRDMA sendfrom the clientto
the sener with the RDMA chunkencodedandthe RDMA _NOMSG ag set. For agiven
implementatiorof NFSv4,the client may be aware of the potentiallengthof thereply for
all procedures.But, in the generalcase,the transportmay be usedfor a minor revision
to NFSv4 (currentlythis revision is NFSv4.1). Theremight be additionalproceduresn-
troducedin a minor version,that could generatea long reply. To make the designmore
generalthe client alwaysencodes long reply chunkfor every COMPOUND procedure.
To reducethe client memoryusagethe client shouldonly senda long reply for sequences

of procedureshatmaygeneratelongreply.
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Theclientshouldalsotake into accounthe precedingREADDIR's andREADLINK' s
whencomputingthe lengthof thelong reply. Additional chunksmaybe encodedo com-
pensatdor the precedingREADDIR and READLINK procedures.Whenthe sener re-
ceivesthe RPCCall, it will decodeandstorethe READ, WRITE andReply chunks. Fi-
nally, controlwill be passedo the NFS layer for further processing.On returnfrom the
sener, the RPC/RDMAwiIll needto returnthe resultsof the COMPOUND procedureo
the client. If theresultsaresmall, the resultscanbe returnedinline. Otherwise the last
reply chunksentfrom theclientis usedto returnthe datato theclient. So,thereply chunk
sentfrom the senerto theclientmayremainunused Fromthis, it mayseenthattheclient
may needto wastememoryfor COMPOUND operations. Also, thesememoryregions
would needto beregistered But, with appropriatelesignstratgiesin thedesign,suchasa
sener registrationcache or physicalregistration,theimpactof resourceallocationand/or

memoryregistrationis likely to be minimal.
4.1.2 Readand Write Operations

Readoperationsvould follow the designof the READ proceduren NFSv3/RDMA,
with onecaveat. Write chunklists now mustaccountfor the sequentiabrderingof Read
operationsn a COMPOUNDprocedure The RPClayersat the clientandthe sener need
to take thisinto accountpy appropriatelymarshalinghe chunksatthe client, storingthem
atthe senerandthenusingthemto RDMA Write databackto theclient. Similarly, Write
Operationdollow the designof the WRITE proceduren NFSv3. Sequentiabrderingof

operationgs takeninto account.
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4.1.3 Readdir/Readlink Operations

ReaddirandReadinkoperationsalwaysencodea long reply chunk. This chunkneeds
to take into accountthe sequentiabrderingof operationsn a COMPOUND procedure.
The encapsulatingcOMPOUND proceduretself will includea long reply chunkasthe

lastchunkin thelist. Thedesignshouldaccounffor thisinteraction.

4.2 Evaluation of NFSv4over RDMA

In this sectionwe discusghe experimentakvaluationof NFSv4with anRDMA trans-
port. First, we describethe setupin Section4.2.1. Following that we comparethe per
formanceof NFSv4/RDMA with NFSv3/RDMA in section4.2.2. Finally, we compare

NFSv4/RDMAwith NFSv4/TCPin sectiond4.2.3.

4.2.1 Experimental Setup

We measureéhelOzone[11] ReadandWrite bandwidthwith directl/O onOpenSolaris.
Theresultsweretaken on dual Opteronx2100's with 2GB memoryand Single DataRate
(SDR) x8 PCI-Expresdn niBand Adapters. Thesesystemswere running OpenSolaris
build version33. The back-endle systemusedwastmpfswhichis a memorybasedle
system.ThelOzone le sizeusedwas128MegaBytesto accommodateeasonablenulti-
threadedworkloads(lOzonecreatesa separatele for eachthread). The IOzonerecord

sizewassetto be 128KB.
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4.2.2 Impact of RDMA on NFSv4

Figures4.1(a)and 4.1(b)shavsthelOzoneReadandWrite bandwidthfor NFSv4and
NFSv3over an RDMA transport.Fromthe gures, we canseethatv4 performscompa-
rably with v3. The Readbandwidthsaturatesat 714 MB/s for both NFSv4 and NFSv3.
Similarly, Write Bandwidthsaturatesat 541.71MB/s. It shouldbe notedthat NFSv4per
formsslightly worsethanNFSv3. Thisis to beexpectedbecausef theadditionaloverhead

of COMPOUNDoperationasdiscussedn Section4.1.1.
4.2.3 Comparison betweenNFSv4/TCPand NFSv4/RDMA

We alsocompareheperformancef NFSv4dwhentheunderlyingtransporis TCR This

is shavn in Figures4.1(a)and 4.1(b) (I0zoneReadandWrite Bandwidth,respectrely).
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For TCP, weusedPolIB (IP overIn niBand) asthetransporbverthesamdn niBand link.
Clearly, NFSv4/RDMA outperformsNFSv3/RDMA by an order of magnitude. While,
NFSv4/RDMAsaturatestover 700MB/s for IOzoneReadsNFSv4/TCPsaturatesit just
over 200 MB/s. Similarly, for Writes, NFSv4/RDMA saturatesat 541.71MB/s, while

NFSv3/TCPsaturatest slightly underLOOMBY/s.
4.3 Summary

In this Chapteyrwe have designedandevaluatedan RDMA transportfor NFSv4. The
designchallengesncludedallowing COMPOUND operationsvhich canpotentiallyhave
an unboundechumberof v3 operationgo useRDMA operationswhich arelengthlim-
ited. Evaluationshaws thatNFSv4with RDMA hasperformancesimilar to NFSv3for an
RDMA transportlOzoneReadbandwidthsaturatectover 700MB/s, while IOzoneWrite
bandwidthsaturatesit over 500MB/s. NFSv4over RDMA outperformdNFSv4over TCP

(IPolB) by anorderof magnitude.
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CHAPTER 5

PERFORMANCE IN A WAN ENVIRONMENT

As clusterof-clustersconnectedoy high-speedetworks becomeincreasinglywide-
spreadjt becomesmportantto evaluatestorageprotocolsin a Wide Area Network ervi-
ronment. We have evaluatedNFS over RDMA usingObsidianLong Bow Routers.First,

we provide anoverview of In niBand WAN throughrouterrangeextension.
5.1 InniBand WAN: RangeExtension

ObsidianLongbaows [21] allow for network transmissiorrangeextension. The range
extensionis primarily for native In niBand fabricsover modern10 Gigabit/sWide Area
Networks (WAN). The ObsidianLongbaws routersare usually deployed in pairs. Each
pair establishea point-to-pointlink betweerclusterswith oneLongbov ateachendof the
link. Figure5.1 shows atypical installationof Longbow routersin a WAN ernvironment.
The Longbaws usetraditional IP basedcommunicationover SONET, ATM, 10 Gigabit
Ethernetanddark ber applications.Existing Longbavs routersmay run at a maximum

speedof 8 Gigabits/s(SDR). To compensatéor the remaining2 Gbpsbandwidth,these
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ObsidianLongbaowv routerscanalsoencapsulata pair of 1 Gigabit/sEthernetraf c across
the WAN link.

In the basicswitchmode,the Longbowns appealasa pair of two-portedswitchesto the
In niBand subnetmanageras shovn in Figure5.1. Both the networks are thenuni ed
into oneln niBand subnet.Theln niBand network stacksareunavareof the uni cation,
thougha perceptibldag is addedby thewire delays.

The ObsidianLongbav XR routersallow usersto simulate WAN ervironmentsby
addingdelayson paclettransmissionsThe pacletsarequeueddelayedandthentransmit-
tedovertheWAN link. Thedelayis constanandmaybe usedasa measuref thedistance

betweerthe end-nodesn the WAN ervironment.

Cluster B

Figure5.1: Two geographicallgeparatedlusterscon-
nectedby LongBaow routers

75



5.2 WAN Experimental Setup

TheObsidianLongBow Routersconnectwo In niBand clustersandrunat SingleData
Rate(SDR)4X speedg1 GB/sunidirectionalbandwidth). The routerallows us to simu-
late differentdistances We simulatewith O kilometers,2 kilometersand 200 kilometers,

correspondingo adelayof O s,10 sand1,000 srespectiely.
5.3 Performanceof NFS/RDMA with increasingdelay

The single client, multi-threadedOzoneReadBandwidthof NFS over RDMA with
differentdelaysis shovn in Figure5.2. The In niBand HCAs on the local areanetwork
run at Double Data Rate (2GB/s unidirectionalbandwidth)while the WAN connections
run at SDR. As aresult,the I0OzoneReadBandwidthLAN is approximately36% higher
thanthe correspondinyVAN bandwidthatO0 sdelay For the WAN scenariowe obsene
thatthe peakbandwidthwith increasingnumberof threadss approximately700 MB/s at
0 sand10 s.However, beyondthat,at1,000 sdelay the bandwidthdropsto around100
MB/s. The characteristic®f the routerare suchthat the bandwidthat 1,000 s for 4 KB
messagess closeto 100 MB/s. Sincethe NFS/RDMA designchunksthe datainto 4KB

piecesthebandwidthis correspondinglyower ata delayof 1,000 s.

5.4 NFSWAN performancecharacteristicswith RDMA and TCP/IP

We alsocomparethe performanceof NFS/RDMA and NFS/IPolB.We comparetwo
differentmodesof IPoIB, Reliable Connection(RC) andUnreliableDatagram(UD). RC

supportgeliablein-orderdatatransfersupto 2 GB andRDMA (TCP/IPMTUs arelimited
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to 64KB) . UnreliableDatagram(UD) is restrictedto unreliable4dKB MTUs. Figure5.3
shaws the throughputwith a WAN delay of 10 s. NFS/RDMA bandwidthis 40% bet-
ter thanlPoIB-RC and 250% betterthanIPolB-UD. The datacopiesare eliminatedwith

NFS/RDMA, andthis translatesnto betterperformancesincethe TCP/IP protocolmust
dealwith fragmentationand reassemblyreliability, congestionrmanagemenand check-
summingoverhead.The situationis reversedwith a delayof 1,000 s (Figure5.4). Native

In niBand protocolsare not designedo work in WAN ervironments. Correspondingly

the NFS/RDMA bandwidthis lowestwith adelayof 1,000 s.

RDMA
[ 1PolB RC
[ IPolB UD

Il RDMA
[ IPolB RC
500/ ] IPolB UD

Bandwidth
N
S
3

2 4
Number of Streams

Figure 5.2: NFS/RDMA  Figure 5.3: NFSat10 s Figure5.4: NFS at 1,000
PerformanceWith Differ-  delay comparisorbetween s delay comparisonbe-
entDelays RDMA andIPolB tweenRDMA andIPolB

5.5 Summary

Geographicallydisparateclusterswith high-throughputn niBand links arebecoming
increasinglycommon.Storageprotocolsmustbe ableto behae transparentlyn thesesce-

nariosandprovide reasonabl@erformanceln this Chapterwe evaluatedthe performance
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of the NFS over RDMA protocolin anin niBand WAN ervironment. Evaluationsof the
NFS/RDMA protocolin a WAN environmentshav that NFS/RDMA protocolsprovide
betterperformancehan TCP/IP over shortdistanceof up to 10 kilometers,but perform

worsethanTCP/IPasdistanceseachinto the 1,00-1,00kilometerrange.
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CHAPTER 6

CLUSTERED NAS: PNFSON INFINIB AND

Theexplosive growth in multimedia,internetandothercontenthave causeda dramatic
increasen the volume of mediathat needsto stored,catalogedand accesseef ciently.
In addition, high-performanceapplicationson large supercomputerprocessand create
petabytesof applicationand checkpointdata. Modern single-headeahodeswith a large
numberof disks (single headed\etwork AttachedStorage(NAS)) may not have the ad-
eguatecapacityto storethis data. Also, the single heador single sener may potentially
becomea bottleneckwith accessefrom a large numberof clients. Also, a failure of the
nodeor thedisk mayleadto alossof data.

To dealwith several of theseproblems clusteredNAS solutionshave evolved. Clus-
teredNAS solutionsattemptto storethe dataacrossa numberof storageseners. This
hasa numberof bene ts. First, we areno longerlimited to the capacityof a singlenode.
Seconddependingon the way datais stripedacrosshe nodeswith accessefom alarge
numberof clients,the loadwill be moreevenly distributedacrossthe seners. Third, for
large les, this architecturehasthe advantagesf multiple streamsof datafrom different

nodesfor betteraggregatebandwidthfor larger le sizes. Finally, clusteredNAS allows
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datato be storedredundantlyacrossa numberof differentnodes[12, 102, 46€], reducing
thelikelyhoodof dataloss.

EventhoughclusteredNAS provide severalbene tsin termof capacityenhancedoad
capacity betteraggregatethroughputandbetterfault-tolerancethey bring with themtheir
own setof uniqueproblems.First, sincethe data-serershave now beende-coupledary
givenstreamof datawill requiremultiple network, usually TCP/IP,connectiongrom the
clientsto the datasenersandmetadataseners. TCP/IP connection$ave beenshown to
have considerabl®verheadmainlyin termsof copying costs fragmentatiorandreassem-
bly, reliability andcongestiorcontrol. In addition,with multiple streamf incomingdata
from multiple data-serers, TCP/IPconnection$have beenshownn to suffer from the prob-
lem of incast[70], which severely reduceghe throughput.Second,TCP/IPwith multiple
copiesandconsiderabl®@verheads unableto take advantageof the high-performancaet-
workslike In niBand and10 Gbe[38, 78]. Third, with asingleheadedNAS, thereis only
a singlepoint of failure, makingit easierto protectthe dataon the NAS. However, with a
clusteredNAS, we have multiple dataseners,with multiple failure points.

Modernhigh-performance&etworks suchasin niBand provide low-lateng andhigh-
bandwidthcommunicationFor example the currentgeneratiorConnectXNIC from Mel-
lanoxhasa 4 byte messagéateng of aroundl sanda bi-directionalbandwidthof up to
4 GB/sfor large messagesApplicationscanalsodeploy mechanisméik e RemoteDirect
MemoryAcces§RDMA) for zero-coy low-overheaccommunicationRDMA operations
allow two appropriatelyauthorizedoeersto readandwrite datadirectly from eachothers

addresspace.RDMA requiresminimal CPU involvementon the local end,andno CPU
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involvementon the remoteend. Designingthe stackwith RDMA may eliminatethe copy
overheadinherentin the TCP and UDP stacksandreduceCPU utilization. As a result,
a high-performanc&DMA enabledhetwork like In niBand might potentiallyreducethe
overheadf TCP/IPconnectionsn clusteredNAS.

In the previous Chaptey we looked at how to designa Network File System(NFS)
(whichis a singleheadedNAS) with RDMA operations.for NFSv3andNFSv4. In this
Chaptey we propose designand evaluatea clusteredNetwork AttachedStorage(NAS).
ThisclusteredNAS is basedn paralleINFS (pNFS)with RDMA operationsn In niBand.
While otherparallelandclusteredle systemsexist suchasLustre[102] exist, we choose
pPNFS sinceNFS is widely deployed and used. In this Chaptey we make the following

contributions:

An in-depthdiscussiorof the tradeofs in designinga high-performanc@NFSwith

anRPC/RDMAtransport.

An understandingf theissueswith sessionshatprovidesexactly oncesemanticsn
the faceof network faultsandthe trade-ofs in designingpNFSwith sessionver

RDMA.

A comprehensie performancesvaluationwith micro-benchmarksndapplications

of aRDMA enabledpNFSdesign.

Our evaluationsshav that by enablingpNFS with an RDMA transport,we can de-
creasehe lateng for smalloperationsby up to 65%in somecases.Also, pNFSenabled

with RDMA allows us to achieve a peak|OzoneWrite and Readaggr@atethroughput
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of 1,872MB/s and5,029MB/s respectiely usinga sequentiatracewith 8 dataseners.
The RDMA enabledWrite andReadaggregatethroughputis 150%and188% betterthan
the correspondinghroughputwith a TCP/IPtransport.Also, evaluationwith a Zipf trace
distribution allows usto achieve a maximumimprovementof up to 27% whenswitching
transportfrom RDMA to TCP/IR Finally, applicationevaluationwith BTIO shaws that
the RDMA enabledransportwith pNFSperformsbetterthanwith a TCP/IPtransporty
upto7%.

Therestof the Chapteris presenteasfollows. Section6.1 looks at the paralleINFS
andsessiongxtensiongo NFSv4.1. Following that, Section6.2 looks at the designcon-
siderationdor pNFSover RDMA. After that, Section6.3 evaluateghe performancef the

design.Finally, Section6.4 summarizeshe contritutionsof this Chapter

6.1 NFSv4.1:Parallel NFS (pNFS) and Sessions

In this section,we discusspNFSandsessionsywhich arede ned by the NFSv4.1se-
mantics.

Parallel NFS (pNFS): TheNFSv4.1[79] standardie nestwo maincomponentsnamely
parallelNFS (pNFS) and sessions.The focus of pNFSis to make an NFSv4.1client a
front-endfor clusteredNAS or parallel le-system. The pNFS architectureis shovn in
Figure6.1. The NFSv4.1client cancommunicatewith ary parallel le usingthe Layout
and1/O driver in concertwith communicationswvith the NFSv4.1sener. The NFSv4.1
sener hasmultiple roles. It actsasa metadatasener (MDS) for the parallel/clusterle

system.t sendgnformationto theclientonhow to accessheback-enctluster le system.
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This informationtakesthe form of GETDEVICEINFQ which returnsinformationabouta
speci c data-serer in the cluster le system,usuallyan IP addressandport numberthat
is storedby theclient layoutdriver. The NFSv4.1seneris alsoresponsibldor communi-
catingwith the datasenersfor le creationanddeletion. The NFSv4.1sener may either
directly communicatevith thedataseners,or it maycommunicatevith ametadataener,
thatis responsibldor talking to andcontrollingthedatasenersin the parallel le system.
ThepNFSclientuseghe le layoutandl/O driverfor communicatingvith thedataseners.
The layoutdriver is responsiblgor translatingREAD and WRITE requestdrom the up-
perlayerinto thecorrespondingrotocolthattheback-endparallel/clusterle systenmuses;
namelyobject,blockand le. ThisisachievedthroughtheadditionaNFSprocedureSET
FILELAYOUT (how the le is distributedacrosghe dataseners),RETURNFILELAXOUT
(aftera le is closed),LAYOUTCOMMIT (commitchangedo le layoutatthe metadata
sener, afterwrites have beencommittedto dataseners). Examplesof pNFSdesignsfor
objectbasedsystemincludethe PanFS le system[23]. Examplesof le basedsystems
includethosefrom Sun[22] andNetwork Applianceq65].

NFSv4.1land sessions:Sessionsare aimedat makingthe NFSv4 non-idempotente-
guestsresilientto network level faults. Traditionally, non-idempotentequestsare taken
careof throughthe DuplicateRequesCache(DRC) atthe sener. The DRC hasa limited
numberof entries,andtheseentriesaresharedamongall the clients. So, eventuallysome
entrieswill be evicted from the cache. In the faceof network-level partitions,duplicate
requestghat arrive that have beenevicted from the DRC, will be re-executed. Sessions

solvesthis problemby requiringeachconnectiorbealloteda x ednumberof RPCslotsin
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Figure6.1: pNFShigh-level architecture

the DRC. Theclientis only allowedto issuerequestsip to the numberof slotsin the con-
nection.Becausef this resenation policy, duplicaterequestgrom theclientto the sener
in the faceof network-level partitionswill not be re-executed. We will considerdesign
issueswith sessioneandRPC/RDMAIN thefollowing section.

RPC/RDMA for NFS: The existing RPC/RDMA designfor Linux and OpenSolaris
is basedon the Read-Writedesigndiscussedn Chapter3. It consistsof two protocols;
namelytheinline protocolfor small requestsandthe bulk datatransferprotocolfor large
operations.Theinline protocolon Linux is enabledthroughthe useof a setof persistent
buffers; (32 buffers of 1K eachfor Sendand32 buffersof 1K eachfor receveson Linux).
RPC Requestare sentusingthe persisteninline buffers. RPCrepliesarealsoreceved
usingthe persistentnline buffers. Theresponsefor someNFS proceduresuchasREAD
andREADDIR mightbequitelarge. Theseresponsemaybe sentto the uservia the bulk-

datatransferprotocol,which usesRDMA Write to sendlargeresponsefrom thesenerto
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the clientswithout a copy andRDMA Readgo pull datain from theclient for procedures

suchasWrite. Thedesigntrade-ofs for RPC/RDMAarediscussedurtherin Chapter3.

6.2 DesignConsiderationsfor pNFS over RDMA

In this section we examinethe consideration$or a high-performancelesignof pNFS

over RDMA. First,we look atthe detailedarchitectureof pNFSwith a le layoutdriver.

6.2.1 Designof pNFSusinga le layout

As discussedn Section6.1, pNFS can potentially usean object, block or le based
model. In this Chaptey we usethe le-based modelfor designingthe pNFSarchitecture.
We now discusghe high-level designof the pNFSarchitecture.

PNFS Ar chitecture: The detailedarchitecturas shovn in Figure6.2. The NFSv4.1
clientsusea le layoutdriver which is responsibldor communicatingwith the NFSv4
seners, that act asthe data-serers. At the NFSv4.1sener, the sSPNFSdaemonrunsin
userspace.The sPNFSdaemoncommunicatesvith the NFSv4.1sener in the kernelvia
the RPCPipeFS.The RPCPipeFSis essentiallya wait queuein the kernel. The NFSv4.1
sener enqueuesequestgrom the clientsvia the control path,andtheserequestsarethen
pushedto the sSPNFSdaemonvia an upcall. The sPNFSdaemonthen processegachof
theserequestandmakesa downcall into the kernelwith the appropriatedata/responstor

therequestsTheNFSv4.1requestsvhich aresentupto the sPNFSdaemorfor processing
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Figure6.2: pNFSdetaileddesign

include the NFSv4.1proceduresGETFILELAYOUT, RETURNFILELAXOUT, LAYOUT-
COMMIT andGETDEVICEINFO Theseproceduresirediscussedh Section6.1. In-order
to work onthe processingf the requeststhe sSPNFSdaemommountsan NFSv3directory
from eachof thedata-serers.For example,whena le layoutis requestedGETFILELAY-
OUT), the sPNFSdaemommay needto createthe le on eachof the datasenersor open
the le throughtheVFSDataServerControl Path.

SPNFSle creation: Tocreatea le, thesPNFSdaemorwill openthe le onthemount
of eachof the datasenersin createmode. It will thendo a statto make surethatthe le
actuallygotcreatedr exists. It will thenclosethe le (the le handleis static). Thistrafc
will propagatevia RPCcallsthroughthe MDS-DScontrol path Finally, it will returnthe
setof open le descriptorto the NFSv4.1sener aspartof theresponseo the upcall. The

NFSv4.1senerwill thenreply to the NFSv4.1client with the le layout. The client will
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thenusethelayoutreceved(throughthe le layoutdriver)to communicatevith theNFSv4
datasenersusingthe Data Paths

SPNFS le deletion: File deletesareinitiated by the NFS REMOVE procedure.The
REMOVE procedurds sentup to the sPNFSdaemonthroughRPC PipeFS.The process
of deletinga le is oppositeto thatof creation.The sSPNFSdaemonwill try to deleteeach
of the le from the mountpoints. Oncethis is achieved, sPNSwill senda messagé¢o the

NFSkernelthreadaboutthis.

6.2.2 RPC Connectionsfrom clientsto MDS (Control Path)

The RPC connectiondrom the clientsto the MDS may be througheitherRDMA or
TCP/IR A majority of the communicatiorfrom the clientsto the metadatasener is ex-
pectedo besmalloperation®r metadatantensveworkloads.As aresult,theseworkloads
may potentiallybene t from the lower lateny of RDMA. However, sinceNFS andRPC
arein the kernel,thereis the costof a contect switch from userspaceto kernel-spacen
additionto the copying costswith the NFSandRPCstacks.Dependingon factorssuchas
the CPUspeedandmemorybus-bandwidththesecostsmight dominate Correspondingly
the lower lateny of RDMA might not provide muchof a bene t in thesecases.Another
importantfactorthat needsto be considereds the memoryutilization and scalability of
theMDS. The MDS is requiredto maintainRDMA enabledRPCconnectionsvith all the
clients. Eachof theseconnectionholds 32 1K sendbuffers and 32 2K receve buffers.
Thesebuffersarenot sharedacrossall the connectionsWith a very large numberof client

connectionsisingRPCoverRDMA, theMDS senermightrunoutof buffersthatmightbe
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appropriatelyutilized. In thesecasesusingRPCover TCP might be moreappropriateor
the majority of clients,thoughthe high copying costassociatedavith TCP/IP connections
needgo be consideredlf anRDMA enabledRPCtransportcanprovide adequatédene t
for smalloperationsit mightbeappropriaté¢o useafew connectionsvith RDMA for some
clientsthat communicatdrequentlywith the MDS anda TCP enabledRPCtransportfor
theremainingconnectionsA nal factorthatneeddo beconsidereds thedisconnectime
for aRDMA enabledRPCtransport. RDMA enabledRPC connectionsaredisconnected
after 2 minutesidle time. Reestablishingg RDMA enabledRPCconnections a very ex-
pensve operationbecausef the high-overheadof registeringmemoryandreestablishing
theeagerprotocolasdiscussedn Chapter3. In comparisonRPCover TCP doesnot have

suchhigh-latenciegor reestablishinghe connections.

6.2.3 RPC Connectionsfrom MDS to DS (MDS-DScontrol path)

It mightbe potentiallypossibleto useRPCover RDMA or RPCover TCP connections
betweenthe MDS and DSes. The MDS-DScontrol path allows the MDS to control the
NFSv4data-serers. This controlis in theform of le creationsanddeletions.Therearea
numberof factorsthataffect the choiceof a RPCenabledvith RDMA or TCP connection
from the metadatasener to the dataseners. As discussecearlier the SPNFSdaemonis
multi-threaded.As aresult,thereare expectedto be a large numberof requestsn ight,
in parallel. So, the lower potentiallateny of RPC with RDMA is likely to provide a
bene t in completionof theserequests Also, the x ed numberof buffers per connection
is expectedto provide a better o w-controlmechanisnfor a large numberof outstanding

parallelrequests.Finally, the numberof datasenersis relatively smallin comparisorto
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the numberof clients. As a result,the MDS-DScontrol pathis not likely to be severely

affectedby the buffer scalabilityissuethatmay potentiallyaffect the Control Path.

6.2.4 RPC Connectionsfrom clientsto data servers (Data paths)

Theexpectedrafc patterndrom theclientto thedatasenersis expectedo consistof
small,largeandmediumsizetrafc. Since32K is themaximumpayloadfor thecached/O
casethisislikely to bethemostcommontransferoverthenetwork, dependingnthestripe
sizeof the le atthedataseners. We alsoneedto considerthe caseof buffer scalability
Sincedata-serers are expectedto have connectiondrom a large numberof clients,and
sinceeachconnectionwill have persistentuffers, this might causea memoryscalability
issue.However, clientsdo not connecto a particulardatasener unlessthe datasener is
in thelist of DSesreturnedin the le layout. As aresult,notall clientswill be connected
to all datasenersat ary giventime. Dependingon the load on the back-endle system,
usinganRPCover RDMA connectiorfrom thedata-serersto theclientmightnotcausea
large amountof overheadat the data-serers. Also, quiescentlientswill be disconnected
from thedata-serers,furtherreducingthe overhead Sincean RPCtransportnabledwith
RDMA hasbeenshown to provide considerablédene tsvia-viz largetransfersit mightbe

bene cialto useRPCover RDMA betweertheclientsanddata-serers.
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6.2.5 SessionDesignwith RDMA

As discussecabarlier sessionprovidesexactly oncesemanticgor all NFS procedures
in thewake of network-level faults. To do this, sessiongrovide dedicatedslotsof buffers
to eachconnectionbetweerthe client andthe seners. The client may only sendrequests
upto a maximumnumberof slots per session.In orderto designsessionsvith a RDMA
enabledRPCtransport,we associatdhe inline buffersin eachconnectionwith the min-
imum numberof slotsrequiredfrom the connection.If the numberof slotsrequesteds
lower thanthe numberavailable,andthe caller cannotaccepta lower numbey the session
createrequestwill fail. The disadwantage®f the sessionglesignwith RDMA is thatad-
vancedfeaturesof the In niBand network suchasthe SharedReceve Queue(SRQ)[80]
cannotbeused.SRQenhancethebuffer scalabilityby having the bufferssharecacrossall
theln niBand connections Whenthe numberof buffersfalls belov a certainwatermark,
an interruptmay be generatedo postmore buffers. Sincesessiongequirethat slotsbe

guaranteegherconnectionSRQcannotbe used.

6.3 PerformanceEvaluation

In this section,we evaluatethe performanceof pNFS designedwith an RPC over
RDMA transportFirst, We discussthe experimentalsetupin Section6.3.1. Following
that,in Section.3.2, 6.3.3and 6.3.4,we look attherelative performancedvantage®f
usinganRDMA enabledRPCtransporiovera TCP/IPtransporin differentcon gurations

involving the metadatesener (MDS), Data Sener (DS) andClient. Sincesession®nly
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requiregesenationof RDMA inline buffers,we do not evaluatethe sessiongortionof the

design.

6.3.1 Experimental Setup

To evaluatetheperformancef theRPCoverRDMA enabledpNFSdesign(pNFS/RDMA),
we useda 32-nodecluster Eachnodein the clusteris equippedwith a dualintel Xeon 3.6
GHz CPUand2GB mainmemory For In niBand communicationeachnodeusesa Mel-
lanox Double DataRate(DDR) HCA. The nodesareequippedwith SATA drivers,which
areusedto mountthe baclendext3 lesystem. A memorybasedlesystemramfsis also
usedfor someexperiments.The pNFSwith socletsusesIP over In niBand (IPolB) and
wereferto thistransporaspNFS/IPolB.We usepNFS/IPolBandpNFS/TCRnterchange-
ably. All experimentausinglPolB arebasedn ReliableConnectiormode(IPolB-RC)and
anMTU of 64KB, unlessotherwisenoted.We explicitly usepNFS/IPolB-UDto explicitly

meananunreliabledatagrammodeof transportIPolB-UD usesa 2K MTU size.

6.3.2 Impact of RPC/RDMA on Performance from the client to the
Metadata Server
The clientscommunicatewith the MDS using eitherNFSv4 or NFSv4.1procedures.
As Section6.1 mentions,the vastmajority of NFSv4.1requestdrom the clientsto the
MDS areexpectedo be proceduresuchasGETDEVICEINFQ GETDEVICELISTGET

FILELAYOUT andRETURNFILELAXOUT. Thesesmall proceduresvill potentiallycarry
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small and mediumsize payloads. For example, GETFILELAYOUT returnsa list of le
handleswhich is only a smallamountof payload.A le handlecanbe encodedvith no
morethan 16 bytesof information(althougha native le handlesizemayvary depending
on platforms). One of the largestdeploymentsof a parallel le systemLustre[102] in
recenttimesis the TACC [94] clusterwith 8,000nodescontaining64,000cores,serviced
by a bankof 1,000datasener nodes. With 1,000datasener nodesandthe assumption
thata le is strippedacrossall thedatasener nodesthe payloadfrom GETFILELAYOUT
will only be 16K. Also, someof theseoperationsuchasGETDEVICEINFQOareonly ex-
ecutedat mounttime andarenot in the critical path. On the otherhand,operationssuch
asCREAED, GETFILELAYOUT, RETURNFILELAXOUT areexecutedevery time a le
is createdppenedandclosed.With a workloadconsistingof a large numberof suchoper
ations(metadatantensve workloads)RPC/RDMA.s lik ely to provide somebene t. Also,
LAYOUTCOMMIT is executedoncea WRITE operationcompletesandis likely to bein
thecritical pathfor workloadsdominatedoy write operations.

To understandhe relative performancef small operationsvhenswitchingtransports
from RPC/TCPto RPC/RDMA,we measuredhe latengy of issuinga GETFILELAYOUT
(at the RPClayer) from the client to the MDS andthe time requiredfor it to complete,
averagedover 1024times, while the payloadfrom the MDS to the client wasvariedfrom
1 to 32K bytes.A 32K messageancontaintheinformationfor morethan2,000 le han-
dlesandmightbeconsideredargefor contemporaryhigh-performancearallel le system

deployments. The measuredateng is shovn in Figure6.3. As shavn in Figure 6.3, the
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(GETFILELAYOUT)

latengy with a1 bytepayloads 68 swith RPC/RDMAand71 swith RPC/TCPTherela-
tively low improvementin performances becaus¢éhehighaccessateny of thediskwhich
is adominantportion of the lateng. With largeraccessthedisk blocksareprefetchede-
causeof sequentiabccessaandthe performancemprovementfrom usingRPC/RDMA is
increasedy upto 65%. The performancéene t of the RPC/RDMA connectiorfrom the
clientto the MDS is takenin the contet of theinline buffers, which needto be statically
allocatedperclient at the MDS. With an increasingnumberof clients,the RPC/RDMA
connectionsnay consumeconsiderablenemoryresourcesSincethe MDS is likely to be
the target of a mainly metadatantensve workload, it becomesmperative to maintaina

large numberof inline buffersin orderto guarantea high throughputperformance.
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6.3.3 RPC/RDMA versusRPC/TCP on metadataserver to Data Sewer

The connectionfrom the MDS to the DSesmay alsoconsistof RPC/RDMA. The sP-
NFSdaemorcontrolsthe DSesby mountingthe exporteddirectoriesrom thedataseners.
The sPNFSdaemorcreatesppenanddeletesles in the exporteddirectories.Thesecalls
aretranslatedhroughthe VFS layer to RPC/RDMA calls. Thusthe scalability of these
callsis directly impactedby the time requiredby the RPC operationsto complete. To
gaininsightinto the relative scalability of the RPC/RDMA and RPC/TCPtransportswe
measurethe performancef createportionof thesPNFSdaemon®peration.In thismulti-
procesbenchmarkeachprocesss synchronizedn thestartphaseby abarrier After being
releasedrom the barrier eachprocesgerformsa statoperationon thetarget le to check
its state,thenopensthis le in creationmode. Thesetwo operationsare followed by a
chmodto setthe modeof this le, anda closeoperationto closethis le. The closeop-
erationis a portionof the procesgdo opena pNFS le, andit is includedto avoid running
outof open le handlesalimited operatingsystemresource Eachprocesgperformseach
of theseoperationson every oneof the DS mounts. The time requiredfor 1024 of these
operationss measuredand averagedout. This testis performedfor a RPC/RDMA and
RPC/TCPtransportfrom the MDS to the DSes. Thesenumbersareshawn in Figures6.4
and 6.5.

In Figures6.4and 6.5, we obsene thefollowing trends.RPC/RDMA performsworse
thanRPC/TCR(indicatedasIPolIB) for 1 processNotethatin this case we aremeasuring
thetime atthe VFS level, whereasn Section6.3.2,we aremeasuringhetime atthe RPC

layer. In the currentscenario,the IPolB-RC driver usesa ring of 128 receve buffer of
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size64K and 64 sendbuffers. On the otherhand,RPC/RDMA uses32-tuffersof 1K. As
a result, with anincreasingnumberof dataseners,and 1 processmore createand stat
operationganbeissuedn parallelwith IPoIB-RCthanwith RPC/RDMA (weissuel,024

createoperationsaandl1,024statoperationdor atotal of 2,048operations) However, with
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IPoIB-RC all 128 receve buffers are sharedacrossall the connectionausing SRQ [80].
With RPC/RDMA, eachconnectiorfrom anMDS to a DS is allocateda setof 32-tuffers.
As aresult,whenthe numberof connectionsncreasesRPC/RDMAhasa dedicatedsetof
buffersin which to receve messagesyhile IPoIB hasa x ed numberof buffers, andthis
mightresultin droppedmessagewith IPoIB. Also in RPC/IPolB thereareupto 5 copies
from the applicationto the IP-level. With RPC/RDMA, thereare up to 3 copiesfrom
the applicationdownto the RPC/RDMA layer. With anincreasingnumberof processes,
the larger numberof copiesin the caseof IPoIB beginsto dominateandIPolB performs
worsethan RDMA. The copying costwith IPoIB and1 client doesnot totally consume
the CPU andsois not the dominantfactor As aresult,with 1 processRPC/TCPis able
to performbetterthanRPC/RDMA. At 2 processepernode,RPC/RDMAandRPC/TCP
performcomparablywith anincreasingnumberof data-serers. At 4 processes/nodand
above with RPC/RDMA, the time requiredto performthe createoperationss lower than
RPC/TCPALt 16 processeattheMDS, theimprovementwith 16 DSesthereis amaximum
decreasén lateny of 15%. The trendswe have obseredindicatethat RPC/RDMA will
performbetterthanRPC/TCPwith alargervolumeof operationsWe have conductedtest
with 32 clientthreadswith bothRPC/RDMAandRPC/TCP RPC/RDMA exhibits similar
degreeof improvementover RPC/TCP.

Also, Figures6.6 and 6.7 show the timing breakdevn for open(with create),stat,
chmodandcloseatoneand16 processeatthe MDS with varyingnumberof dataseners.
In the x-axis, the legendR-n standsfor n datasenersusingRPC/RDMA, andI-n stands

for n datasenersusingRPC/TCP As expectedthetime for open(with create)dominates.

96



The time for openis higherwith RPC/RDMA thanwith RPC/TCPat 1 process.At 16
processesRPC/TCPoverheadbecomesiominantandthe time for open(with create)is

lowerwith RPC/RDMAthanwith RPC/TCP.

6.3.4 RPC/RDMA versusRPC/TCP from clientsto DS

We measuregherelative performancémpactof changinghetransporfrom RPC/RDMA
to RPC/TCPfrom the client to the data-serers. To measurdghe performancempact,we
usethreedifferentbenchmarkssequentiathroughputwith 10zone,throughputof a Zipf

traceanda parallelapplicationBTIO.

SequentialThroughput

We uselOzone[11] in clustermodeto measurdhe performancef a sequentialvork-
load modelingthe throughputfrom the client to the DSes. 8 nodesactasdataseners,8
nodesact asclients,and 1 nodeis designatedad the metadatasener. Eachclient node
hostsonelOzoneprocess.The benchmarks run on both the IPolB ReliableConnection
mode(IPolB-RC) andIPolB UnreliableDatagrammode(IPolB-UD) to compareagainst
RPC/RDMA. The IOzonerecordsizeis keptat 32KB, the default cachedl/O maximum
sizeandthetotal le sizeperclientusedis 512MB. The Write andReadthroughputwhile
varying the numberof dataseners and clients (aggrgatethroughput)is shovn in Fig-
ures6.8and 6.9respectiely.

For Write, RPC/RDMA begginsto outperformRPC/TCPasthe numberof datasener

is increasedbeyond two. At 8 datasenersand8 clients, RPC/RDMA reachests peak
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write throughputof 1,872MB/s, which is 22% higherthanIPolB-RC and 150% higher
thanIPolB-UD. For Read,thereis animprovementin performanceor all cases.Using
RPC/RDMAachieresapeakreadthroughpubf 5,029MB/s at 8 clientsand8 dataseners,

which outperformdPolB-RChy 89%andIPolB-UD by 188%.
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Throughput with a Zip Trace

Zipf's law [103], namedafter the Harvard linguistic professorGeoge Kingsley Zipf
(1902-1950)js the obsenrationthatfrequeng of occurrenceof someevent(P), asafunc-
tion of the rank (i) whenthe rankis determinedby the above frequeng of occurrence,
is a powerlaw functionP;,  1/i* with the exponent closeto unity. Zipf distributions

have beenshawvn to occurin avariety of differenternvironmentssuchasword distributions
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in documentsweb-pageaccesyatterns[56] and le and block distributionsin storage
sub-system§34].

We modi ed I0zoneto issuewrite andreadrequestswherethe size andlocation of
the Reador Write requestfollows a Zipf distribution [103] with an =0.9. We usedIO-
zoneto measurethe throughputof the trace on a single nodewith one thread,issuing
requestsvherethe locationandl/O sizeof the issuedrequestfollows a Zipf distribution.
We useda 512MB le sizeon bothanext3 aswell asa ramfsbaclend le system.We
comparepNFS/RDMA with pNFS/IPoIB-RCwhile varying the numberof dataseners.
The resultsfor Write areshowvn in Figure 6.10, while the resultsfor Readare shown in
Figure6.11. We obsene that the RPC transportuseddoesnot have a large impacton
performancdor Writes. Disk FilesystemWrite performanceas generallysensitve to the
performanceof the baclendstoragesubsystem.The large majority of disksexhibit poor
randomWrite performancg96]. Also, dependingpntheorganizatiorof thein-memory le
system ramfsbasedsystemshave alsobeenshavn to exhibit poor performancédor ran-
domWrite operationg35]. Correspondinglyfor the Zipf basedwrite distribution, we see
avery poorthroughputof around500 MB/s for both pNFS/RDMA andpNFS/IPolIB-RC.
Ontheotherhand,the |OzoneReadthroughputis impactedby the underlyingRPCtrans-
port. With aramfsbasedle systemwe seeanimprovemeniof 22%from pNFS/IPolB-RC
to pPNFS/RDMAwith 1 datasener. Theimprovemenin throughputfrom pNFS/IPoIB-RC
to pPNFS/RDMA increasego 27% at 8 data-serers. We arealsoableto achieve a peak
throughputof 2073MB/s with the Zipf traceat 8 data-serers. Since,the Zipf tracehasan

elementof randomnessa portion of the Readdatais cachedat the client. As a resultwe
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seesomeamountof cacheeffectin additionto network-level transferswhich reduceghe
potentialperformancamprovementwith pPNFS/RDMA. Kanersky, et.al.[34] obsened a
similar effect whenusinga Zipf tracewith NFS/RDMA usinga singlesener. Usingthe
suggestetkechniqueof reducedcachingattheclientfor NFS/RDMA, it maybepossibleto

furtherenhanceheperformancef pNFS/RDMAwhenaworkloadhasa Zipf distribution.
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Performancewith a Parallel Scienti ¢ Application NAS BTIO

TheNAS ParallelIBenchmarkgNPB) [99] suiteis usedto measurghe performancef
ComputationaFluid Dynamic(CFD) codeson a parallelmachine.Oneof thebenchmarks
BT measureshe performanceof block-triangulationequationsn parallel. In additionto
the computationabhaseof BT, BTIO addsadditionalcodefor check-pointingand veri-

fying the datafrom the computation. The usermay choosefrom threedifferent modes
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of performingl/O; namelysimplemode,Fortranl/O modeand Full MPI1 I/O mode[62].
We usethe Full MPI 1/0 modein which MPI collective calls are usedto aggrgyateRead
andWrite operationsWe run BTIO with a classA size(thatusesa 64x64x64array)over
pNFS/RDMA andpNFS/IPolB.The resultswith anext3 back-endle systematthe data
senersareshowvn in Figure6.12.

In theseexperiments,we measuredhe performanceof BTIO [99] (Million Opera-
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Figure6.12: Performancef BTIO with ext3

tions/secondyhile varying the numberof datasenersfrom oneto eightandwith one,
sixteenand sixty-four processe¢BTIO requiresa squarenumberof processes)For the
sixteenprocessasewe useeightclientnodeg2 processes/nodeffor the 64 processase,
we alsouseeightclientnodegeightprocessepernode).We obsene thefollowing trends

ateightdataseners.First, pNFS/IPolB-RCandpNFS/RDMA performcomparablyat one
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processon one node,irrespectve of the numberof datasevers. As the numberof pro-
cessesncreasespNFS/RDMAbgginsto performbetterthanpNFS/IPolB-RC.This trend
is moreeasilyseenwith eightdatasenersandwe discusghetrendfor eightdataseners.
At 16 processe$2 processes/nodeBTIO over a pNFS/RDMA transportperformsupto
4% betterthanover a pNFS/IPolB-RCtransport.At 64 processe$8 processes/noddhis
increasego approximately7%. In full MPI 1/O mode,MPI collective calls are usedto
aggreyatesmallerreadsandwritesfrom differentprocessemto fewerwrite andreadoper
ationswith largersizes.As aresult,the bandwidthof thetransporimpactthe performance
of BTIO. Thisbecomespparenttlargernumberof processes/nodnda greatemumber
of data-serers becauseahe copying costand contentionis the dominantfactorwith the

TCP/IPtransport.

6.4 Summary

In this Chapter we propose designand evaluatea high-performancelusteredNAS.
The clustered\NAS usesparalleINFS (pNFS)with an RDMA enabledransport.We con-
sideranumberof designconsiderationandtrade-ofs, in particular buffer managemert
theclient, DS andMDS, scalability of the connectionswith increasingnumberof clients
anddataseners. We alsolook athow anRDMA transportmay be designedvith sessions
which givesus exactly oncesemantics.Our evaluationsshowv thatenablingpNFSwith a
RDMA transportwe candecreasdhe lateng for smalloperationdoy up to 65%in some
cases.Also, pNFS enabledwith RDMA allows usto achiese a peaklOzoneWrite and

Readaggr@atethroughputof 1,800+MB/s (150% betterthan TCP/IP)and5,000+MB/s

102



(188%improvementover TCP/IP)respectiely, usingasequentiatraceand8 dataseners.
Also, evaluationwith a Zipf tracedistribution allows us to achiaze a maximumimprove-
mentof up to 27% whenswitchingtransportdrom RDMA to TCP/IR Finally, application
evaluationwith BTIO shavsthatthe RDMA enabledransportwith pNFSperformsbetter

thanatransportwith TCP/IPby upto 7%.
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CHAPTER 7

CACHING IN A CLUSTERED NAS ENVIRONMENT

With the dawn of the Internetage, the rapid growth of multi-mediaand other traf-
c, therehasbeena dramaticincreasen the amountof datathat needsto be storedand
accessedln addition,commercialandscienti ¢ applicationssuchasdata-miningandnu-
clearsimulationsgenerateand parsevastamountsof dataduringtheir runs. To meetthe
demandfor accesgo this data, single sener le systemssuchas NFS [76] and Glus-
terFS[5] andparallel le systemssuchasLustre[102] over high-bandwidthnterconnects
like In niBand with high-performancestoragedisks at the storageseners have become
common-placeHowever, evenwith thesecon gurations,the performancef the le sys-
temunderavarietyof differentworkloadsis limited by theaccesgateng to thedisk. With
a large numberof requestdo non-contiguougocationsof the disk, the ability of the le
systento copewith thesetypesof requestss severelylimited. In addition,parallelstriping
of paralleldataprovideslimited bene t in environmentswith alot of small les.

To reducetheload on the disk andenhancehe performancef the le systemseveral
differenttypesof cachingstratgyiesandalternatveshave beenproposed57, 52]. Gener

ally, in most le systemsacacheexistsatthesenerside.It mightbepartof thedistributed
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le systemsuchaswith Lustre[102], or it mightresidein theunderlying le systemsuch
aswith NFS. The sener sidecachewill generallycontainthe latestdata. The sener side
cachemay be usedto reducethe numberof requestsitting the disk, andalsoprovide en-
hancementsvhenthereis a fair amountof read/writedatasharing. The sener sidecache
is generallylimited in sizeandsharedby a large numberof I/O threads.In addition,the
limited sizeof the cachein-concertwith policieslike LRU canreducethe performanceof
thesenersidecache.

In additionto asenersidecache,le systemprotocolslike NFS[76] andLustre[102]
alsoprovide a client sidecache.A client sidecachemay provide alarge bene t in terms
of performancevhenmostof the datais accessedbcally, suchasin the caseof a user
homedirectory However, client sidecachesntroducecachecohereng issuesvhenthere
is sharingof databetweermultiple clients. NFS doesnot offer strict cachecohereng and
usescoarsetimeoutsto dealwith the issue. Lustre[102] on the otherhanduseslocking
with the metadatasener acting as a lock mangerto implementclient cachecohereny.
Writesare ushed beforelocksarereleasedWith alarge numberof clients,the overhead
of maintaininglocks andkeepingthe client cachexoherenincreasesGlusterFg5] does
not provide a client sidecachen thedefaultcon guration.

In this Chapteywe proposedesignandevaluatean InterMediateCachingarchitecture
(IMCa) betweerthe client andthe sener for the GlusterFS5] le system.We maintain
a bankof independentachenodeswith a large capacity The le systemis responsible
for storinginformationfrom a variety of differentoperationsn the cache. Keepingthe

informationin the cachebankup-to-datas achiezed througha numberof differenthooks

105



attheclientandthesener. Throughthesehooks theclientattemptgo fetchtheinformation
for differentoperationgrom thecache peforetrying to getit from theback-endle sener.

We expectmultiple bene ts from usingthis architecture.First, the le systemclients
canexpectto retainthe bene ts of a client side cachewith a small penaltyboundedby
network round-triplateng. With the adwent of low lateng, high-performancenetworks
likeln niBand whichoffer low lateny messaginghe penaltyassociatewvith thisis likely
to below. Secondsincethe numberof cachedss smallin comparisornto the numberof
clients,andthesecachesarelockless keepingthecachesoherenis considerablycheaper
Finally, we expectto reapthe bene ts of a client cachewithout the associatedcalability
andcohereng issues.

Our preliminaryevaluationsshowvs thatwe canimprove the performancef le system
operationssuchasstatby up to 82% over the native designandupto 86% over a lesys-
temlike Lustre. In addition, we alsoshav that the intermediatecachecanimprove the
performanceof datatransferoperationswith both singleand multiple clients. Finally, in
ervironmentswith read/writesharingof data,we canseean overall improvementin le
systemperformance.Finally, IMCa helpsus to achiere betterscalability of le system
operations.

Therestof this Chapteris organizedasfollows. Section7.1 describeshe background
work. After that,Section7.2triesto motivatethe needfor abankof cachesln Section7.3
we discusghe designissues.Following that, Section7.4 presentghe evaluation. Finally,

summaryis presentedn Section7.5.
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7.1 Background

In this section,we discussthe le systemGlusterFSand the dynamicweb-content

cachingdaemorMemCached.

7.1.1 Intr oductionto GlusterFS

GlusterFg5] is aclusteredle-systemfor scalingthe storagecapacityof mary seners
to several peta-bytes.It aggreatesvariousstoragesenersor bricks over aninterconnect
suchasin niBand or TCP/IPinto onelarge parallelnetwork le system.GlusterFSn its
default con guration doesnot stripethe data,but insteaddistributesthe namespacacross
all the seners. Internally, GlusterFSis basedon the conceptof translators. Translators
may be appliedat eitherthe client or the sener. Translatorsexist for ReadAheadand
Write Behind. In termsof design,a small portion of GlusterFSis in the kernelandthe
remainingportion is in userspace.The calls are translatedfrom the kernel VFS to the

userspacdaemorthroughtheFilesystemn UserSpac¢FUSE).
7.1.2 Intr oductionto MemCached

Memcacheds an objectsbasedcachingsystem[45] developedby Dangalnteractve
for LiveJournal.comlt is traditionally usedto enhancehe performanceof databasep-
plication or websiteswith dynamiccontentthatareheaily loaded.Memcacheds usually
run asa daemoron sparenodes.Memcachedistensfor request®n a userspeci ed port.
The amountof memoryusedfor cachingis speci ed at startup. Internally, memcached

implementd_eastRecentlyUsed(LRU) asthe cachereplacemenalgorithm. Memcached
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usesa lazy expiration algorithm;i.e. objectsare evicted whenthe cacheis full andare-
guestis madeto addan objectto the cache,or arequesto fetch a dataelementfrom the
cacheis madeandthetime for the objectin the cachehasexpired. Memory management
is basedn slabcacheallocationto reduceexcessve fragmentationMemcachedurrently
limits the maximumsizeof the objectto be storedto 1MB andthe maximumlengthof the
key to 256 bytes. The Memcachedaemormay be accessethroughTCP/IP connections.
Clientsusuallychangedataelementsn memcachedhrougha T(key, data)tuple. The API
consistsof the functionsset, replace,delete,prependandappend.A numberof libraries
areavailablefor accessingnemcachedlaemonspneof themlibmemcachas a C based

library [13].

7.2 Motivation

We now considerthe motivation for usingintermediatecachingarchitecturen a le
system.We look at somecommonproblemsn le systemdesignthatcould potentiallybe
solvedthroughthe useof a cachinglayer.

Single Sewver Bandwidth Drop With Multiple Clients. Protocolslike NFS/RDMA
attemptsto offer the improved bandwidthof networks like In niBand to NFS. However,
NFSsenersusuallystoremostof thedataonthedisk. Theseneris constrainedby theabil-
ity of thediskto matchthebandwidthof thenetwork. Sincethediskis usuallymuchslower
thanthenetwork, thebene tfrom usingNFS/RDMA s reduced Theeffectof thisis shavn

in Figure7.1(a)andFigure7.1(b), which shon the multi-client IOzoneReadthroughput
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with differenttransportsnamelyNFS/RDMA (RDMA), NFS/TCPon In niBand (IPoIB)
and nally , NFS/TCPon Gigabitetherne{GigE). In Figure7.1(a),4GB sener memoryis
used;in Figure7.1(b),8GB sener memoryis used.The bandwidthavailableto the clients
seemdo berelatedto the amountof memoryon the sener andfalls off asthe senerruns

outof memoryandis forcedto fetchdatafrom the disk.

1000

['mmm ROMA

8001

600

4001

Bandwidth (MB/s)

2001

1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8
Clients Clients
(2)4GB (b) 8GB

Figure7.1: Multiple clientsilOzoneReadBandwidthwith NFS/RDMA [76]

Parallel I/O Bandwidth From Multiple Serwers. Parallel 1/O attemptsto usethe
aggrgatebandwidthof multiple seners. Sincethe back-endsener ultimately usesreal
disks,thebene tsof parallell/O bandwidthareultimatelymitigatedespeciallyfor multiple
streamsthat accesgdataspreadon different portionsof the disk causingincreasedlisk

seekingreducingperformance.
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Performance For Small Files. Deliveringgoodperformancdor small les is gener
ally dif cult. In data-centeervironmentsalarge numberof small les areused[64]. Data
striping techniquegenerallyusedin parallel le systemareof limited usefor small les.
Storing les onmultiple independensenerscanhelpreducecontentiorfor small les, but
still exposegheseles to thelimits of thedisk ontheseseners.

CacheCoherencyProblems. In le systemervironmentsa client sidecacheusually
provide bestperformance.Client cachesmay be coherentsuchaswith Lustre[102] or
non-coherentsuchaswith NFS[76]. Non-coherentlient sidecachesaremorescalable
but have limited usein ervironmentswith read/writesharing. Coherentclient sidecache
maybeusedn environmentswith suf cient read/writesharing.However, they havelimited
scalability

Sewer load problems. Reducingheloadontheseneris generallycrucialto improv-
ing the scalabilityof le systemprotocols.RDMA is generallyproposedasacommunica-
tion of oad techniqueo reducethe impactof copying in protocolslike TCP/IR However,
RDMA cannoteliminateothercopying overheadsuchasthoseacrosshe VFS layerand
other le systemrelatedoverheadsUsing anintermediatecachelayer may help mitigate
the effect of someof theseproblems.We will now look at the designandimplementation

of alayerof cachingnodes.

7.3 Designof a Cachefor File Systems

In this section,we considerthe designof the Intermediatememorycaching(IMCa)

architecturefor the GlusterFS[5] le system. First, we look at the overall block level
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architectureof IMCa in Section7.3.1. Following that, we look at the potentialnon-data
le systemoperationghat could be optimizedin Section7.3.2. In Section7.3.3,we look
atthe potentialoptimizationsfor dataoperationsFinally, we discusssomeof the potential
adwantagesnddisadwantage®f IMCa in Section7.3.4.
7.3.1 Overall Architecture of Intermediate Memory Caching (IMCa)
Layer

The architectureof IMCa is shovn in Figure 7.2. The architectureconsistsof three

componentsCMCachegClient Memory Cache)MemCachedMCD) arrayandSMCache

(SenerMemoryCache).The rst componenCMCachgClientMemoryCache)s located

attheGlusterFXclient.

Overall client architecture (multiple clients possit

GlusterFS Client
—— |

Overall server architecture (multiple servers possit

Figure7.2: Overall Architectureof the IntermediateMemory Caching(IMCa) Layer
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Client Memory Cache(CMCache): This is responsibldor interceptingle system
operationsat the client. It is implementedasa translatoron the GlusterFSclient asdis-
cussedn Section7.1. OncetheseoperationsareinterceptedCMCachedeterminesvhether
theserequestshave ary interactionwith the cachinglayer or not. If thereis no interac-
tion, CMCachewill propagatehe requesto the sener. Interactionsaregenerallyin two
forms. In the rst form, it may be possibleto procesghe requestrom the client directly
by contactinghe MCDs. In this case CMCachewill contactthe MCDs andattemptto di-
rectly returntheresultsfor therequestsCMCachecommunicatesvith the MCDs through
TCP/IR

MemCachedMCD Array (MCD): Thisconsistof anarrayof MemCachealaemons
runningon nodesusuallysetasideprimarily for IMCa. Thedaemonsnayresideon nodes
that have otherfunctions,sinceMCDs tendsto uselimited CPU cycles. To obtain maxi-
mumbene t from usingIMCa, the nodesshouldbe ableto provide a sufcient amountof
memoryto the daemonsvhile they arerunning.

Sewver Memory Cache(SMCache): Thisis the nal componenbf IMCa. It islocated
onthe GlusterFSsener. SMCaches implementechsa translatorat the GlusterFSsener.
SMCachas dividedinto two parts. The rst partof SMCachenterceptghe callscoming
from GlusterFSclients. Dependingon the type of operationfrom the GlusterFSclient,
it may eitherpassthe operationdirectly to the underlying le system,or performcertain
transformation®n it beforepassingit to the underlying le system. The GlusterFSle
systemusesthe asynchronousnodel of processingequestsasdiscussedn Section7.1.

Initially, requestsareissuedto the le systemandlater whenthey complete,a callback
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handleris calledthat processesheseresponseandreturnsthe resultsbackto the client.
The secondpartof SMCachemaintainshooksin the callbackhandler Thesehooksallow
SMCacheo interceptheresultsof differentoperationsandsendthemto MCDsif needed.

SMCachecommunicatesvith the MCDs usingTCP/IR
7.3.2 Designfor ManagementFile SystemOperationsin IMCa

We now considersomeof the designtrade-ofs for differentmanagemente system
operations.

Stat operations: Theseareincludedin POSIXsemanticsStatappliesto both les and
directories.Statgenerallycontaindnformationaboutthe le size,createandmodify times,
in additionto otherinformationandstatisticsaboutthe le. Statoperationsarea popular
way of determiningupdatego a particular le. For example,in a producefconsumetype
of application,a producerwill write or appendto a le. A consumemay look at the
modi cation time onthe le to determinef anupdatehasbecomeavailable. This avoids
the needandcostfor explicit synchronizatiorprimitivessuchaslocks. This approachs
usedin a numberof web anddatabasapplicationg64]. Sincethe datastructuredor the
statoperationsare generallystoredon the disk, statoperationsusuallyhave considerable
lateng. It is naturalto considerstat functionsfor cachebasedfunctionality We have
designeda cachebasedunctionality for stat. At open,MCD is updatedwith the contents
of the statstructurefrom the le by SMCache. The key usedto locatea MCD consists
of the absolutepathnameof the le, with the string :stat appendedo it. SMCacheuses
the default CRC32hashingfunctionin libmemcachd13] to locatethe appropriateMCD.

For every readandwrite operationthe statstructurein the MCD is replacedwith the most

113



recentvalue of statby SMCache. CMCachetheninterceptsstat operations attemptsto
fetchthestatinformationfrom the MCD if available,andreturnit to theclient. If thereis a
miss,which might happernif thestatentrywasevictedfrom the MCD for example the stat
requespropagateso thesener.

Createoperations: Theseusuallyrequireallocationof resource®n thedisk. Thereis
notmuchpotentialfor cachebasedptimizations.Createoperationsaredirectly forwarded
from theclientto the senerwithout ary processing.

Deleteoperations: Theseoperationausuallyrequireremoval of itemsfrom the disk.
The potentialfor optimizationswith deleteoperationss limited. Deleteoperationsare
forwardedby the client to the sener without ary interception. When deleteoperations
areencounteredywe remove the dataelementdrom the cacheto avoid falsepositvesfor

requestgrom clients.
7.3.3 Data Transfer Operations

Therearetwo typesof le systemoperationghatgenerallytransferdata;i.e. Readand
Write. To implementReadandWrite with IMCa, CMCacheinterceptshe ReadandWrite
operationsat the client. Beforewe discussthe protocolsfor theseoperationswe look at

theissueof cacheblockingfor le systemoperations.

Needfor Blocksin IMCa

Most moderndisk basedle systemsstoredataasblocks[60]. Parallel le systems
alsotendto stripelarge les acrossanumberof datasenersusinga particularstripewidth.

Generally the larger the block size, the betterbandwidthutilization from the disk and
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network subsystems.Smallerblock sizeson the otherhandtendto favor lower lateng,
but alsotendto introducemorefragmentation.IMCa usesa x ed block sizeto store le
systemdatain the cache. SincelMCa is designedasa genericcachinglayer and should
provide goodperformancdor avarietyof different le sizesandworkloads;theblock size
shouldbe setappropriatelyjkeepingthesdimits in mind. It shouldbekeptsmallenoughso
thatsmall les maybestoredmoreef ciently . It shouldalsobekeptlarge enoughto avoid
excessve fragmentatiorandreasonabl@etwork bandwidthutilization. MemCached45]
hasa maximumupperlimit of 1MB for storeddataelementsasdiscussedn Section7.1.
This placesa naturalupperboundon the size of datathat may be storedin the cache.
Dependingon the blocksize,IMCa may needto fetch or write additionalblocksfrom/to
the MCDs above andbeyond whatis requested.This happensf the beginning or end of
therequestediataelements notalignedwith theboundaryde ned by theblocksize.This
is shawvn in Figure7.3. As aresult,dataaccess/updatigom/to the MCDs becomemore
expensve. Thisis discussedurtherin Section7.3.3.

Requested data
Extra

data T :

i:l L@ File data segmented
L by IMCa blocksize

N

Data Block Boundaries

Figure7.3: Exampleof blocksrequiringadditionaldatatransferan IMCa
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incoming Read(block,length) ! }Eﬁ;“gﬂéﬁk

incoming Read(block,length)

ReadB = Read(offset, length)
with compensation for IMCa block:

Issue ReadB
to underlying FS

| Issue ReadB
' to MCD
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I

I

! function

ReadB = Read(offset, length)
with compensation for IMCa blocks|

WriteB succeeded

Return Error to client
ReadB = Write(offset, length)

with compensation for IMCa blocks

i
v 1in callback
: function *

ReadB succeeded Update MCD
all ReadB blocks obtained’ M
(a) Read(SMCache) (b) Read(CMCache) (c) Write (SMCache)

Figure7.4: Logical Flow for ReadandWrite operationsn IMCa

Designfor Data Transfer Operations:

We now look atthe protocolsfor ReadandWrite datatransferoperationsn IMCa. We
also considerthe supportingfunctionality for datatransferoperationssuchas Openand
Close.

Open: Ontheopen,in CMCachetheabsolutgathof the le andthe le descriptoris
storedin adatabasesothatthisinformationmaybeaccessedtalaterpoint. At thesener,
the MCDs arepurgedof ary datarelatingto the le whenthe Openoperationis receved.

Read: Thealgorithmfor Readrequestsn CMCacheis shavn in Figure7.4(b). Ona
Readoperation,CMCacheappendghe absolutepathof the le (which wasstoredduring

the Open)with the offsetin the le to generatea key. SincelMCa is basedon a static
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block size;the size of the Readdatarequestedrom the MCD may be equalto or greater
thanthecurrentReadrequessize. CMCachewill generatdkeysthatconsistof theabsolute
pathnamdor the le, thatwasstoredduringtheopenandtheoffsetsfrom theReadrequest,
takinginto accounthe IMCa blocksize.CMCacheusesthe keys to accesshe MCDs and
fetch the blocks. If thereis a missfor any one of the keys, CMCachewill forward the

Readrequesto the GlusterFSsener. The costof a missis moreexpensve in the caseof

IMCa, sinceit includesoneor moreround-tripsto the MCD, beforedeterminingthatthere
might be a miss. The SMCacheReadalgorithmis shavn in Figure7.4(a). Becausef the

IMCa block size,the Readoperationmay potentiallyrequirethe sener to readadditional
datafrom theunderlying le system.Oncethe Readoperatiornreturnsfrom the lesystem,

thesenerwill appenahefull le pathnamewith the block offsetandupdatethe MCDs

with the data. The sener may needto sendseveral blocksto the MCDs seners. Using

an additionalthreadto updatethe MCDs at the sener may potentially reducethe costof

Readsatthesener.

Write: Write operationsare persistent. This meansthat the Write operationsmust
propagateo the sener wherethey needto be written to the lesystem. CMCachedoes
notinterceptWrite operation.At the sener, the Write operationis issuedo the le system
asshown in Figure 7.4(c). Whenthe write operationcompletesRead(s)areissuedto the
underlying le systemby SMCachethat cover the Write area,accountingfor the IMCa
blocksize.Whenthe datais available,the Read(s)aresentto the MCDs. Sincetheremay
be multiple overlappingWritesto a particularrecordandbecaus®f theIMCa requirement

of a x edblock-size neitherCMCachenor SMCachecandirectly sendtheWrite datato the
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MCDs. Write lateny may be potentiallyincreasedy the additionalupdateof the MCDs

atthesener. Usinganadditionalthreadaswith Readscanreducethe costof this update.
Close: Closespropagatdrom theclientdirectly to the senerwithout ary interception.

Whenthecloseoperations interceptedy SMCachejt will attemptto discardthe datafor

the le fromthe MCDs.

7.3.4 Potential Advantages/Disadantagesof IMCa

In this sectionwe discusghe potentialadvantagesnddisadwantage®f IMCa.

Fewer RequestsHit the Sewer: The datasener is generallya point of contention
for differentrequestsin additionto communicatiorcontentiontheremaybe considerable
contentionfor thedisk. IMCa may helpreduceboththesecontentionsatthesener.

Latency for RequestsReadFrom the Cacheis Lower: With considerabl@ercentage
of Readsharingaswell asRead/Writesharingpatternsa large numberof requestsould
potentiallybe elded directly from theMCDs. This mighthelpreducethelateng for these
patternsjn additionto reducingtheloadonthesener.

MCDs areself-managing: Eachcachean theMCD implementd.RU. As thecachesll
up, unuseddatawill automaticallybe purgedfrom the MCDs. Thereis no needto manage
the cacheby the client or the sener. This reducesthe overheadof IMCa. Additional
cachingnodescanbeeasilyadded.IMCa cantransparentlyaccountor failuresin MCDs.

Failuresin MCDs do not impact correctness:Writes arealwayspersistenin IMCa
andarewrittensuccessfullyo thesener lesystembeforeupdatingheMCDs. Irrespectve

of nodefailuresin the MCDs, correctnesss notimpacted.
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Additional NodesElementsNeededEspecially For Caching: MCDs needsanarray
of nodesonwhichto runthe daemonsThesenodesmight be usedfor otherpurposesuch
asstoring le systemdataor runningwebservices.

Cold MissesAre Expensive: Readson the client requireoneor moreaccesseto the
MCDs dependingon the blocksizeandthe requestedRkeadsize. If ary of theseaccesses
resultsin a miss, the Readneedsto be propagatedo the sener. As a result, missesare
moreexpensvethanin aregular le system.

Additional Blocks/Data Transfer Needed: In IMCa datais storedin blocksizesto
actasa tradeof betweenbandwidth,lateng, utilization andfragmentation.If the block
sizeis settoo large, small Readrequestwill be penalizedyequiringadditionaldatato be
transferredrom the MCDs. If the block sizeis settoo small,large requestsnight require
multiple trips to the MCDs to fetchthe data.

Overheadand Delayed Updates: IMCa hooksinto both Read/Writefunctionsat the
sener throughSMCache.Read/Writedatafrom the sener needsto be fed to the MCDs
beforeit is returnedto the client in non-threadednode. This may resultin additional

overheadatthe senerandupdatesrom the MDCs beingdelayed.

7.4 PerformanceEvaluation

In this sectionwe attemptto characterizéhe performancef IMCa in termsof lateny

andthroughpubf differentoperationsFirst, we look at the experimentaketup.
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7.4.1 Experimental Setup

We usea 64 nodeclusterconnectedvith In niBand DDR HCAs. Eachnodeis an 8-
corelntel Clover basedsystemwith 8GB of memory The GlusterFSsenerrunsonanode
with acon gurationidenticalto thatspeci edabove; it is alsoequippedvith aRAID array
of 8-HighPointDisksonwhich all les usedin the experimentreside.IP over In niBand
(IPolB) with ReliableConnectior(RC)is usedasthecommunicatiortransporbetweerthe
GlusterFSsenerandclient; aswell asbetweerthecomponentsf IMCa namelySMCache,
CMCacheandthe MCD array The MCDs run on independenhodesandare allowedto
useupto 6GB of main memory Unlessexplicitly mentioned,SMCacheand CMCache
usea CRC32hashingfunction for storingand locating datablocks on the MCDs. For
comparisonwe alsousethe default con guration of Lustre1.6.4.3with a TCP transport

overlPoIB. TheLustremetadataenerrunsonanodeseparatérom thedataseners(DS).
7.4.2 Performanceof Stat With the Cache

We look at the performanceof the stat operationwith IMCa as discussedn Sec-
tion 7.3.2.

Stat Benchmark: Thebenchmarkusedto measurehe performancef statconsistsof
two stagesin the rst stageg(untimed),asetof 262,144 les is createdln thesecondstage
(timed) of thebenchmarkeachof thenodedriesto performa statoperationon eachof the
262,144 les. Thetotaltime requiredto completeall 262,144statsis collectedfrom each

of the nodesandthe maximumtime amongall of themis reported.
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Performance With One MCD: Theresultsfrom runningthis benchmarks shaovnin
Figure7.5. Along the x-axisthe numberof nodesis varied. The y-axis shavs thetime in
secondsLegendNoCadtecorrespond$o GlusterFSn thedefault con guration (no client
side cache). LegendMCD (x) correspondgo GlusterFSwith x MemCacheddaemons
running.FromFigure7.5,we canseethatwithoutthe cachethetime requiredto complete
the statoperationsncreasesit a muchfasterratethanwith the cachenodes.With asingle
MCD, thetime requiredto completethe statoperationsncreasesta muchslower rate. At
64 clients,with 1 MCD, thereis an82%reductionin thetime requiredto completethe stat
operationsascomparedo without the cache.GlusterFSwith a singleMCD outperforms
Lustrewith 4 DSsby 56%at 64 clients.

Performance With Multiple MCDs: With anincreasingnumberof MCDs, thereis a
reductionin thetime neededo completethe statoperations However, with anincreasing
numberof MCDs, thereis a diminishingimprovementin performance.For example,at
64 nodes thereis only a 23% reductionin time to completethe statoperationfrom 4 to
6 MCDs. The statisticsfrom the MCDs show that the missrate with increasingMCDs
beyond 2 is zero. This seemdo suggesthat2 MCDs provide adequateamountof cache
memoryto completelycontainthe statdataof all the les from the workload. Thereis
little stresson the MCDs memorysub-systenbeyond two MCDs. The overheadof the
communicatiorprotocol TCP/IPis alleviatedto someextentby goingbeyondtwo MCDs.
Using four and six MCDs provide somebene t asmay be seenfrom Figure7.5. At 64
nodes,using GlusterFSwith 6 MCDs, the time requiredto completethe stat operationis

86%lowerthanLustrewith 4 DSs.
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Figure7.5: Statlateng with multiple clientsand1 MCD

7.4.3 Latency: SingleClient

In this experiment,we measurehelateng of performingreadandwrite operations.

Latency Benchmark: In the rst partof the experiment,datais written to the le in
a sequentiamanner For a givenrecordsizer, 1024 recordsof recordsizer arewritten
sequentiallyto the le. The Write time for that recordsize is measuredasthe average
time of the 1024 operations.We measurehe Write time of recordsizesfrom 1 byteto a
maximumrecordsizein multiplesof 2. In the secondstageof the benchmarkwe go back
to the beginning of the le andperformthe sameoperationdor Readoperationsyarying
therecordsizefrom 1 byte to the maximumrecordsize,with thetime for the Readbeing
averagecdover 1024recordsfor eachgivenrecordsize.

ReadLatency with different IMCa block sizes: Theresultsfrom thelateng bench-
markfor Readis shavn in Figure7.6(a)andFigure7.6(b). For IMCa, we usedblock sizes

of 256 bytes,2K and8K bytes. For the Readlateng shown in Figure7.6(a),for arecord
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sizeof 1 byte,thereis areductionof upto45%in lateng usingoneMCD over usingNo-

Cache,with a block size of 2K, anda 31% reductionin lateng/ with an 8K IMCa block
size.With anIMCa block sizeof 256,thereductionin Readlateng increase$o 59%. As

discussedn Section7.3, evenfor a Readoperationof 1 byte, the client needsto fetcha
completeblock of datafrom the MCDs. So, we mustfetch datain multiplesof the mini-

mum recordsizeof IMCa. Smallerblock sizeshelp reducethe lateny of smallerReads,
but degradethe performancef larger Reads sinceCMCachemustmake multiple trips to

theMCDs. Thismaybeseenn Figure7.6(a),wherebeyondarecordsizeof 8K, NoCache
haslower lateng thanIMCa with ablock sizeof 256 andhasthe lowestlateng overall as
therecordsizeis furtherincreasedFigure7.6(b)). Sinceno Readat the client resultsin a

missfrom the MCDs, no readrequestgpropagatdo the sener. We usea block sizeof 2K

for theremainingexperiments.

Comparison with Lustre: We useoneandfour datasenerswith Lustre,denotedby
1DS and4DS respectiely. Also, we usetwo differentcon gurationsfor Lustre, warm
cache(Warm) and cold cache(Cold). For the warm cachecase,the Write phaseof the
benchmarks followedby the Readphaseof the benchmarkvithout ary intermediatestep.
Forthecold cachecaseaftertheWrite phaseof thebenchmarktheLustreclient le system
is unmountecandthenremountedThis evicts any datafrom the clientcache.Clearly, the
warm cachecasedenotedby Lustre-4DS(Warm) providesthe lowestReadlateng in all
casegFigure7.6(a)),sinceReadsareprimarily satis edfrom thelocal clientcachgresults

for largerrecordsizeswith awarmcachearenot shavn). The cold cacheforcesthe client

123



to fetchthe le from the dataseners. So, Lustre-1DS(Cold) andLustre-4DS(Cold) are
closerto IMCa in termsof performanceWe discusgheseresultsfurtherin [75].

Write Latency: The Write lateng is shavn in Figure 7.6(c) with an IMCa block
sizeof 2K. Write introducesan additionalReadoperationin the critical pathat the sener
(Section7.3). CorrespondinglyWrite lateng with IMCa is worsethanthe NoCachecase.
By of oading the additionalReadto a separatehread,the additionallateng of the Read
may be removed from the critical pathandthe Write lateng canbe reducedo the same
value aswithout the cache. IMCa provideslittle bene t for Write operationsbecausef
theneedfor Writesto bepersisten{Section7.3.3).Correspondinglywe do not presenthe

resultsfor Write for the remainingexperiments.

7.4.4 Latency: Multiple Clients

The multi-client lateng testsstartswith a barrieramongall the processesOncethe
processearereleasedrom this barrier eachprocesgperformsthe lateng test(with sepa-
rate les), describedn Section7.4.3. The Write andReadlateny componentaswell as
eachrecordsizefor ReadandWrite is separatedby a barrier Thelateng for a particular
recordsizeis theaverageof thetimesreportedoy eachprocesdor thegivenrecordsize.

We presenthe numberdor the Readlateny with 32 clientseachrunningthe lateny
benchmarkwhile the MCDs arebeingvaried. Theselateny numbersareshavn in Fig-
ure7.7(a)(SmallRecordsizes)andFigure7.7(b)(MediumRecordSizes).Fromthe gure,
we canseethatthereis reductionof 82%in the latengy whenfour MCDs areintroduced
overthe NoCachecasefor a 1 byte Read.Clearly, IMCa providesadditionalbene t in the

caseof multiple clientsascomparedo the singleclient case.In addition,with 32 clients,
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Figure7.6: ReadandWrite Latengy Numberswith OneClientand1 MCD.

andasingleMCD, statisticiakenfrom theMCDs shaw thatthereareanincreasingiumber

of MCD capacitymisses.Thesecapacitymissesarereducedby increasinghe numberof

MCDs. Thetrendof increasingapacitymissesnaybeseemmoreclearlywhile varyingthe

clientsandusingasingleMCD. TheseReadateny numberareshovn in Figure7.8(a)and

125



Time (microseconds)

NoCache —— :
IMCa (1 MCD) -
IMCa (2 MCD) -
IMCa (4 MCD) -
Lustre (Cald)

64 1024
Record Size (bytes)

819

(a) Read(Small)

9000

8000 |
7000
6000
5000 |
4000
3000 ¢

" NoCache
IMCa (2 MCD)

IMCa (4 MCD)""
Lustre (€0ld) -

'-U.Stre(Warrn)@

2000 &~
1000 -

1638

IMCa (1 MCD) ="

32768
Record Size (bytes)

(b) Read(Medium)

65536

Figure7.7: Readlateng with 32 clientsandvaryingnumberof MCDs. 4 DSsareusedfor

Lustre.

Figure7.8(c). The Readlateng at 32 clientsis higherthanwith oneclientandincreases

with increasan recordsize.

We alsocomparewith Lustreat 32 clients(Figure 7.7(a)and Figure 7.7(b)). With a

cold cachefor smallReaddessthan32 bytes,Lustre (Cold) haslower lateng thanIMCa

(4MCD). After 32 bytes,IMCa (4 MCD) deliverslower lateng thanLustre (Cold). IMCa

with 1 and2 MCDsalsoprovide lower lateng thanLustrebeyond8K and2K respectrely.

Finally, Lustre (Warm) againproduceghelowestlateng overall. However, thelateng for

IMCa (4 MCDs)increasesit aslowerratewith increasingeecordsizeandat 64K, IMCa (4

MCDs) haslowerlateng thanLustre (Warm). Similartrendscanalsobe seerwith varying

numberof clients(Figure7.8(b)andFigure7.8(d)).
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7.4.5 10zone Throughput

In this section,we discussthe impact of IMCa on the I/O bandwidth. One of the
bene tsof aparallel le systemwith multiple datasenersoverasinglesenerarchitecture

suchasNFSis the stripingandadvantageof improvedaggrgatebandwidthfrom multiple
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datastreamdrom multiple dataseners. This is especiallytrue with larger les andlarger
recordsize. Usingmultiple cachesn MCD, it might be possibleto gainthe advantageof
multiple paralleldataseners,while usinga singlel/O sener. We uselOzoneto measure
theReadthroughpuiof a1GB le, usinga2K block size.We replacethe standardCRC32
hashfunction usedby libmemcachg13] with a staticmodulofunction (round-robin)for
distributing the dataacrossthe cachesenersusinga 2K block size. We measuredhe
IOzoneReadthroughputwith 1, 2 and4 MCDs. Theseresultsareshavn in Figure7.9.
Fromtheseresults,it canbe seenthatwe canachiese alOzoneReadThroughputof upto
868 MB/s with 8 I0zonethreadsand4 MCDs. This is almosttwice the corresponding
numberwithoutthecacheg(417MB/s) andLustre-1DS(Cold) (325MB/s). Clearly, adding

additionalCachesenershelpsprovide betterlOzoneReadThroughput.
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Figure 7.9: Read Throughput (Varying
MCDs) Figure7.10: ReadLateng to asharedle
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7.4.6 Read/Write Sharing Experiments

To measurdghe impactof IMCa in anervironmentwhere le datais sharedwe mod-
i ed thelateny benchmarkdescribedn Section7.4.3sothatall the nodesusethe same
le. In thewrite phaseof thebenchmarkpnly therootnodewritesthe le data.In theread
phaseof thebenchmarkall the processeattemptto readfrom the le. Again,aswith the
multi-client experimentqSection7.4.4),the ReadandWrite portions,aswell the portions
for eachrecordsizeareseparateavith barriers.

We measurehe readlateng, with andwithout IMCa and comparewith Lustre-1DS
(Cold). With IMCa, we useone MCD. Thereadlateng is shovn in Figure7.10. At 32
nodes,thereis a 45% reductionin latengy with IMCa over the NoCachecase. Also, as
may be seenfrom Figure7.10,IMCa providesbene t, thatincreasesith anincreasen
the numberof nodes.Sincewe areusinga singleMCD, with all the clientstrying to read
the datafrom the MCD in the sameorder we seethatthe time evenwith IMCa increases
linearly. With agreatemumberof MCDs, we expectbetterperformanceBecausef space
limitations, we do not presentthe numbersfor multiple MCDs here (they are available
in [75]). IMCa with 1 MCD provides slightly higherlateny comparedo Lustre-1DS
(Cold) upto 16 nodes.However, at 32 nodes)MCa with 1 MCD hasslightly lower lateng

thanLustre-1DS(Cold).
7.5 Summary

In this Chapterwe have proposeddesignedandevaluatedanintermediatearchitecture

of cachingnodes(IMCa) for the GlusterFS le system. The cacheconsistsof a bank
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of MemCachedsener nodes. We have looked at the impact of the intermediatecache
architectureonthe performancef avarietyof different le systemoperationsuchasstat,
ReadandWrite latengy andthroughput.We have alsomeasuredhe impactof the caching
hierarchywith singleandmultiple clientsandin scenariosvherethereis datasharing.Our
resultsshav that the intermediatecachearchitecturecanimprove stat performanceover
only thesener nodecacheby up to 82% and86% betterthanLustre. In addition,we also
seeanimprovementin the performanceof datatransferoperationsn mostcasesandfor

mostscenariosFinally, the cachinghierarchyhelpsusto achiee betterscalabilityof le

systemoperations.
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CHAPTER 8

EVALUATION OF CHECK-POINTING WITH
HIGH-PERFORMANCE 1/0

The peta op erahasdavnedwith the unveiling of the In niBand basedRoadRunner
clusterfrom IBM [26]. The RoadRunneclusteris a hybrid designconsistingof 12,960
IBM PowerXCell8i processorand6,480AMD OpterongprocessorsAs we movetowards
anexa op, the scaleof clustersin termsof numberof nodeswill continueto increase.To
take advantageof the scaleof theseclusters,applicationswill needto scaleup in terms
of numberof processesunningon thesenodes. Even as applicationsscaleup in sheer
size,anumberof factorscometogetherto increasehe runningtime of theseapplications.
First, communicatiorand synchronizatioroverheadncreasesith larger scale. Second,
applicationsdata-setxontinueto increaseat a prodigiousrate soakingup the increasean
computingpower. ENZO [48], AWM-Olsen[101], PSDNS[1] andMPCUGLES[93] are
examplesof real-world petascal@pplicationghatconsumendgeneratezastquantitiesof
data. In addition, someof theseapplicationsmay potentially run for hoursor daysat a
time. The resultsfrom theseapplicationsmay potentially be delayed,or the application

may not run to completionfor a numberof reasons.First, eachnodehasa Mean Time
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BetweenFailures (MTBF). As the scaleof the clusterincreasesit becomeanore likely
thata particularnodewill becomdnoperablebecausef afailure. Secondwith increasing
scale,differentcomponentsn the application,software stackand hardwarewill be exer
cisedto theirlimit. As aresult,bugswhichwould normally not shov up at smallerscales
mayshav up atlargerscalecausingheapplicationto malfunctionandabort. To avoid los-
ing alarge numberof computationatyclesbecausef faultsor malfunctions it becomes
necessaryo sase intermediateapplicationresultsor applicationstateat regular intervals.
This processis know as checkpointing. Saving checkpointsat regular intervals, allows
the applicationto be restartedn the caseof a failure from the nearestheckpointinstead
of from the beginning of the application. The overheadof checkpointingdependson the
checkpointapproactused,n concertwith thefrequeng andgranularityof checkpointing.
In addition,the characteristicef theunderlyingstorageand le systemplay a crucialrole
in the performanceof checkpointing. Thereare several differentapproacheso taking a
checkpointandthesearediscusseadhext in Section8.1. Following that,in Section8.2,we
examinetheimpactof the storagesubsystenon checkpoint-lgel performanceFinally, we

concludethis Chapterandsummarizeour nding in Section8.3.
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8.1 Overview of Checkpoint Approachesand Issues

Severaldifferentapproachesxist for checkpointing.They differ in theapproachaken
for checkpoininitiation, blockingversusnon-blockingaswell ascheckpoinsizeandcon-
tent. We will discusseachof theseissuesext. Following, thatwe discussanimplemen-
tation of checkpoint/restarin a popularparallelprogrammessaggassinglibrary MVA-

PICH2.
8.1.1 Checkpoint Initiation

Therearetwo potentialapproache$o initiating a checkpointapplicationinitiated and
systeminitiated. In applicationinitiated checkpointingthe applicationdecideswhento
starta checkpointand requestghe systemto initiate the checkpoint. This is usuallyre-
ferredto asa synchronousheckpoint. Asynchronousheckpointings alsopossible.In
asynchronousheckpointingthe applicationmay requesthat the checkpointbe initiated
by the systematregulartime intervals. The otherpotentialapproacho initiating a check-
pointis system-leel initiation. In system-l@el checkpointingthe systemdirectly initiates
the applicationcheckpoint,without interactionwith the application. This might happen
for example,if the systemadministratomwantedto migrateall the jobsfrom oneparticular
machineto anotheyor a particularmachineneedso be upgradedr rebooted.This might

alsohappenf thejob initiator requested checkpointeinitiated.
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8.1.2 Blocking versusNon-Blocking Checkpointing

A checkpoinmayrequiretheapplicationbe pausedvhile the checkpoinis taken. This
approachs usuallyeasyto implementthoughit might causeconsiderabl@verheadespe-
cially for long runningandlarge scaleparallelapplications.Anotherapproachs to allow
for anon-blockingcheckpointo take placewhile theapplicationis running. Thisapproach
is morecomplicatedo implement,sincethe parallelapplicationstatemight changewhile
the checkpointis beingobtained.A potentialsolutionto this problemis to make the data
sgmentsof the applicationread-onlyand usethe techniqueof Copy On Write (COW).
Besidesreducingthe overheadon the application,non-blockingcheckpointingallows the

checkpoint/O to be scheduledvhenthel/O subsystenis lightly loaded.

8.1.3 Application versusSystemLevel Checkpointing

Therearetwo potentialtechniquegor takinga checkpoint.The rst approachrequires
the applicationto take its own checkpoint. Advantagesnclude reducedcheckpointsize,
sincenot all datawithin the applicationneedto be checkpointed.Disadwantagesnclude
the additionaleffort requiredto develop anddelug the checkpointingcomponent®f the
applicationaswell asthe needto keeptrack of the datastructureghat changedetween
checkpoinintervals. Transparerdipplication-l&el checkpointingnaybeachiezedthrough
compilertechnique$90]. Additionally, ahybridapproachs possiblevheretheapplication
participatesn the creationof a checkpointout is assistedy a userlevel library [71]. The
otherapproachs system-lgel checkpointing,wherethe checkpointis performedtrans-

parentlywithout applicationmodi cation throughthe system,usuallythe kernelsuchas
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with Berkley Lab CheckpointRestart(BLCR) [68]. BLCR hasbeencombinedwith sev-
eral MessagdPassingLibraries(MPI) suchasLAM/MPI [98] andMVAPICH2 [73]. We

discusgshe MVAPICH2 checkpoint/restaffacility next.

MVAPICH2 Checkpoint/Restart Facility

MVAPICH2 is a messag@assindibrary for parallelapplicationswith native support
for In niBand [15]. It includessupportfor checkpoint/restafC/R)for theln niBand Gen2
device[73, 72]. Supportfor C/R is achiezedthroughinteractionbetweerthe MVAPICH2
library andthe kernel-level module BLCR [68]. Taking a checkpointinvolves bringing
the processeso a consistentstatethroughcoordinationwith the following steps. First,
all the processesoordinatewith one another andthe communicatiorchannelis ushed
andthenlocked. Following that, all In niBand connectionsare torn-dovn. Next, the
MVAPICH2 library on eachnoderequestghe BLCR kernelmoduleto take a blocking
checkpointon the process. After that, this checkpointdatais written to an independent
le; one le perprocess.Finally, all processeagaincoordinateto retuild the In niBand
reliable connectionsandtake careof ary inconsistenciet the network setupthat might
have occurredandunlock the communicatiorchannels Finally, the applicationcontinues
execution. Checkpointingn the MVAPICH2 library may involve considerableverhead,
becausef thecoordinatiorrequirementtheapplicationexecutionsuspensioandtheneed
to storecheckpointdataon the storagesubsystem.MVAPICH2 supportsboth attended
(userinitiated) and unattendedinterval basedcheckpointing.Next, we will evaluatethe

impactof the storagesubsystenon the performancef checkpointingn MVAPICH2. We
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donotdiscusor evaluaterestartperformancePleaseeferto thework by Pandagt.al.[73,

72] for adiscussioron restartperformance.

8.2 Storage Systemsand Checkpointing in MVAPICHZ2: Issues,Per-
formanceEvaluation and Impact

In this sectionwe attemptto understandheimpactof the storagesubsystenon check-

point performance.

8.2.1 StorageSubsystemissues

Taking a checkpoints anexpensve operationn MVAPICH2. Thisis mainly because
of theneedto exchangecoordinatiormessagebetweerall theprocessesAs notedearlier
the nal stepin thecheckpoinstagenvolvesdumpingthecheckpoindatato a le. Since,
the datamustbe syncedto the le beforethe checkpointis completedthe time required
to syncthe checkpointdatato the le is animportantcomponenbf the checkpointtime.
Thecharacteristicef theunderlyingstoragearchitectureor le systemplaysanimportant
role in thetime requiredto syncthe checkpointto the le. In Section8.2.2,we evaluate
the impactof two different le systemsnamelyNFS and Lustre on the performanceof
checkpointing.In Section8.2.3,we evaluatethe impactof changingapplicationsize on
checkpoinfperformanceFollowing thatin Section8.2.4,we look attheimpactof increas-
ing systemsize on the checkpointperformance.For all experimentswe useda 64-node
clusterwith In niBand DDR adapterandwith RedHatEnterpriseLinux 5 on all nodes.

Theclusteris equippedvith four storagenodeswith RAID HighPointdrives.
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8.2.2 Impact of Different File Systems

In the rst experimentwe measuredhovn MVAPICH2 CheckpointPerformanceés im-
pactedby different le systems.We expectthatalocal le systemsuchasext3 will offer
the bestperformancdor dumpinga checkpoint.However, the datastoredon alocal node
is subjectto the vagariesof hardware and otherunforeseerconsequencesn that partic-
ular node. For example,if the disk fails on that particularnode,the checkpointdatawill
belost andit will not be possibleto restartthe applicationfrom a reasonableheckpoint.
Correspondinglytherewill beno perceptiblebene t to usingthe checkpointingapproach.
Another possibilityis to usethe NFS directorymount. MostmodernUNIX basecclusters
have NFS mounteddirectories.SinceNFSis basedn the multiple client, singlesener ar-
chitectureasynchronousheckpointwill forcethe datato the NFSsener, whereit will be
immuneto client nodefailures. However, with large scaleparallelapplicationsthe single
senerin NFS might becomea bottleneckand causean unnecessargelayin performing
the checkpointandsubsequentlyn the executionof the application.Finally, it is possible
to usea parallel le systemsuchasLustrewith datastripedacrossmultiple dataseners
to reducethe time for the parallelwrite. We have evaluatedthesethreeoptionsandthey
areshowvn in Figure8.1. We evaluatedwo applicationBT andSPfrom the NAS Parallel
Benchmark$16]. We usedclassC for bothapplicationsandranthematasizeof 16-nodes.
We usedext3 asthelocal le-system(local), NFSover TCP (NFS)andLustrel.6.4.3with

four datasenersusingnative In niBand astheunderlyingtransportfor the experiments.
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Thenumberatthetop of the barscorrespondso the applicationexecutiontime in sec-
onds(asreportedby the benchmark)the numberin the middle correspondso the check-
pointdatasizein MegaBytesperprocesandpercheckpointand nally , thenumberatthe
bottomin eachbar correspondso the numberof checkpointsdaken. We used30 and 60
secondsasthecheckpoininterval. From Figure 8.1, we noticethefollowing trends.First,
therunningtime of theapplicationis worsewith NFSthanthelocal le systemandLustre
in all cases.The differenceis largestwith a 30 secondcheckpointinterval. With BT (30
secondintenal) the executiontime with NFSis 2.47 timesthat of ext3. At a 60 second
interval, the executiontime with NFSis 1.34timesthatof ext3. Similarly, with SR ata 30
secondnterval, executiontime with NFSis 2.04timesthatof ext3 andat 60 secondnter-
valsis 1.29timesthatof ext3. Clearly, the singlesener of NFS becomesa bottleneckas
eachprocesdriesto write thecheckpointo thesamesener. Thesinglesenerbottleneckis
alsothereasorbehindthedramaticreductionin applicationexecutionwhenthecheckpoint
intervaltimeis increasedrom 30 seconds$o 60 second¢1.93with BT and1.73timeswith
SP).

Thesecondmportanttrendwe obsene is that parallelapplicationexecutiontime with
checkpointingenableds lower whenusing Lustrewith four datasenersascomparedo
thelocal le system. Parallel applicationexecutiontime with BT, whenusingLustreis
approximatelyl1% lower thanext3 irrespectve of checkpointinterval time. For SP the
applicationexecutiontime with Lustreis approximatelyl7%lowerthanext3 at 30 second
intervals andapproximately8% lower at 60 secondntenals. We attribute this betterper

formanceto two factors. First, the RAID driveson the storagenodesusedby Lustrecan
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achieve I0zonebandwidthslightly over 400 MB/s ascomparedo the diskson the client
nodeswhich canattainapproximately70-80 MB/s. In addition,the write datais striped
acrossfour dataseners, giving us the advantageof parallel /0. As a result,checkpoint
executiontime is lowerwith Lustre.We uselLustre,with four datasenersfor all remaining

experiments.
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Figure 8.1: Impactof different le systemson
checkpointperformanceat 16 nodes. Referto
Section8.2.2for an explanationof the numbers
onthegraph.

8.2.3 Impact of Checkpointing Inter val

We also evaluatedthe effect of changingthe checkpointinterval. We keepthe le
systemthe samein all caseslustrewith four dataseners, which deliversthe bestper
formanceasdiscussedn Section8.2.2. We usedBT (classC) and SP (classD) for the

evaluation. The performanceat 36-nodegone process/nodes shovn in Figure 8.2 and
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at 16-nodegalsoone process/nodes shovn in Figure8.3. The checkpointingntervals
chosenare 0-secondgcheckpointingdisabled),30-secondsnd 60-seconds We canob-
sene the following trends. First, asexpectedwhencheckpointings disabled,we getthe
lowestapplicationexecutiontime. Whenthe checkpoininterval time is setto 30-seconds,
the applicationexecutiontime is maximum. With BT, at 36 nodesthe increasein time
is approximately9% andat 16-nodesthe increasan time is approximately5%. For SR
the correpondingncreasean timesareapproximately7% and5% respectrely. Whenthe
checkpointime interval is increasedo 60-secondghe differencen applicationtime with
no-checkpoinandwith checkpointings lower ascomparedo thatwith a 30-secondn-
terval. Theincreasan time for BT at 36 nodesis 3% andat 16 nodesis approximately
2%. Similarly, for SPthe correspondingncreasein time is approximately2% and 3%.
Clearly, usinga checkpoininterval of 60-secondsvith aLustre le systemusingfour data
senersintroducesvery little overheadgventhoughcheckpointings a blockingoperation.
We needto considerthat the storagespaceat the datasenersis a nite resources.Too
mary checkpointanight Il up the datasener storagespace.To dealwith this situation,
MVAPICH2-C/Rallows usto maintainthe lastN checkpointsdeletingthe onesprior to

that.

8.2.4 Impact of SystemSize

Finally, we evaluatethe overheadof checkpointingwith MVAPICH2-C/Ron BT per
formanceasthe systemsizeis increased.For a slightly differentscenariofrom the ones
usedpreviously, we usedclassD (the largestclassavailable with NAS) andtwo differ-

ent systemsizes,16-nodeq1 process/nodednd 64-nodeq1 process/node)The results

140



200

T 250 T
184.82 233.20
1801 r— 175.27 1 221.14 22556
1601 b 200+
18560 1ais0
1401 60MB 60MB AZ5.67 |
@ 122,00 g 119MB | [115MB
T 120 111.80 114.44 6CPs | [2CPs Q 150+
Q o 109MB | |104MB
3 100 3 7 CP: 3 CP:
% 58MB | | semB % v s
E 80 e 1CP g 1001
= =
601
401 ] 501
. 0 0
20 [ 30 30
160 . 60
0 0
BT SP BT SP
Application Application
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from theseexperimentsareshown in Figure8.4. We usedtwo differentcheckpoininterval

scenariosNo checkpointswhich establishesn upperboundon the parallelapplication
performance.The secondnterval scenarianvolvestaking checkpointsat two minutein-

tervals (120seconds)At 16-nodestheincreasan applicationtime is approximately22%
andat 64-nodess approximately35%. The numberof checkpointreatedthe applica-
tion needsto run for a longertime) andthe size of eachcheckpointare much larger at
classD ascomparedo classC. Thisis responsibldor theincreasen thetime requiredfor

checkpointing.Clearly, we needto take into accountthe applicationin-memorycoresize
while decidingon the checkpointinterval and uselonger checkpointintervals for larger
applicationsizes.Finally, with increasingsystensize,thereis animprovementin parallel
applicationperformancegspeciallyfor a strongscalingapplicationlike BT. However, the

reductionin applicationexecutiontime exacerbateghe checkpointingime component.
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Figure 8.4: CheckpointTime With BT classD
Lustrewith 4 dataserers

8.3 Summary

In this section,we evaluatedthe role of the storagesubsystenplaysin the processof
checkpointing. We nd primarily that the type of le systemand disk storagedirectly
impactsthe performancenf checkpointing.Of the three le systemd\FS, ext3 andLus-
tre evaluated,Lustre was shovn to performthe bestbecausef striping which spreadsa
large write acrosdifferentl/O datasenersin parallel. Thetype of the underlyingstorage
I/O disk alsoplaysan importantrole in the overheadintroducedby checkpointing. We
alsoobsenre that by increasingthe checkpointinterval time, the time lag introducedby
checkpointingmay be reducedo a nggligible level. Finally, with strongscalingapplica-
tions, with anincreasean the numberof processesgpplicationexecutiontime is reduced.
Checkpointingime asa percentageomponenbdf the applicationparallelexecutiontime

is increaseandthis exacerbateshe checkpointingoverhead.
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CHAPTER 9

OPEN SOURCE SOFTWARE RELEASE AND ITS IMPACT

In this dissertationwe have proposeddesignedand evaluatedcommunicationsub-
stratesfor a single sener network le-system (NFS/RDMA) and a clustered le-system
(PNFS/RDMA)overIn niBand. Theresearctperformedor theNFS/RDMA code(NFSv3
andNFSv4)is opensourcendis availableasa partof the OpenSolarikernel[29]. The
OpenSolarikernelandstorageare usedby a large communityof academicresearctand
commercialenterprisg17, 82]. In addition,the OpenSolarigiesignis interoperablevith
the Linux NFS/RDMA design,which is availableaspartof the Linux kernel. Finally, the

pNFS/RDMAdesignwill be madeavailableasanopensourc@roject.
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CHAPTER 10

CONCLUSIONS AND FUTURE RESEARCH DIRECTIONS

In thisdissertationywe haveresearchedhigh-performanc&lFSoverin niBand (NFSv3
andNFSv4),NFS with RDMA in a WAN ervironment,pNFSover In niBand, aninter
mediatecachingsubstratdor a distributed le systemand nally anevaluationof a high-
performancecheckpointfor a parallel le system.As discussedn the previous Chapter
a majority of thesedesignsare availablein an open-sourcenanner Eventhoughthese
researchcomponentsare primarily orientedtowards storagesubsystemsthey may very

easilybeappliedto otherprogrammingparadigmssuchasMPI.

10.1 Summary of contributions

Overall, our maincontributionsinclude:

10.1.1 A high-performancesingle-serer network le system(NFSv3)
over RDMA

Our designincludesclientsandsenersfor both Linux andOpenSolarisaswell inter-

operabilitymechanismbetweenthesetwo implementations We have alsocomparedhe

tradeofs andmeasuredhe performancenf a designwhich exclusively usesRDMA Read
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aswell asa designwhich usesa combinationof RDMA ReadsandRDMA Writes. These
resultsshowv thatthe RDMA Read/RDMAWrite baseddesignperformsbetterthanthe
RDMA Readonly baseddesignin termsof 10zoneReadbandwidthand CPU utilization.
In addition,the RDMA Read/RDMAWrfrite designexhibits bettersecuritycharacteristics
ascomparedo theRDMA Readonly baseddesign.In addition,we shav thatthe peculiar
natureof communicatiorin NFS protocols,force memoryregistrationoverheadn In ni-
Bandto the surface,limiting performance.Specialregistrationmodesaswell asa buffer
cachecanconsiderablyhelp enhanceperformancethoughthesemechanismshemseles
have their own limitations, particularlyin termsof security
10.1.2 A high-performancesingle-serer network le system(NFSv4)
over RDMA

Ourdesignfor RPC/RDMAwasalsoenhancedor NFSv4.NFSv4enablesigherper
formancethroughmechanisméike COMPOUND operationsWe researchhe challenges
of designingan RPC over RDMA protocolfor COMPOUND operations. COMPOUND
operationsarepotentiallyunboundedn length,while RDMA operationsn In niBand are
requiredto have a x edlength. Our evaluationsshaw that, becauseof the overheadof
COMPOUNDoperationsn In niBand, NFSv4performancas slightly lowerthanNFSv3

performance.

10.1.3 NFSover RDMA in aWAN environment

We alsoinvestigatedhe NFS over RDMA protocolin a WAN ervironment. These

evaluationsshav thatthe RPCover RDMA protocolout-performsTCP/IPup to distances
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of 10 km, but beyond that, becauseof limitations in the In niBand RDMA protocolin
WAN ervironments,doesnot performaswell asthe TCP/IP protocol. We attribute this
dropin performancemainly to the limited buffering availableon existing In niBand DDR
NICs. We expectthe performanceo be signi cantly betterwith the ConnectXNICs.
10.1.4 High-Performanceparallel network le-system (pNFS)over In-
niBand

We alsoproposedesignandevaluatea high-performancelusteredNAS. Theclustered
NAS usegaralleINFS(pNFS)with anRDMA enabledransport\We consideranumberof
designconsiderationandtrade-ofs, in particular buffer managemerdttheclient, DS and
MDS, scalabilityof theconnectionsvith increasingiumberof clientsanddataseners.We
alsolook athow anRDMA transporimaybedesignedvith sessionsvhich givesusexactly
oncesemanticsOur evaluationsshaw thatenablingpNFSwith aRDMA transportwe can
decreas¢helateng for smalloperationdy up to 65%in somecasesAlso, pNFSenabled
with RDMA allows us to achiese a peaklOzoneWrite and Readaggreatethroughput
of 1,800+MB/s (150% betterthan TCP/IP)and 5,000+ MB/s (188% improvementover
TCP/IP)respectiely, usinga sequentiatraceand8 dataseners. Also, evaluationwith a
Zipf tracedistribution allows usto achieve a maximumimprovementof up to 27% when
switching transportsfrom RDMA to TCP/IR Finally, applicationevaluationwith BTIO
shavs thatthe RDMA enabledransportwith pNFS performsbetterthana transportwith

TCP/IPby upto 7%.
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10.1.5 Intermediate Caching Ar chitecture

In this portion of the dissertationye have proposeddesignedandevaluatedan inter-
mediatearchitectureof cachingnodes(IMCa) for the GlusterFSle system. The cache
consistsof a bank of MemCachedsener nodes. We have looked at the impact of the
intermediatecachearchitectureon the performancef a variety of different le systemop-
erationssuchasstat,ReadandWrite lateng andthroughput.We have alsomeasuredhe
impactof the cachinghierarchywith single and multiple clientsandin scenariosvhere
thereis datasharing.Ourresultsshawv thattheintermediateeachearchitecturecanimprove
statperformanceveronly thesenernodecacheby upto 82%and86%betterthanLustre.
In addition,we alsoseeanimprovementin the performanceof datatransferoperationsn
mostcasesandfor mostscenariosFinally, the cachinghierarchyhelpsusto achiese better

scalabilityof le systemoperations.
10.1.6 System-Lerel Checkpointing With MVAPICH2 and Lustre

As a partof the dissertationwe evaluatedthe role the storagesubsystenplaysin the
proces®f checkpointingWe nd primarily thatthetypeof le systemanddisk storagedi-
rectlyimpactsthe performancef checkpointing Of thethree le systemsvaluatedNFS,
ext3 andLustre,Lustrewasshavn to performthe best,becausef stripingwhich spreads
large write acrosdifferentl/O datasenersin parallel. Thetype of the underlyingstorage
I/0O diskalsoplaysanimportantrole in theoverheadntroducedby checkpointingWe also
obsenre thatby increasinghe checkpointinterval time, the time lag introducedby check-

pointing may be reducedto a negligible level. Finally, with strongscalingapplications,

147



with anincreasan the numberof processesapplicationexecutiontime is reduced.The
checkpointcomponentisa percentag®f the overall applicationexecutiontime is higher

andcorrespondinglycheckpointoverheads exacerbated.

10.2 Future Reseach Directions

We alsoproposehefollowing futureresearchdirections:
10.2.1 Investigationof registration modes

As partof thefuturework, we would lik e to studyhow supportfor upcomingregistra-
tion modeslike memorywindowswill impactperformance.Memory windows decouple
registrationinto differentstagesallowing usto usea pipelinefor registration. This may
allow theuserto getthe bestof bothworlds, secureegistrationof largeareasandreduced

overheadecausef the pipelining.
10.2.2 Scalability to very largeclusters

In additionwe would lik e to studyhow the sharedreceve queug(SRQ)supportin In-
niBand will impactperformanceSRQallowsto usto cutdowvn onthenumberof commu-
nicationbuffer per connection.This reduceghe memoryfootprint of the communication

stackwith increasingclusterscale.
10.2.3 Metadata Parallelization

Metadatgparallelizatiorallowsthe le systento ef ciently createandmutatemillions

of objectsin a distributed le system. This is especiallyrelevantto ervironmentswhere
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millions of small les may be createdbersecond.Thesescenario®ccurin bothscienti c
aswell asenterpriseervironment. In addition, metadatgparallelizationmay potentially

utilize primitiveson the NIC to enhanceperformance.
10.2.4 InniBand basedFault Tolerancefor storagesubsystems

As part of future directions,we would like to explore how to designa fault tolerant
pNFSenabledvith RDMA. pNFSallows usto usemulti-pathingto enableredundantiata-
seners. Alternatively, an RDMA enabledoNFSdesignmay take advantagef network-
level featuredik e AutomaticPath Migration (APM) in In niBand. APM allows alternate
pathsin the network to be utilized when faultsin the network causethe connectionto
break. We would alsolik e to explore how the sharedreceve queue(SRQ) optimization
maybeusedwith anRDMA enabledRPCtransporthatusessessionsSessionsequirethe
resenationof slotsor RDMA eagetuffersperRPCconnectionDedicatinga x ednumber
of buffers might have animpacton the scalability of larger systemsdeployed with pNFS.
Finally, we would lik e to evaluatethe scalabilityof our RDMA enabledoNFSdesign.
10.2.5 CacheStructure and Lookup for Parallel and Distrib uted File

Systems

As partof futurework, we planto investigatedifferenthashingalgorithmsfor distribut-
ing thedataacrosghecacheseners.In addition,wewouldalsolik eto look athow network
mechanismdik e RemoteDirect Memory Access(RDMA) in In niBand canhelpreduce
the overheadof the cachebankandalsoprovide strongercohereng. We alsoplanon re-

searchinghow the setof cachesenersmaybeintegratedinto a le systemsuchasLustre,
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whereit canpotentiallyinteractwith the clientandsener caches.Finally, we would also
lik e to studytherelative scalability of a coherentlient sidecacheanda bankof interme-

diatecachenodes.

10.2.6 Helper Coreto ReduceCheckpoint Overhead

We alsoproposeo usehelpercoresto reducecheckpointoverhead Multicore clusters
arebecomingncreasinglypopular Becausef limitationswith applicationssuchaspower
of two scalingandschedulindimitations,someof the coreson eachnodesnaygo unused.
Also, asmulticoresystemsevolve, someof the coresmay be heterogeneouanddesigned
for speci c tasks.Someof thesecoresmay be usedfor differenttaskssuchascheckpoint

compressiomr incrementacheckpointing.
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APPENDIX A

LOS ALAMOS NATIONAL LABORATORY COPYRIGHT NOTICE
FOR FIGURE RELATING TO IBM ROADRUNNER

Unlessotherwiseindicated thisinformationhasbeenauthoredy anemplo/eeor em-
ployeesof the University of California, operatorof the Los Alamos National Laboratory
underContractNo. W-7405-ENG-36with theU.S. Departmenof Enegy. TheU.S.Gov-
ernmenthasrightsto use,reproduceanddistributethis information. The public may copy
and usethis information without chage, provided that this Notice and ary statemenbf
authorshiparereproducean all copies.Neitherthe Governmennor the Universitymakes
ary warranty expressor implied, or assumesry liability or responsibilityfor the useof

this information.
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