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ABSTRACT

TheInternetagehasexponentiallyincreasedthevolumeof digital mediathat is being

sharedand distributed. BroadbandInternethasmadetechnologiessuchas high quality

streamingvideoon demandpossible.Largescalesupercomputersalsoconsumeandcre-

atehugequantitiesof data. This mediaanddatamustbe stored,catalogedandretrieved

with high-performance.Researchinghigh-performancestoragesubsystemsto meettheI/O

demandsof applicationsin modernscenariosis crucial.

Advancesin microprocessortechnologyhavegivenriseto relativelycheapoff-the-shelf

hardwarethatmay beput togetheraspersonalcomputersaswell asservers. Theservers

maybeconnectedtogetherby networking technologyto createfarmsor clusters of work-

stations(COW). Theevolutionof COWshassigni�cantly reducedthecostof ownershipof

high-performanceclustersandhasallowedusersto build fairly largescalemachinesbased

on commodityserverhardware.

As COWs have evolved,networking technologieslike In�niBand and10 GigabitEth-

ernethave alsoevolved. Thesenetworking technologiesnot only give lower end-to-end

latencies,but alsoallow for bettermessagingthroughputbetweenthenodes.This allows

usto connecttheclusterswith high-performanceinterconnectsata relatively lowercost.

ii



With thedeploymentof low-cost,high-performancehardwareandnetworking technol-

ogy, it is increasinglybecomingimportantto designa storagesystemthat canbe shared

acrossall thenodesin thecluster. Traditionally, thedifferentcomponentsof the�le system

have beenstringedtogetherusing the network to connectthem. The protocolgenerally

usedover thenetwork is TCP/IP. TheTCP/IPprotocolstackin generalhasbeenshown to

havepoorperformanceespeciallyfor high-performancenetworkslike10 GigabitEthernet

or In�niBand. This is largelydueto thefragmentationandreassemblycostof TCP/IP. The

costof multiple copiesalsoservesto severelydegradetheperformanceof thestack.Also,

TCP/IPhasbeenbeenshown to reducethecapacityof network attachedstoragesystems

becauseof problemslike incast.

In thisdissertation,we researchtheproblemof designinghigh-performancecommuni-

cationsubsystemsfor network attachedstorage(NAS) systems.Speci�cally, wedelve into

the issuesandpotentialsolutionswith designingcommunicationprotocolsfor high-end

single-server andclusteredserver NAS systems.Orthogonally, we alsoinvestigatehow a

cachingarchitecturemaypotentiallyenhancetheperformanceof a NAS system.Finally,

we look at the potentialperformanceimplicationsof usingsomeof thesedesignsin two

scenarios;over a long haul network andwhenusedasa basisfor checkpointingparallel

applications.
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CHAPTER 1

INTRODUCTION

Humanityhasincreasinglybecomedependenton digital mediafor work andpleasure.

The Internethastransformedthe way we work andplay andhasrevolutionizedthe way

informationis createdanddistributed.With theexponentialgrowth in theamountof infor-

mationcreatedby thedigital age,storingthis informationhasincreasinglybecomea chal-

lenge.Thesechallengesarecomplicatedby legal requirementswhich requiretheretrieval

of this informationreliablymany yearsinto thefuture.Also, with thewideavailability and

useof broadbandInternet,streamingdigital mediacontenthasbecomewidespread.This

increasinglyraisesthebaron performancerequirementsfor thestoragesubsystems.

At the otherendof the spectrum,supercomputersare epitomizedin the public con-

sciousnessby the chesscompetitionbetweenKasparov andBig Blue [59]. Thesesuper-

computersarebeingusedat many sitesto performscienti�c simulationsof nuclearand

atomicphenomena.Advancesin microprocessortechnologyhave givenrise to relatively

cheaphardwareandmay be put togetheraspersonalcomputersaswell asservers. The

serversmay be connectedtogetherby networking technologyto createfarmsor clusters
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of workstations(COW). Theevolutionof COWshassigni�cantly reducedthecostof own-

ershipof high-performancesystemsandhasallowed usersto build fairly large scalesu-

percomputersbasedon clusteredhardware[30, 94]. Figure1.1 shows IBM RoadRunner;

the �rst clusterto reacha peta�op usingoff-the-shelfcomponents.Simulationson these

large scalesystems,storeandgeneratevastamountsof data. High-performance,timely

accessto applicationdatabecomescrucially importantasit is oftena limiting factorin the

performanceof thesesystems.

As clustersincreasein sheersize,faultsin theselarge scalesystemsbecomeincreas-

ingly common[84, 37]. To protectapplicationrunsfrom thesefaultsin a timely manner,

theselongrunningapplicationsandprogramsneedto becheckpointedat regularintervals,

sothat theapplicationsmaybereliably restartedin thecaseof failures.Storingthesevast

amountsof check-pointdatamayposeaburdenon thestoragesub-system.

As COWs have evolved,commoditynetworking technologieslike In�niBand [8] and

10 GigabitEthernet[47] have alsoevolved. Thesenetworking technologiesnot only give

lower end-to-endlatencies,but also allow for bettermessagingthroughputbetweenthe

nodesascomparedto traditionalFibre ChannelandGigabit Ethernet.Theseallow us to

connecttheclusterswith high-performanceinterconnectsata relatively lowercost.

Asclusteringandnetworkingtechnologyhaveevolved,storagesystemshavealsoevolved

to provideseamless,namespacetransparent,reliableandhigh-performanceaccessto user-

level dataacrossclusters.However, thesestoragesystemsarenot designedto take advan-

tageof the propertiesof high-performancenetworks. In this dissertation,we look at the

issuessurroundinghigh-performancestoragesystemsandnetworks. In this Chapter, we

2



provide a backgroundandoverview of storageresearch.Therestof this Chapteris orga-

nizedasfollows. In Section1.1,we discussbasic�le systemconcepts.Next, Section1.2

discussesstoragearchitectures.Following that,Section1.3discussessomecommonlyused

�le systems.Finally, Section1.4 surveys networking technologyusedin storageenviron-

ments.

In Chapter2, we discussthe problemsaddressedin this dissertationandalsoprovide

anoverview of remainingChapters.

Figure1.1: IBM RoadRunner:the�rst peta�op cluster. Courtesy, Leroy
N. Sanchez,LANL [26], copyright, AppendixA
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1.1 Overview of StorageTerminology

In this section,we brie�y describethecommonlyusedconceptsandtermninologyre-

lating to �le systems.Note that someterminologyis usedinterchangeablyin available

literature.We will explain thedifferencesandourusagein thetext.

1.1.1 File SystemConcepts

Processesanduserson UNIX systemsandderivativesgenerallystoreinformationin

�les that residein directories. Directoriesthemselves could containdirectories,which

could leadto fairly deeplevelsof nesting. The majority of modernstoragedevicessuch

asdisk drivesarenot awareof �le, directoryor otherprocesslevel storageabstractions.

Thesestoragedevicesaremostly responsiblefor storingandretrieving �x ed sizedunits

of data[54]. File systemsareusuallylayeredbetweentheuserandstoragedevice. They

provide the�le anddirectoryabstractionto theuser. Besidesmaintainingthebasicssuch

as�le permissions,providing andmaintaining�le pointersanddescriptors,�le systemsare

alsoresponsiblefor thefollowing:

� Moving informationor datafrom processesto �les andeventuallyto theunderlying

storagedevicesandvice-versa.

� Allowing appropriatelyauthorizedaccessto �les anddirectories.

� Arbitratingbetweenmultipleprocessesaccessingthesame�le.

4



� Managingtheblocksontheunderlyingstoragedevice(s).Thesefeaturesincludelist-

ing setsof freeblockson thedevice,allocatingtheseblocksto �les anddeallocating

theseblockswhenthe�les shrinkin size.

� Reducingtheimpactof slow accessto andfrom thestoragedevice.

� Keepingthe�le systemconsistentasstoragedevicesfail andtherearepoweroutages.

� Providing datarecovery whendatais corruptedandfail-over modesin the faceof

irrecoverableerrors.

Most �le systemfacetheseissues,irrespectiveof whetherthey areonasinglecomputeror

distributedacrossaclusterof computers.Weexaminetheconceptof a�le in Section1.1.2.

Following that,welook athow a�le systemorganizesblocksavailableonastoragedevice.

We then discusshow theseblocks are usedto storeand access�le and directory data.

Finally, weexaminethecommoncachingandbufferingtechniquesusedto optimizeaccess

to data.

1.1.2 UNIX Notion of Files

A UNIX �le consistsof a sequenceof bytesfrom 0..N-1,whereN is the lengthof the

�le in bytes.A UNIX systemdoesnot assignany speci�c meaningto thebytes;it is up to

theapplicationto interpretthebytes.On typical UNIX systems,�les usuallyhave a user-

id andgroup-id. It is possibleto specifyseparateread,write or executepermissionsfor

theuserandgroup. In addition,it is alsopossibleto specifytheseaccesspermissionsfor

everybodyelsenotincludedin thegroup-id.Inorderto accessthe�le, aprocesswill request
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thata particular�le beopened.Oncethe �le systemdeterminesthata particularprocess

hasappropriatepermissionsto accessa given �le, a �le pointeror descriptoris returned

to thecalling process.The�le pointerhasanimplicit bytelocationin the�le which starts

at bytezeroin the �le andis incrementedby read/writeoperations.This �le pointermay

also be explicitly changedby seekoperations. A �le may be accessedconcurrentlyby

multiple differentprocesses.Eachof theseprocesseswill have its own independent�le

descriptor. Con�icting writesfrom differentprocessesareusuallyresolvedby maintaining

sequentialconsistency. Sequentialconsistency is generallyeasyto maintainin a local �le

system,but much harderto maintainin a parallel or distributed �le system. Files may

be of different types; regular �les that containprocess-level data,memorymapped�les

which allow processesto readandwrite to �les thataremappedto locationsin memory.

Othertypesof �les includesocket �les thatareusedfor interprocesscommunicationand

device �les thatareusedfor communicationbetweenuser-level andkernel-level entities.

File typesandtheir implementationarediscussedcomprehensivelyby Pate,et.al.[66]. File

systemsareusuallyimplementedaspartof thesystemkernel.Theinterfaceto access�les

is calledtheVirtual File System(VFS) interfaceandis a POSIXstandard[88]. Additional

informationon theUNIX �le modelis availablein [66, 92,54,97].

1.1.3 Mapping �les to blocks on storagedevices

File Systemsmay be layeredon-top of a variety of different storagemediasuchas

magnetictapes,magneticdisks,optical disksor �oppy drives. The vastmajority of �le

systems,includingtheoneswewill considerin thisdissertationarelayeredon-topof mag-

netic disks. We brie�y discussthe architectureof magneticdisks. Storagemediathat is
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containedwithin thesameenclosureasthecomputedevice is usuallyreferredto asDirect

AttachedStorage(DAS). DAS interfacesareusuallybasedon SCSIor SATA. A magnetic

disk is dividedinto anumberof concentrictracks.In turn,eachconcentrictrackis divided

into sectorsor unitsof data.Becauseof thegeometryof thedisk,sectorsontheoutertrack

maybelessdenselypackedascomparedto thoseon the innertracks.Moderndisk drives

may have the samedensityof sectorson the outer track ason inner tracks. As a result,

theheadsin moderndisksmayneedto readandwrite dataat differentratesdependingon

the areaof the disk they areaccessing.The minimum unit of datathat may be accessed

from a magneticdisk is a sector. Modifying only onebyte of dataon a disk will require

the entiresectorcontainingthat byte to be readinto memory, modi�ed andthenwritten

backto disk. This read-modify-writeoperationtendsto be prohibitively expensive, and

mayreduceperformance.

File systemsmusttranslatebetweentheabstractionof a�le anddisksectors.To achieve

this,whena �le is created,the�le systemwill usuallyallocatea numberof sectorson the

disk for the�le. Wereferto thisasablock. Thelist of blocksallocatedto a �le is storedin

adatastructurecalledaninode(index node).Theinodealsousuallycontainsdetailsabout

the�le creationtime,permissionsandsoon. As the�le increasesin size,theinodefor the

�le might not be large enoughto hold the referencesto all the blocksfor the �le. Some

of the blocks referencesin the inodefor the �le might point to secondaryinodescalled

indirect blocks,which areactuallyreferencesto datablocks. This may be extendedto a

tertiaryor higherlevel, dependingon thesizeof the �le. Directoriesarealsorepresented

with inodes. The entriesin the inodesfor the directoryrefer to inodesfor �le andother
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subdirectories.Whena processrequestsa �le, the �le systemneedsto accesseachof the

inodesalongthepathto the�le. To reducethe impactof theselookups,most�lesystems

maintainan inodecache.The inodecachecandramaticallyimprove the performanceof

extensively usedinodessuchas the inodecorrespondingto the root directoryof the �le

system,or thesystempassword �le.

1.1.4 Techniquesto impr ove �le systemperformance

I/O accessperformancedependsontheperformanceof theunderlyingdiskdrive. Since

diskdrivesaremechanicaldevices,diskdriveperformanceis ultimatelylimited by theseek

timeof theheadasit swingsacrossthediskplatterandis positionedin thecorrectlocation

for readingthedata. It alsodependson therateat which datamaybereadfrom thedisk,

which dependson the speedof rotation of the disk platter. Clearly, thereare physical

limitations to the performanceof magneticdisk drive technology. The �le systemmay

attemptto reducethe impact of the disk by placing blocks of the same�le adjacentto

eachotheron thedisk. However, this only improvestheaccessperformanceof sequential

workloads,i.e. it doesnothingto improve the performanceof randomworkloads. Also,

pathlookuptime requiresfetchingthe inodeblock of eachsubdirectoryin thepathof the

�le. To reducetheaccesstime of severaloperations,�le systemsusuallymaintaina data

buffer cache.Thebuffer cachestoreswrites from a processandthenwrites it to thedisk

in stages.This processis calledwrite behindandhidesthe latency of the disk from the

process.Also, blocksthatarereusedfrom thebuffer cacheexperiencevery little overhead

on reads.In addition,sequentialI/O accesspatternsmaybeoptimizedby “readingahead”

the dataandstoring it in the buffer cache. Sincethe buffer cacheis locatedin volatile
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memory, a crashmight losewrite data.SomesystemsuseNVRAM (Non Volatile RAM)

to reducetheimpactof losesdueto acrash.

1.2 Overview of StorageAr chitectures

With problemsin scienceandtechnologyincreasinglybecominglarger, clustersbuilt

with commodityoff-the-shelfcomponentsareincreasinglybeingdeployedto tacklethese

problems.As thenumberof nodesin theclusterincreasesin size,it is importantto provide

uniform storageperformancecharacteristicsto all thenodesacrossthecluster. To enable

thesetypesof performancecharacteristics,it becomesnecessaryto useclusteringtech-

niqueson the storagesystemitself. Broadly, storagearchitecturesmay be classi�ed into

Direct attachedStorage(DAS), Network AttachedStorage(NAS), SystemAreaNetworks

(SAN), ClusteredNAS (CNAS) andObjectStorageSystems(OSS).Wediscussthesalient

featuresof eachof thesearchitecturesnext.

1.2.1 Dir ectAttached Storage(DAS)

Most modernoperationssystemssuchasLinux, BSD andSolaristhatrunona generic

computerbox basedon commoditycomponents,storeoperatingsystemcon�gurationand

applicationdataon a local �le system.Thelocal �le systemin mostoperatingsystemsis

layeredasshown in Figure1.2. Theapplicationsgenerallyrun in user-space.Most local

�le systemsaregenerallyimplementedwithin theoperatingsystem.To make I/O system

calls, the applicationneedsto trap into the operatingsystemvia systemcalls. The �le

systeminterfacecomponentof systemcalls,usuallyreferredto astheVirtual File System

(VFS) interface,is a POSIX standard[88]. Following that, the I/O call is processedby
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theFile SystemUserComponent, whichperformschecksfor userauthorization,read/write

accesspermissionandquotachecks.Following thesechecks,theFile SystemUserCompo-

nentmayattemptto satisfytherequestthrougha cache.TheFile SystemUserComponent

mayalsoattemptto prefetchI/O datafrom thestoragesubsystem,especiallyif theaccess

patternis sequential.If therequestcannotbesatis�ed throughthelocal cache,it is passed

to theFile SystemStorageComponent, whichtranslatestherequestinto sectors,blocksand

cylindersthat may be interpretedby the underlyingstoragedevice. The underlyingstor-

agedevicemaybedirectlyattachedto thecomputenodethrougha SCSIinterface[27], or

via a SystemAreaNetwork (SAN) [55] suchasFibreChannel[100]. Therearea variety

of differentlocal �le systemssuchasext3 [10], reiserFS[25], NTFS [20], ufs [31], Sun

ZFS [33], NetApp WAFL [32] andSGI XFS [86]. These�le systemsaredesignedand

optimizedfor a variety of differentproperties;namelyperformance,scalability, reliabil-

ity andrecovery. In this dissertation,we mainly focuson �le systemsthat spanmultiple

differentclient andstoragenodesin a distributedandclusteredenvironment. A local �le

systemis an importantcomponentof a distributed�le systemasit usuallyis responsible

for managingtheback-endstoragenodesof thedistributed�le system.Thecharacteristics

of thelocal �le systemdirectly affect thepropertiesof thedistributed�le systemandmay

complicatethedesignof thedistributed�le system,dependingon thespeci�c qualitieswe

would like to achieve.
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1.2.2 Network StorageAr chitectures: In-Band and Out-Of-Band Ac-
cess

Dependingon how metadatais accessed,storagesystemsmay be categorizedas In-

Band(Figure1.3)andout-of-band(Figure1.4). In In-Bandsystems,themetadatais stored

togetherwith theregulardataon thesame�le system.As a result,accessto metadatamay

becomeabottleneck,sinceit maybedelayedby accessto largedatablocks.Metadatausu-

ally includesinformationsuchasthelocationof differentpartsof a �le in additionto other

informationsuchasthepermissionandmodi�cation timesof the�le. Fast,high-speedac-

cessto metadatainformationusuallyhelpsimprove�le systemsperformancesubstantially.
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By storing the metadataanddataon separateservers(out-of-band),the metadataaccess

timemaybesubstantiallyimproved.

FileServer
Metadata
Manager

Client

Figure1.3: In-BandAccess

Client

Manager
Metadata FileServer

Figure1.4: Out-of-BandAccess

1.2.3 Network Attached Storage(NAS)

In Network AttachedStorage(NAS) systems,the�le systemis dividedinto two com-

ponents,aclientandaserver, whichresideondifferentnodes.Theclientcomponentof the

�le systemsendsI/O requestsfrom theapplicationto the�le systemserveroveranetwork

suchasGigabitEthernetor In�niBand. Theserverprocessestheclientrequestsin amanner

similar to thatdescribedin Section1.2.1andthensendsthe responsesbackto the client.

Theserver nodegenerallycontainsmostof thecomponentsof the local �le system.The

�le systemprotocolstackin thecaseof NAS is shown in Figure1.5. This impliesthatthe

NAS generallyhasa singleserver or head.By locatingthesame�les in a singlelocation,

12



NAS helpssolvetheproblemof multipledifferentcopiesandversionsof thesame�le and

dataresidingin differentlocal �le systems.However, NAS exposesa new setof problems

not presentwith a local �le system.Theseproblemsincludenetwork round-triplatency,

possibilityof droppedor duplicatenon-idempotentI/O requests,increasedoverheadat the

server headand limited scalability as the server increasinglybecomesa bottleneckand

�nally , increasedexposureto failures,sincetheNAS headis asinglepointof failure.Usu-

ally, theproblemswith performanceandfailuresmaybealleviatedto someextentby using

Non-Volatilememory(NVRAM) to storesometransactionsor componentsof transactions

at the server [18]. Network File System(NFS) [36] andCommonInterfaceFile System

(CIFS)areexamplesof widely deployedNAS systems.

1.2.4 SystemAr eaNetworks (SAN)

SystemArea Networks (SANs) provide high-speedaccessto dataat the block-level

asshown in Figure1.6. SANs may be implementedaseithersymmetricor asymmetric.

In the symmetricimplementation,eachclient runs part of the metadataserver or block

I/O manager. Theclientsusea distributedprotocolto coordinate.Theasymmetricimple-

mentation(picturedin Figure1.6), usesa sharedblock-level manager, which the clients

contactbeforeattemptingto accessdatathroughthe SAN network. SAN may be used

aseithera componentof a local �le system,or re-exportedthroughtheserver of a NAS.

TraditionalSANswentthroughFibreChannel.As networkssuchasGiabit-Ethernethave

becomewidespread,protocolssuchasiSCSI(SCSIoverTCP/IP)havealsobecomepopu-

lar. Lately, with RDMA enablednetworkssuchasIn�niBand becomingpopular, protocols

suchasiSER(iSCSIoverRDMA) havealsobeenwidely deployed.
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1.2.5 ClusteredNetwork Attached Storage(CNAS)

Thesingleserver in traditionalNAS architecturesbecomesa bottleneckwith increas-

ing numberof clients. This limits the scalabilityof singleheadedNAS. To alleviate the

scalabilitylimitations,multi-headedor clusteredNAS have evolved. In theclusteredNAS

architecture,shown in Figure1.7 multiple NAS serversor headssharethesameback-end

storage.Sincethe datamuststill �o w throughthe NAS server; multiple memorycopies

within the NAS server and network protocol stackand transmissionoverheadlimit the
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achievableI/O performance.In addition,becausetheNAS serversadda level of indirec-

tion betweenthestoragesubsystemandclients,this increasesthe costof building sucha

system.Alternatively, thestoragesubsystemmaybedirectlypartof theNAS head,instead

of aspartof aseparateSAN. Thiscouldhelpreducethecostof theclusteredNAS system,

but dependingon thethedesignof theclusteredNAS, might reducethebroadavailability

of datato all NAS headsandintroduceadditionalfault-toleranceproblems.

Architecturally, clusteredNASsmaybedesignedin two differentways. The�rst way

is theSANre-exportwayshown in Figure1.7.As discussedearlier, theSAN storagenodes

areexposedto the client throughthe NAS heads.SAN re-exportssuffer from the same
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problemastraditionalSAN with respectto blockallocationandwrites. In addition,there-

exporting introducesadditionalcoherency problemsbetweentheNAS servers. Thereare

two potentialsolutionsto thecoherency problem,forceWritesthroughto theSAN, or use

thecoherency protocolof theSAN. Examplesof SAN re-export implementationsinclude

IBRIX [7], Polyserver [6] andIBM' s GPFS[83].

Thesecondtechniqueof designinga NAS is theRequestForwardingApproach shown

in Figure 1.8. In the RequestForwarding Approach, eachNAS headis responsiblefor

accessto a subsetof thestoragespace.Theclientscanforwardrequeststo theNAS heads

with which it communicates.The NAS heads,can chooseto either servicethe request

directly, or forward the requestto the owner of the storagearea.The bene�ts of directly

servicingtherequestis that if it is availablein thecache,it canbedirectly servicedfrom

thecache.This allows theNAS headsto beusedfor cachingpopularrequests.However,

one needsto worry aboutmaintainingthe cachescoherent. Forwarding the requestto

the NAS headeliminatesthe requirementto maintainthe cachescoherent.However, the

limited amountof cacheandthebottleneckof asingleservermayreducetheeffectiveness

of thisapproach.Examplesof aClusteredNAS thatusetheforwardingmodelareNetApp

GX [65], Isilon [12] andIBRIX [7].

1.2.6 Object BasedStorageSystems(OBSS)

ObjectBasedStorageSystemsarethelatestevolution in storagetechnology. File Sys-

temsarelayeredon-topof objectstoragedevices(OSD).File SystemsusetheOSDinter-

faces.TheOSDsactascontainersof dataand�le systemattributes.OSDscontainfeatures

for block managementand security. Unlike traditional block-orientedstoragesystems,
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OSDsalsounderstandhigh-level detailssuchasdatastructureand layout. Usually, I/O

datatransfersaredecoupledandtakesplaceout-of-banddirectly betweentheclientsand

theOSDs.Also, clusteringtechniquessimilar to thosein clusteredNAS environmentsare

usedto improvescalabilityandperformance.Examplesof ObjectBasedStorageSystems

includeLustre[43] andthePanasas�le system[46].

1.3 RepresentativeFile Systems

In this section,we discusssomerepresentative �le systems.We mainly focuson the

Network File System(NFS)andLustre.
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1.3.1 Network File Systems(NFS)

Network File System(NFS) [36] is ubiquitouslyusedin mostmodernUNIX based

clustersto export homedirectories.It allows usersto transparentlyshare�le andI/O ser-

viceson a varietyof differentplatforms.The�le systemmodelconsistsof a hierarchyof

directorieswith anoptionalsetof �les in eachof thesedirectories.Theleaf directoriesdo

not containadditionalentriesfor directories.NFS is basedon thesingleserver, multiple

client modelandis an exampleof a NAS asdescribedin Section1.2.3. Communication

betweentheNFSclient andtheserver is via theOpenNetwork Computing(ONC) remote

procedurecall (RPC)[36] initially describedin IETF RFC1831[36]. The�rst implemen-

tationof ONC RPCalsocalledSunRPCfor a Unix typeoperatingsystemwasdeveloped

by SunMicroSystems[28]. Implementationsfor mostotherUnix like operatingsystems

includingLinux have becomeavailable. RPCis an extensionto the local procedurecall-

ing semantics,andallows programsto make calls to nodeson remotenodesasif it were

a local procedurecall. RPCtraditionallyusesTCP/IPor UDP/IPastheunderlyingcom-

municationtransport.SincetheRPCcallsmayneedto propagatebetweenmachinesin a

heterogeneousenvironment,the RPCstreamis usuallyserializedwith the eXternalData

Representation(XDR) standard[36] for encodinganddecodingdatastreams.NFS has

seenthreemajorgenerationsof development.The�rst generation,NFSversion2 provided

a stateless�le accessprotocol betweenthe server and client using RPC over UDP and

exporteda basicPOSIX 32-bit �lesystem. It wasslow, especiallyfor writing �les. NFS

version3 addedto thefeaturesof NFSv2andprovidedseveralperformanceenhancements,

including largerblock datatransfer, TCP-basedtransportandasynchronouswrite, among
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many others. It alsoallowed for 64-bit �les and improved write caching. Most modern

clusterstodayuseNFSv3.TheNFSv2andNFSv3protocolsaredescribedfurther in [81].

The revision to the NFSv3 protocol is NFSv4 [87]. Besidesthe functionality available

in NFSv3,NFSv4addsa numberof additionalmechanismsfor securityandperformance

alongwith otherfeatures.ThesecurityfeaturesincludetheGlobalSecurityServices(GSS)

API calledRPCSEGGSS.NFSv3usedUNIX userID securitywhich provedinadequate

in wide-arenetworks.TheRPCSEGGSSallowstheuseof bothprivatekey authentication

schemessuchasKerborosversion5 aswell asprivatekey schemes.To improve perfor-

mance,NFSv3allowsaclientsidecacheto bemaintained.However, theclientsidecaches

are not kept coherent,this may lead to inconsistenciesin the caches.NFSv4alsodoes

not keeptheclient cachescoherent.It doesallow �les to be delegatedto a client, if it is

exclusively accessingthat�le. NFSv3andNFSv4arediscussedfurther in Chapter3. The

timelagbetweentheNFSv3andNFSv3protocolsis 8 yearswith asimilargapbetweenthe

NFSv3andNFSv4protocols.To reducethegapfor relatively smallenhancementsto the

protocol,minor versioningwasaddedto theNFSv4protocol. NFSv4.1is the �rst minor

revision to theNFSv4protocol,which dealswith parallelNFS(pNFS)andsessions.It is

discussedfurtherin Chapter6.

1.3.2 Lustr eFile System

Lustreis an opensourceall softwarebased,POSIX compliantclusteredobjectbased

�le system.Lustreusesa decoupledmetadataanddatapathsasshown in Figure1.9. The

client contactstheMetadataserver (MDS) to create,open,closeandlock a �le. Oncethe

informationis obtainedfrom theMDS, theclientscandirectly accessthedatathroughthe
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ObjectStorageServers(OSTs).Lustredemonstratesgoodperformanceonlargesequential

dataI/O transfers,becauseof theparallelismof theOSTs.In addition,Lustrealsodemon-

stratesfairly goodthroughputon �le creationsandaccessesto small �les. This is largely

achievedthroughmodi�cations to theunderlyinglocal disk �le systemext3, thatbunches

a numberof small �les togetheron the samedisk block, insteadof spreadingout these

�les on differentareasof the disk. The disk seeksat the OSTsandMDSs still limit the

�le accessperformance.To alleviate someof theseproblems,Lustrehasboth client and

serversidecaches.Thesecachesarekeptcoherentthroughmulti-statelocksmaintainedby

theMDS. Lustresupportsmultiple differentnetworksnatively; In�niBand [49], Quadrics

Elan4[74], andMyrinet MX, in additionto socket basedTCP/IPbasednetworks. Sim-

ilar to NFS,LustrealsousesRPCto communicatebetweenthe clients,MDS andOSTs.

To achieve reliability andhigh-availability, Lustreallows the MDS to failover to another

standbyserver. In addition,OSTsthat fail will not impactclients that do not have data

storedon thatparticularOST. OSTsmayalsobetakenof�ine for anupgradeor rebooted;

clientsthat dependon that OST will experiencea delay. Lustrehaslargely beenusedin

HPCenvironmentsfor largesequentialworkloadssuchascheckpointing.It is alsousedas

ascratchspace�le system.In theJuly2008rankingsof theTOP500list of supercomputers,

6 of thetop10 useLustre[30].

1.4 Overview of Networking Technologies

In this section,we discusssomeimportantnetworks that have becomeprominentin

high-performancestorage.
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Figure1.9: LustreArchitecture

1.4.1 Fibr eChannel (FC)

FibreChannel(FC) is aANSI standardusedprimarily for storageareanetworks(SAN)

in enterprisenetworks. It runsprimarily at Gigabit speedsover both twistedcopperwire

pairsand�ber-optic cables.FC mainly usesSCSIcommandswhich aretransportedover

FCs native protocol Fibre ChannelProtocol (FCP).FCP is responsiblefor transporting

SCSIcommandsbetweenthe SCSIinitiator, which is usuallya client andthe SCSItar-

get, whichis usuallyastoragedevice. In orderto achievethis,FCallowsfor threedifferent

typesof topologies;point-to-point,loopandfabricshown in Figure1.11.Point-to-pointin-

volvesconnectingtwo devicesback-to-back.For loop topology, thedevicesareconnected

in the form of a ring. In fabric topology, the devicesare connectedto a fabric switch,

similar to ethernet.FCPis a layeredprotocoldividedinto � ve layersFC0-FC4.FC0-FC2
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form thephysicallayersof FibreChannelandarereferredto asFC-PH.FC3is usedto im-

plementencryptionandRAID. FC4is aprotocolmappinglayerandimplementsprotocols

suchasSCSI.FibreChannelrunsat speedsfrom 1 Gbit/sto 20Gbit/s,thoughsomeof the

higher-speedsarenot compatiblewith the lower speeds.Additional informationon FC is

availablein [55, 2]. Figure1.10showssomeexamplesof �bre channelconnectors.

Figure1.10:FibreChannel
Connectors[3] Figure1.11:FibreChannelTopologies[3]

1.4.2 10Gigabit Ethernet

10 Gigabit Ethernet(10 GbE) is the successorto the Gigabit Ethernetstandard. It

runs at 10 times the speedof Gigabit Ethernet. It is de�ned by IEEE standard802.3-

2008. 10 Gigabit Ethernetis currentlya switch basedtechnologyanddoesnot support

CarrierSenseMultiple Access/CarrierDetect(CSMA/CD) for sharedaccess.The10GbE

standardallows for differentphysicallayer implementations.Currently, physicallayers

22



exist for LAN and WAN environments. For cabling, 10 GbE supportsCX-4 and �bre

optical cables. 10 Gigabit Ethernetnetwork cardsexist in both TCP/IP of�oad (TOE)

andnon-TOE mode. ChelsioS310Eis an exampleof a TOE [44] while Myri 10G is an

exampleof non-of�oad 10 GbENIC [24]. iWARP is a protocolwhich allows theuserto

useRemoteDirect MemoryAccess(RDMA) over TCP/IP. TCP/IPis a computeintensive

protocolwhoseperformanceis limited, especiallyonhigh-performanceinterconnects[39].

When iWARP is usedwith a TOE NIC, the performancelimitations of TCP/IP can be

signi�cantly reducedor even eliminatedundercertaincircumstances[77]. In addition,

this allows RDMA to be usedover Ethernetand in WAN environments. InternetSCSI

(iSCSI), allows SCSI commands,which traditionally have beenusedin Fibre Channel

environmentsto beusedin TCP/IPbasedenvironments[50]. Like iWARP, iSCSIsuffers

from considerableoverheadbecauseof TCP/IP. By usinga TOE NIC, this overheadmay

bereducedconsiderably. iSCSImaythenbeusedto build SANswith capabilitiessimilar

to thatof FibreChannel,but at considerablylowercost.

1.4.3 In�niBand

TheIn�niBand Architecture(IBA) [49] is anopenspeci�cationdesignedfor intercon-

nectingcomputenodes,I/O nodesanddevicesin a systemareanetwork. In anIn�niBand

network, computenodesareconnectedto the fabric by Host ChannelAdapters(HCA's).

In�niBand allows communicationthroughseveral combinationsof connection-oriented,

connectionless,reliableandunreliablecommunicationsemantics.In�niBand enablesthe

applicationprogrammerto usekernel-bypassRDMA operations.Theseoperationsenable

two appropriatelyauthenticatedprocessesto directly Readand Write from eachothers
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processesmemory. In�niBand is a popularinterconnectin High PerformanceComputing

(HPC)environmentswith 24%of themostpowerful supercomputersin theJune2008rank-

ing of theTOP500 list usingIn�niBand [30]. In�niBand implementationsrun at several

speedsfrom SingleDataRate(SDR),with 2 GB/sbidirectionalbandwidthupto QuadData

Rate(QDR), that is 8 GB/sbidrectionalbandwidth.ProcessesusingIn�niBand mayalso

communicatewith very low latency. CurrentgenerationIn�niBand adapterscancommu-

nicatewith a process-to-processlatency of under2 � s[15]. The IBA standardallows I/O

nodesto bedirectly connectedto theIn�niBand fabricby usinga TargetChannelAdapter

(TCA). iSCSI maybe implementeddirectly over RDMA andis callediSER. iSER elim-

inatesthe overheadof TCP/IPpresentin iSCSI type protocols. iSER allows us to build

SAN type networks with In�niBand [89]. Implementationsof In�niBand include those

from MellaoxTechnologies[14] andPathScale[9]. In�niBand hasalsomadeits foray into

thewideareanetwork [78]. Figure1.12andFigure1.13arepicturesof anIn�niBand Fibre

cableandswitchrespectively.
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Figure1.12: In�niBand FibreCables Figure1.13: In�niBand Switch
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CHAPTER 2

PROBLEM STATEMENT

Commodityclustershave comea long way with the �rst petascaleclusterbeingun-

veiled [26]. The applicationson thesesystemsconsumeandgeneratevastquantitiesof

data. Thestoragerequirementsfrom theseapplicationshave stretchedcurrentstoragear-

chitecturesto their breakingpoint. We identify the following broadlimitations in current

storagesystems:

� Protocol Overheadwith high-speedinterconnects:Most storagesystemsandar-

chitecturesuseprotocolssuchasTCP/IPandUDP/IP. Theseprotocolsweredesigned

for slower speednetworkssuchasGigabitethernet.Thememorybandwidthof ma-

chinesis usuallyorderof magnitudehigherthanthegigabitethernetnetwork band-

width. As a result,thetwo or morememorycopiesin theprotocolstackandcheck-

summingfor reliability do not severely impact the ability of the CPU to keepthe

network busy. However, with 10Gb/snetworkssuchasIn�niBand, theratioof CPU

speedto network speedhasshiftedtowardsthenetwork. TheCPUis no longerable

to keepthe network pipeline�lled. The problemonly becomesworseasnetworks

moveto DoubleDataRate(DDR) In�niBand andQuadDataRate(QDR) [58].
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� Novel Communication Featuresof High-SpeedInterconnects:ExistingCommu-

nicationProtocolsareunableto take advantageof the communicationarchitecture

of high-performanceinterconnectssuchasIn�niBand RemoteDirect Memory Ac-

cess(RDMA) andiWARP. Thesehigh-speedinterconnectsoffer kernelbypass,low

overhead,zero-copy, reliable in-ordermessaging.Existing storageprotocolstacks

arenot designedto takeadvantageof thesenovel network features.

� Scalability of network protocol stacksin parallel �le systemenvir onments: To

meetthestorageperformancedemandsof largeclusters,clusteredstorageNAS(CNAS)

systemshave evolved. TheseCNAS systemshave multiple dataservers and one

or more metadataservers. Storing datain parallel on one or more different data

serversoffer severaladvantages;mostimportantamongthemis thebene�t of mul-

tiple streamsof datafrom differentservers.However, asthenumberof dataservers

increases,the multiple streamsof datainto a singlenodecauseprotocolssuchas

TCP/IP to suffer from problemssuchas incast[46]. In incast,the overheadfrom

multiple incomingdatastreamscausesreliability timeoutsin theTCP/IPstack,forc-

ing extraneousretransmissionsandreducingthethroughputto apaltrypercentageof

thepeakaggregatenetwork bandwidth.

� Mechanical Limitations of Magnetic Disks: Thevastmajority of existing storage

devicesare magneticdisks. This is largely becauseof their vast storagecapacity

andreasonablecost. However, aswith all mechanicaldevices,magneticdisksare

fundamentallylimited by the rotationalspeedof the disk plattersin the bandwidth

they candeliver to end-applications.TechniquessuchasRAID [67] might be able
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to help improve performanceby stringing multiple disks together. However, the

aggregatebandwidthof RAID arraysis still limited to lessthanor equalto thesumof

thebandwidthof eachindividualdisk. In addition,RAID-arraysusuallyexhibit fairly

poorperformanceonrandomaccesspatternsandwrite operations[53]. As CPUand

main memoryincreasesin speed,thereis wideninggapbetweenwhat applications

requireandwhatcanbeofferedby thestoragesubsystem.

� Limitations in StorageSystemsIn Long-Haul Networks: Geographicallysepa-

ratedlarge scaleclustersarebecomingincreasinglycommon[19]. Dif ferentcom-

ponentsof large scaleparallelapplicationsmay increasinglyrun in geographically

disjoint portionsof thecluster. Increasingly, thelinks betweenthesegeographically

separatedsystemsarebeingconnectedby high-performanceinterconnectssuchas

In�niBand and10 Gigabit Ethernet[77]. Traditionalstoragesystemsaretypically

not designedandoptimizedfor usein thesegeographicallyseparatedclusterscon-

nectedby high-performanceinterconnects.

� Fault-toleranceand largescaleHPC applications: Largescaleapplicationsgener-

ally runfor longperiodsof timeandgenerallysolvevaluableproblemsin scienceand

technology. To guardagainstunforeseenconsequencessuchasfaults in computer

systems,most large-scaleapplicationsusecheckpointschemesat regular intervals

of time. Dependingon the the characteristicsof the underlyingstoragesubsystem,

checkpointingmight dramaticallyincreasetherunningtimeof theapplication.

We now discussour researchapproachto solvingtheseproblemsin thenext section.
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2.1 Research Approach

To helpovercometheselimitationsof storagesubsystemsabove,we usethefollowing

six researchapproachesshown in Figure2.1;RDMAenabledcommunicationsubsystemfor

NFSv3(RPCv3with RDMA), RDMAenabledtransportfor NFSv4(RPCv4with RDMA),

NFSwith RDMA in anIn�niBand WAN environment,RDMAenabledcommunicationsub-

systemfor parallel NFS(pNFS), CachingTechniquesto improvetheperformanceof a NAS

andCheckpointingwith large-scaleapplications. We describeeachof thesecomponents

below.

� RDMA enabledcommunicationsubsystemfor NFSv3(RPC v3 over RDMA). In

thiscomponent,weexplorethetrade-offs, meritsanddemeritsof differentstrategies

for enablingthecommunicationsubstrateRemoteProcedureCall (RPC)in theNet-

work File System(NFSv3)with RDMA. We investigatethe security, performance

andscalabilityimplicationsof two differentdesigns;namelyaserverorienteddesign

anda combinationof a client andserver orienteddesign.We alsoexplorea variety

of communicationbuffer pinningandregistrationtechniques.

� A communication subsystemfor NFSv4 with RDMA (RPC v4 over RDMA).

We investigatehow thetechniquesresearchedfor NFSv3maybeappliedto NFSv4,

the successorprotocol to NFSv3. The NFSv4protocoldiffers from NFSv3 in the

methods,techniquesandsemanticsusedto provideperformance.In ourresearch,we

look athow ourexistingRPCoverRDMA designmaybeoptimizedfor NFSv4.
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� NFS communication subsystemin a WAN envir onment. Geographicallysepa-

ratedHPC clusterswith high-speedlinks areincreasinglybeingdeployed. As part

of this research,we investigatetheissuessurroundingstoragesystemsin awidearea

network (WAN) environment.Speci�cally, weevaluatetheperformanceof RPCover

RDMA in anIn�niBand WAN environment.

� RDMA enabledcommunication subsystemfor pNFS. Herewe researchhow to

designRPCoverRDMA for NFSv4.1.NFSv4.1is composedof parallelNFS(pNFS)

andsessions.The pNFSarchitectureconsistsof differentcomponents;a metadata

server, clientsanddata-servers. pNFSis architectedto communicatewith a variety

of different �le systemarchitectures;�le, block and object. We mainly focuson

designingahigh-performanceRPCoverRDMA for pNFS�le architecture.We look

at the trade-offs of differentRPCover RDMA connectionsfrom client to metadata

server, from client to thedataserversandfrom themetadataserver to thedataserver.

We alsoprovide a comprehensive evaluationof the designin termsof both micro-

benchmarksandapplications.

� Caching techniquesto impr ove the performancea NAS. Modernstoragesystems

are limited by the performanceof disk basedstorage,which is the mostcommon

back-endfor storingdata.As CPUspeedsincreasedictatedby Moore's law, multi-

core environmentsand improving memorybandwidth,the gap betweenCPU and

diskperformancecontinuesto widen.Thistranslatesinto poorperformancefrom the

storagesubsystem.As a result,applicationsthatareI/O boundaredirectly impacted
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by theselimitations. Parallel �le systemsareespeciallyimpactedby theselimita-

tions,sincethedatais usuallystoredon theback-endon multiple disks. To reduce

the impactof theselimitations,we propose,designandevaluatea datacachingar-

chitecturefor aparallel/distributed�le system.Thecachingarchitectureis especially

designedfor environmentswherethereis considerablereadandwrite I/O sharing.

� Impact of high-performance networks on distrib uted and parallel �le systems.

Largescaleapplicationscanrunfor hoursanddaysatatime. Theseapplicationsper-

form crucial rolesin scienti�c andengineering�elds. Their failurescanhave con-

siderablesecurity, environmentalandeconomicimpact. Unfortunately, with large

scalecommodityclusters,thelikelihoodandactualoccurrenceof faultsis consider-

ably magni�ed. To guardagainstthesefaults,mostapplicationsemploy someform

of checkpointing.To reducethecomplexity of checkpointing,applicationtranspar-

ent, system-level checkpointingis generallyprovided. System-level checkpointing

generallydependson the performanceof the storagesubsystem.As a part of this

dissertation,we evaluatetheimpactof thestoragesubsystemon theperformanceof

system-level checkpointing.

2.2 DissertationOverview

In this dissertation,wepropose,designandevaluatea high-performancestoragearchi-

tectureover In�niBand. Chapter3 presentsour designfor Network File System(NFS),

NFSv3over In�niBand. Following that, in Chapter4, we look at designingNFSv4over

In�niBand. Next, in Chapter5, weevaluatetheseprotocolsin awideareanetwork (WAN)
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Figure2.1: ProposedArchitecture

scenario.Chapter6, looks at our designfor parallelNFS andsessions.Following that,

Chapter7 providesa discussionof the cachingarchitecturefor high-performanceparal-

lel andstoragesystems.After that, Chapter8 evaluatesthe impactof high-performance

I/O on checkpointingof parallelapplications.Next, Chapter9 providesthedetailsof the
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open-sourcedesignavailability. Finally, Chapter10 presentsour conclusionsandfuture

work.
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CHAPTER 3

SINGLE SERVER NAS: NFSON INFINIB AND

TheNetwork File System(NFS)hasbecomethedominantstandardfor sharing�le in

a UNIX clusteredenvironment.In this Chapter, we focuson thechallengesof designinga

high-performancecommunicationsubstratefor NFS.

3.1 Why is NFSover RDMA important?

The Network File System(NFS) [36] protocolhasbecomethe de facto standardfor

sharing�les amongusersin adistributedenvironment.Many sitescurrentlyhaveterabytes

of storagedataon their I/O servers. I/O serverswith petabytesof datahave alsodebuted.

Fastandscalableaccessto this datais critical. The ability of clients to cachethis data

for fast andef�cient accessis limited, partly becauseof the demandson main memory

ontheclient,which is usuallyallocatedby memoryhungryapplicationsuchasin-memory

databaseservers.Also, for mediumandlargescaleclustersandenvironments,theoverhead

of keepingclient cachescoherentquickly becomesprohibitively expensive. Underthese

conditions,it becomesimportantto provideef�cient low-overheadaccessto datafrom the

NFSservers.
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NFSperformancehastraditionallybeenconstrainedby severalfactors.First, it is based

on the single server, multiple client model. With many clients accessing�les from the

NFS server, the server may quickly becomea bottleneck.Serverswith 64-bit processors

commonlyhave a large amountof main memory, typically 64GB or more. File systems

like XFS cantake advantageof the main memoryon theseserversto aggressively cache

andprefetchdatafrom the disk for certaindataaccesspatterns[91]. This mitigatesthe

disk I/O bottleneckto someextent. Second,limitations in the Virtual �le system(VFS)

interface,forcedatacopying from the �le systemto theNFSserver. This increasesCPU

utilization on the server. Third, traditionallyusedcommunicationprotocolssuchasTCP

and UDP requireadditionalcopiesin the stack. This further increasesCPU utilization

andreducestheoperationprocessingcapabilityof theserver. With an increasingnumber

of clients, protocolslike TCP also suffer from problemslike incast [46], which forces

timeoutsin the communicationstack,andreducesoverall throughputandresponsetime.

Finally, anorderof magnitudedifferencein bandwidthbetweencommonlyusednetworks

likeGigabitEthernet(125MB/s) andthetypical memorybandwidthof modernservers(2

GB/s or higher)canalsobe observed. This limits the strippingwidth, resultingin more

complicateddesignsto alleviatethisproblem[46].

Modernhigh-performancenetworkssuchasIn�niBand provide low-latency andhigh-

bandwidthcommunication.For example,the currentgenerationSingleDataRate(SDR)

NIC from Mellanoxhasa4 bytemessagelatency of lessthan3� sandabi-directionalband-

width of up to 2 GB/s for largemessages.Applicationscanalsodeploy mechanismslike

35



RemoteDirect MemoryAccess(RDMA) for low-overheadcommunication.RDMA oper-

ationsallow two appropriatelyauthorizedpeersto readandwrite datadirectly from each

othersaddressspace.RDMA requiresminimal CPUinvolvementon thelocal end,andno

CPUinvolvementon theremoteend.SinceRDMA candirectlymovedatafrom theappli-

cationbuffersononepeerinto theapplicationsbuffersonanotherpeer, it allowsdesigners

to considerzero-copy communicationprotocols. Designingthe stackwith RDMA may

eliminatethecopy overheadinherentin theTCPandUDPstacks.Additionally, theloadon

theCPUcanbedramaticallyreduced.Thisbene�tsboththeserverandtheclient. Sincethe

utilization on theserver is reduced,theserver maypotentiallyprocessrequestsat a higher

rate. On the client, additionalCPU cyclesmay be allocatedto the application. Finally,

an RDMA transportcanbetterexploit the latency andbandwidthof a high-performance

network.

An initial designof NFS/RDMA [42] for the OpenSolarisoperatingsystemwasde-

signedby Callaghan,et.al.. This designallowed the client to readdatafrom the server

throughRDMA Read.An importantdesignconsiderationfor any new transportis that it

shouldbeassecureasa transportbasedon TCPor UDP. SinceRDMA requiresbuffersto

beexposed,it is critical thatonly trustedentitiesbeallowedto accessthesebuffers.In most

NFSdeployments,theservermaybeconsideredtrustworthy; theclientscannotbetrusted.

So,exposingserver buffersmakestheserver vulnerableto snoopingandmaliciousactiv-

ity by theclient. Callaghan's designexposedserver buffersandthereforesufferedfrom a

securityvulnerability. Also, inherentlimitations in thedesignof RDMA Readreducethe

numberof RDMA Readoperationsthatmaybeissuedby alocalpeerto aremotepeer. This
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throttlesthenumberof NFSoperationsthatmaybeservicedconcurrently, limiting perfor-

mance. Finally, Callaghan's designdid not addressthe issueof multiple buffer copies.

Our experimentswith the original designof NFS/RDMA reveal that on two Opteron2.2

GHz systemswith x8 PCI-ExpressSingleDataRate(SDR) In�niBand adapterscapable

of aunidirectionalbandwidthof 900MegaBytes/s(MB/s), theIOzone[11] multi-threaded

Readbandwidthsaturatesat justunder375MB/s.

In this Chapter, we take on the challengeof designinga high performanceNFS over

RDMA for OpenSolaris.We discussthe designprinciplesfor designingNFS protocols

with RDMA. To this endwe take anin-depthlook at thesecurityandbuffer management

vulnerabilitiesin theoriginaldesignof NFSoverRDMA onOpenSolaris.Wealsodemon-

stratethe performancelimitations of this RDMA Readbaseddesign. We proposeand

evaluateanalternatedesignbasedon RDMA ReadandRDMA Write. This designelimi-

natesthesecurityrisk to theserver. Wealsolook at theimpactof thenew designonbuffer

management.

Wetry to evaluatethebottlenecksthatarisewhile usingRDMA astheunderlyingtrans-

port. While RDMA operationsmayoffer many bene�ts,they alsohave severalconstraints

that may essentiallylimit their performance.Theseconstraintsinclude the requirement

that all buffers meantfor communicationmust be pinnedand registeredwith the HCA.

GiventhatNFS operationsareshortlived,burstyandunpredictable,buffersmayhave to

beregisteredandderegisteredon the�y to conservesystemresourcesandmaintainappro-

priatesecurityrestrictionsin placeon thesystem.We explorealternativedesignsthatmay
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potentiallyreduceregistrationcosts.Speci�cally, ourexperimentsshow thatwith appropri-

ateregistrationstrategies,anRDMA Write baseddesigncanachieve a peakIOzoneRead

throughputof over 700MB/s on OpenSolarisanda peakReadbandwidthof closeto 900

MB/s for Linux. Evaluationwith anOnlineTransactionProcessing(OLTP)workloadshow

thatthehigherthroughputof ourproposeddesigncanimproveperformanceupto 50%.We

alsoevaluatethescalabilityof theRDMA transportin a multi-client setting,with a RAID

arrayof disks. This evaluationshows that the Linux NFS/RDMA designcanprovide an

aggregatethroughputof 900MB/s to 7 clients,while NFSon a TCPtransportsaturatesat

360MB/s. We alsodemonstratethatNFSover anRDMA transportis constrainedby the

performanceof theback-end�le system,while aTCPtransportitself becomesabottleneck

in a multi-clientenvironment.

In thisChapter, we investigateandcontributeto thefollowing:

� A comprehensivediscussionof thedesignconsiderationsfor implementingNFS/RDMA

protocols.

� A high performanceimplementationof NFS/RDMA for OpenSolaris,anda discus-

sionof its relationshipto asimilar implementationfor Linux.

� An in-depthperformanceevaluationof bothdesigns.

� Designconsiderationsfor therelative limitationsandpotentialsolutionsto theprob-

lemof registrationoverhead.
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� Applicationevaluationof theNFS/RDMA protocols,andthe impactof registration

schemessuchas Fast Memory Registrationand All PhysicalRegistration,and a

buffer registrationcachedesignonperformance.

� Impactof RDMA on thescalabilityof NFSprotocolswith multiple clientsandreal

diskssupportingtheback-end�le system.

The restof the Chapteris presentedasfollows. Section3.2 providesan overview of

theIn�niBand Communicationmodel.Section3.3explorestheexisting NFSoverRDMA

architectureonOpenSolarisandtheLinux. In Section3.4,weproposeouralternatedesign

basedon RDMA ReadandRDMA Write andcompareit to the original designbasedon

RDMA Readonly. Section3.5presentstheperformanceevaluationof thedesign.Finally,

Section3.6presentsoursummary.

3.2 Overview of the In�niBand Communication Model

In�niBand usesthe ReliableConnection(RC) model. In this model,eachinitiating

nodeneedsto be connectedto every othernodeit wantsto communicatewith througha

peer-to-peerconnectioncalleda queue-pair(sendandreceive work queues).The queue

pairs are associatedwith a completionqueue(CQ). The connectionsbetweendifferent

nodesneedto beestablishedbeforecommunicationcanbeinitiated.Communicationoper-

ationsor WorkQueueRequests(WQE)operationsarepostedtoaworkqueue.Thecomple-

tion of thesecommunicationoperationsis signaledby completioneventsonthecompletion

queue.In�niBand supportsdifferenttypesof communicationprimitives.Theseprimitives

arediscussednext.
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3.2.1 Communication Primiti ves

In�niBand supportstwo-sidedcommunicationoperations,thatrequireactiveinvolve-

mentfrom boththesenderandreceiver. Thesetwo-sidedoperationsareknown asChannel

Semantics. One-sidedcommunicationprimitives,calledMemorySemantics, donot require

involvementby thereceiver. ChannelandMemorysemanticsarediscussednext.

Channel Semantics: Channelsemanticsor Send/Receive operationsaretraditionally

usedfor communication.A receive descriptoror RDMA Receive (RV) that points to a

pre-registered�x edlengthbuffer, is usuallypostedonthereceiversideto thereceivequeue

beforetheRDMA Send(RS)canbeinitiatedon thesendersside.Thereceive descriptors

are usuallymatchedwith the correspondingsendin the orderof the descriptorposting.

Onthesenderside,receiving acompletionnoti�cation for thesendindicatesthatthebuffer

usedfor sendingmaybereused.Onthereceiverside,gettingareceivecompletionindicates

that the datahasarrived and is availablefor use. In addition, the receive buffer may be

reusedfor anotheroperation.

Memory Semantics:Memorysemanticsor RemoteDirect MemoryAccess(RDMA)

areone-sidedoperationsinitiatedby oneof thepeersconnectedby a queuepair. Thepeer

that initiatestheRDMA operation(activepeer) requiresbothanaddress(eithervirtual or

physical),aswell asasteeringtagto thememoryregionontheremotepeer(passivepeer).

The steeringtag is obtainedthroughmemoryregistration[49]. To preparea region for a

memoryoperation,thepassive peermayneedto do memoryregistration.Also a message

exchangemaybeneededbetweentheactiveandpassivepeersto obtainthemessagebuffer

addressesandsteeringtags. RDMA operationsareof two types,RDMAWrite (RW) and
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RDMARead(RR).RDMAReadobtainsthedatafrom thememoryareaof thepassivepeer

anddepositsit in thememoryareaof theactivepeer. RDMA Write operationsontheother

handmovedatafrom thememoryareaof theactivepeerto correspondinglocationson the

passivepeer.

A comparisonof thedifferentcommunicationprimitivesin termsof Security(Receive

Buffer Exposed),Involvementof thereceiver (Receive Buffer Pre-Posted),Buffer protec-

tion (SteeringTag)and�nally , PeerMessageExchangesfor Receive Buffer Addressand

SteeringTag(Rendezvous)is shown in Table3.1.

ChannelSemantics MemorySemantics

ReceiveBuffer Exposed X
ReceiveBuffer Pre-Posted X
SteeringTag X
Rendezvous X

Table3.1: CommunicationPrimitiveProperties

3.3 Overview of NFS/RDMA Ar chitecture

NFSis basedon thesingleserver, multipleclient model.Communicationbetweenthe

NFS client andthe server is via the OpenNetwork Computing(ONC) remoteprocedure

call (RPC)[36]. RPCis anextensionto thelocal procedurecalling semantics,andallows

programsto make calls to nodeson remotenodesas if it were a local procedurecall.

Callaghanet.al.designedaninitial implementationof RPCoverRDMA [41] for NFS.This
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existingarchitectureis shown in Figure3.1.TheLinux NFS/RDMAimplementationhasa

similar architecture.Thearchitecturewasdesignedto allow transparency for applications

accessing�les throughtheVirtual File System(VFS) layeron theclient. Accessesto the

�le systemgo throughVFS,andareroutedto NFS.For anRDMA mount,NFSwill make

theRPCcall to theserver via RPCover RDMA. TheRPCCall generallybeingsmallwill

go asaninline request.Inline requestsarediscussedin thenext section.In therestof the

Chapter, weusethetermsRPC/RMDA andNFS/RDMA interchangeably.
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Figure3.1: Architectureof theNFS/RDMA stackin OpenSolaris
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3.3.1 Inline Protocol for RPC Call and RPC Reply

TheRPCCall andReplyareusuallysmallandwithin a threshold,typically lessthan

one 1KB. In the RPC/RDMA protocol the call and reply may be transferredinline via

a copy basedprotocolsimilar to that usedin MPI stackssuchasMVAPICH [15]. The

copy basedprotocolusesthechannelsemanticsof In�niBand describedin Section3.2.1.

During startup(at mount time), after the In�niBand connectionis established,the client

andserver eachwill establisha pool of sendandreceive buffers. Theserver postsreceive

buffers from thepool on theconnection.Theclient cansendrequeststo theserver up to

themaximumpoolsizeusingRDMA Sendoperations.Thisexercisesanaturalupperlimit

on the numberof requeststhat the client may sendto the server. The upperlimit canbe

adjusteddynamically;thismayresultin betterresourceutilization. TheOpenSolarisserver

setsthis limit at 128 per client; the Linux server setsit at 32 per client. At the time of

makingthe RPCCall, the client will prependan RPC/RDMA header(Figure3.2) to the

NFS Requestpasseddown to it from the NFS layer asshown in Figure3.1. It will post

a receive descriptorfrom the receive pool for the RPCCall, then issuethe RPCCall to

theserver throughanRDMA Sendoperation.This will invoke aninterrupthandleron the

OpenSolarisserver that will copy out the requestfrom the receive buffer andrepostit to

theconnection.(TheLinux server doesnot do thecopy, andrepoststhereceive descriptor

at a somewhat later time.) The requestwill thenbe placedin the serverstaskqueue.A

transportcontext threadwill eventuallypick uptherequestthatwill thenbedecodedby the

RPC/RDMAlayeron theserver. Bulk datatransferchunkswill bedecodedandstoredat

this point. Therequestwill thenbeissuedto theNFSlayer. TheNFSlayerwill thenissue
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therequestto the�le system.On thereturnpathfrom the�le system,therequestwill pass

throughthe NFS layer. The NFS layer will encodethe resultsandmake the RPCReply

backto theclient. Theinterrupthandlerat theclient will wakeup thethreadparkedon the

requestandcontrolwill eventuallyreturnto theapplication.

3.3.2 RDMA Protocol for bulk data transfer

NFSproceduressuchasREAD,WRITE,READLINK andREADDIR cantransferdata

whoselengthis largerthantheinline threshold[36]. Also, theRPCcall itself canbelarger

than the inline datathreshold. The bulk datacanbe transferredin multiple ways. The

existing approachis to useRDMA Readonly andis referredto astheRead-Readdesign.

Ourapproachis to usea combinationof RDMA ReadandRDMA Write operationsandis

calledtheRead-Writedesign.We describeboththeseapproachesin detail. Beforewe do

that,wede�ne someessentialterminologies.

Chunk Lists: Theselistsprovideencodingfor bulk datawhoselengthis largerthanthe

inline thresholdandshouldbemovedvia RDMA. A chunklist consistsof asinglecounted

arrayof segmentsof oneor morelists. Eachof theselists is in turnacountedarrayof zero
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or moresegments.Eachsegmentencodesa steeringtag for a registeredbuffer, its length

and its offset in the main buffer. Chunkscanbe of different types;Readchunks, Write

chunksandReplychunks.

� Readchunksusedin theRead-ReadandRead-Writedesignencodedatathatmaybe

RDMA Readfrom theremotepeer.

� Write chunksusedin the Read-Writedesignareusedto RDMA Write datato the

remotepeer.

� Replychunksusedin theRead-Writedesignareusedfor proceduressuchasREAD-

DIR andREADLINK, andareusedto RDMA Write theentireNFSresponse.

The RPCLong Call is typically usedwhenthe RPCrequestitself is larger than the

inline threshold.TheRPCLongReplyis usedin situationswheretheRPCReplyis larger

thanthe inline size. Otherbulk datatransferoperationsincludeREADandWRITE. All

theseproceduresarediscussedin thenext section.
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3.4 ProposedRead-Write Designand Comparison to the Read-Read
Design

In this section,we discussour proposedRead-Writedesign,which is basedon acom-

binationof RDMA ReadandRDMA Write. Wealsocomparewith theoriginalRead-Read

baseddesign,whichis basedonRDMA Read.Wediscussthelimitationsof theRead-Read

baseddesign.Following that,wealsodiscusstheadvantagesof theRead-Writedesign.We

look at registrationstrategiesanddesignsin Section3.4.3.TheRead-Readbaseddesignis

show in Figure3.3.TheRead-Writedesignis shown in Figure3.4.

RPC Long Call: TheRPCLong Call is typically usedwhentheRPCrequestitself is

larger thanthe inline threshold.In this case,the client encodesa chunklist alongwith a

RDMA NOMSG�ag in theheadershown in Figure3.2. It is alwayscombinedwith other

NFS operations.The RPCLong Call is identical in both the Read-ReadandRead-Write

baseddesigns.If theRPCCall messageis larger thanthe inline size,theRPCCall from

theclient includesa ReadChunkList. Themessagetypein theheaderin Figure3.2 is set

to RDMA NOMSG.Whenthe server seesan RDMA NOMSGmessagetype, it decodes

thereadchunksencodedin theRPC/RDMAheaderandissuesRDMA Readsto fetchthese

chunksfrom theclient. Thedatafrom thesechunksconstitutestheremainderof theheader

(the�elds Read,Writeor ReplyChunkList onwardsin Figure3.2,whichareoverwrittenby

theincomingdata).Theremainderof theheaderusuallyconstitutesotherNFSprocedures

asdiscussedin Section3.3.2is thendecoded.

NFS Procedure WRITE: The NFS ProcedureWRITE is similar in both the Read-

ReadandRead-Writebaseddesigns.For anNFSprocedureWRITE, theclient encodesa
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Readchunklist. On theserverside,thesereadchunksaredecoded,theRDMA Readscor-

respondingto eachsegmentareissuedandtheserver threadblockstill theRDMA Reads

complete.Theoperationis thenhandledby theNFSlayer. Oncetheoperationcompletes,

control is returnedto theRPClayer, that sendsanRPCReply via the inline protocolde-

scribedin Section3.3.1. In thesimplestcase,anNFSProcedureWRITE would generate

anRPCCall (RS)from theclient to theserver, followedby theWRITE (RR) issuedby the

server to fetchthedatafrom theclient,and�nally , theRPCReply(RS)from theserver to

theclient.

NFS Procedure READ: In the Read-Readdesignthe NFS server needsto encodea

Readchunklist in theRPCReply for anNFSREAD Procedure.TheRPCReply is then

returnedto theclient via theinline protocolin Section3.3.1.Theclient decodestheRead

chunk lists and issuesthe RDMA Reads. Oncethe RDMA Readscomplete,the client

issuesanRDMA DONE to theserver, thatallows it to free its pre-registeredbuffers. So,

the simplestpossiblesequenceof operationsfor an NFS ProcedureREAD is; RPCCall

(RS) from theclient to theserver, followedby anRPCReply (RS) from theserver to the

client, thenaREAD (RR) issuedby theclient to fetchthedatafrom theserver, and�nally ,

anRDMA DONE(RS)from theclient to theserver.

In the Read-Writedesign,for a NFS READ procedure,the client needsto encodea

Write chunk list in the RPC Call. The server decodesand storesthe Write chunk list.

WhentheNFSprocedureREAD returns,thedatais RDMA writtenbackto theclient. The

server thensendstheRPCReplybackto theclientwith anencodedWrite ChunkList. The

client usesthis Write chunklist to determinehow muchdatawasreturnedin the READ
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call. So, thesimplestpossibleprotocoloperationswould be; RPCCall from theclient to

theserver, thena Read(RW) from theserver to theclient,and�nally , anRPCReply(RS)

from theserver to theclient.

NFS Procedure READDIR and READLINK (RPC Long Reply): The RPCLong

Reply is typically usedwhentheRPCReplyis larger thantheinline size. TheRPCLong

Reply is usedin boththeRead-ReadandRead-Writedesignsbut themechanismsaredif-

ferent.It mayeitherbeusedindependently, or combinedwith otherNFSoperations.

Thedesignof theNFSprocedureREADDIR/READLINK in theRead-Readdesignis

similar to theNFSProcedureREAD in theRead-Readdesign.Theserver encodesa Read

chunklist in theRPCReply, that theclient decodes.Theclient thenissuesRDMA Read

to fetch the datafrom the server. Oncethe RDMA Readscomplete,the client issuesan

RDMA DONEto theserverwhich allowstheserver to freeits pre-registeredbuffers.

NFSProcedureREADDIR andREADLINK in theRead-Writedesignfollows thede-

sign of the NFS READ procedurein the Read-Writedesign. The client needsto encode

a Long Replychunklist in theRPCCall. Theserver decodesandstorestheLong Reply

chunklist. WhentheNFSprocedurereturns,theserverusesthelongreplychunktoRDMA

Write thedatabackto theclient. Theserver thensendstheRPCReplybackto theclient

with anencodedLong ReplyChunkList. Theclient usesthis chunklist to determinehow

muchdatawasreturnedin theREADDIR/READLINK call. In thesimplestcase,anRPC

Long Replywould entail the following sequence;RPCCall from theclient to theserver,

thenaLongReply(RW) from theserver to theclient,and�nally , anRPCReply(RS)from

theserver to theclient.
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Zero Copy Path for Dir ect I/O for the NFS READ procedure: In addition to the

basicdesign,we also introducea zerocopy mechanismfor userspaceaddresseson the

NFS READ procedurepath. This eliminatescopieson the client sideandtranslatesinto

reducedCPUutilizationon theclient.

3.4.1 Limitations in the Read-ReadDesign

The Read-Readdesignhasa numberof limitations in termsof SecurityandPerfor-

mance,andwediscusstheseissuesin detail.

Security:

Serverbuffersexposed:An importantdesignconsiderationfor anRDMA enabledRPC

transportis that it mustnot be lesssecurethanothertransportssuchasTCP. In theRead-

Readdesign,the server sidebuffers are exposedfor RDMA operationsfrom the client.

Sincethesteeringtagsare32-bits[49] in length,a misbehaving or maliciousclient might

attemptto guessthemandtherebypossiblyreada buffer for which it did not have access

to.

Maliciousor Malfunctioningclients: Theclient needsto sendanRDMA DONEmes-

sageto theserver to indicatethatthebuffersusedfor a Reador Replychunkmaybefreed

up. A maliciousof malfunctioningclientmayneversendtheRDMADonemessage,essen-

tially tying up theserver resources.

Performance:

SynchronousRDMAReadLimitations:TheRDMA Readissuedfrom theNFS/RDMA

server are synchronousoperation. Onceposted,the server typically hasto wait for the
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RDMA Readoperationto complete. This is becausethe In�niBand speci�cation does

not guaranteeorderingbetweena RDMA Readanda RDMA Sendon the sameconnec-

tion [49]. Thismayaddconsiderablelatency to theserver thread.

OutstandingRDMAReads:Thenumberof RDMA Readthatcanbetypically serviced

on a connectionis governedby two parameters,the InboundRDMA ReadQueueDepth

(IRD) andthe OutboundRDMA ReadQueueDepth(ORD) [49]. The IRD governsthe

numberof RDMA Readthatcanbeactiveat theremotepeer;theORDgovernsthenumber

of RDMA Readthat might be actively issuedconcurrentlyfrom the local peer. In the

currentMellanoximplementationof In�niBand, themaximumallowedvaluefor IRD and

ORD is typically 8 [61]. So, parallelismis reducedat the server, especiallyfor multi-

threadedworkloads.

3.4.2 Potential Advantagesof the Read-Write Design

Thekey designdifferencebetweentheRead-Read(Figure3.3) andRead-Write(Fig-

ure3.4)protocolis thatRPClongrepliesandNFSREAD datamaybedirectly issuedfrom

theserver. To enablethese,theclient needsto encodeeithera Write chunklist or a long

reply chunklist (Section3.3.2). Moving from a Read-Readbaseddesignto a Read-Write

baseddesignhasseveral advantages.The Mellanox In�niBand HCA hasthe ability to

issuemany RDMA Write operationsin parallel[61]. Thisreducesthebottleneckfor multi-

threadedworkloads.Also, sincecompletionorderingbetweenRDMA Write andRDMA

Sendsis guaranteedin In�niBand [49], the server doesnot have to wait for the RDMA

Writesfrom thelong replyor theNFSREAD operationto complete.Thecompletiongen-

eratedby theRDMA Sendfor theRPCReplywill guaranteethattheearlierRDMA Writes
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have completed.This optimizationalsohelpsreducethe numberof interruptsgenerated

on the server. The RDMA DONE messageandits resultinginterrupt is alsoeliminated.

Thegenerationof thesendcompletioninterrupton theserver is suf�cient to guaranteethat

theRDMA operationsfrom thebuffershave completedandthey maybederegistered.A

similar guaranteealsoexists at the client, whenan RPCCall messageis received. The

eliminationof anadditionalmessagehelpsimproveperformance.Sincetheserver buffers

areno longerexposedandthe client cannotinitiate any RDMA operationsto the server,

thesecurityof theserver is now enhanced.Onepotentialdisadvantageof theRead-Write

designis thattheclientbuffersarenow exposedandmaybecorruptedby theserver. Since

theserver is usuallya trustedentity in anNFSdeployment,this issueis lessof a concern.

The�nal advantageof theRead-Writedesignis thattheserverno longerhasto dependon

theRDMA DONE messagefrom theclient to deregisterandreleaseit buffers.

3.4.3 ProposedRegistration StrategiesFor the Read-Write Protocol

In�niBand requiresmemoryareasto beregisteredfor communicationoperations[49,

63]. Registrationis amulti-stageoperation.Registrationinvolvesassigningphysicalpages

to thevirtual area.Oncephysicalpageshave beenassignedto thevirtual area,thevirtual

to physicaladdresstranslationneedsto bedetermined.In addition,thephysicalpagesneed

to bepreparedfor DMA operationsinitiatedby theHCA. This involvesmakingthepages

unswappableby theoperatingsystem,by pinningthem. Thevirtual memorysystemmay

performboththeseoperations.In addition,theHCA needsto bemadeawareof thetrans-

lation of the virtual to physicaladdresses.The HCA alsoneedsto assigna steeringtag
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that may be sentto remotepeersfor accessingthe memoryregion in RDMA operations.

Thevirtual to physicaltranslationandthesteeringtagarestoredin theHCA's Translation

ProtectionTable(TPT). This involvesone transactionacrossthe I/O bus. However, the

responsetimeof theHCA maybequitehigh,dependingontheloadontheHCA, theorga-

nizationof theTPT, allocationstrategies,overheadin theTPT, andsoon [63]. Becauseof

thecombinationof thesefactors,registrationis anexpensiveoperationandmayconstitute

a considerableoverhead,especiallywhenit is in the critical path. Deregisteringa buffer

requirestheactionsfrom registrationto bedonein reverse.Thevirtual andphysicaltrans-

lationsandsteeringtagsneedto be�ushed from theTPT(this involvesatransactionacross

the I/O bus). Oncethe TPT entriesareinvalidated,eachof themis released.The pages

maythenbeunpinned.If thephysicalpageswereassignedto thevirtual memoryregionat

thetimeof registration,thismappingis torndown andthephysicalpagesarereleasedback

into thememorypool.

Figure3.6shows thehalf ping-ponglatency at theIn�niBand TransportLayer(IBTL)

on OpenSolarisof a messagewith andwithout registrationcostsincluded(thesetupis the

sameasdescribedearlier).Half ping-ponglatency is measuredby usingtwo nodes.Node

1 sendsa message(ping) of theappropriatesizeto node2. Node2 thenrespondswith a

messageof thesamesize(pong).Thelatency of theentireoperationover1,000iterationsis

measured,averagedoutandthendividedby 2. Thelatency withoutregistrationis measured

by registeringa buffer of theappropriatesizeon both sidesbeforestartingthecommuni-

cation loop (that is timed). The latency with registrationis measuredby registeringand

unregisteringthebuffer onbothnodesinsidethecommunicationloop.
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Figure3.6: Latency andRegistrationcostsin In�niBand on OpenSolaris

Theregistration/deregistrationpointsin theRDMA transportareshown in Figure3.5.

For example,an NFS procedureREAD in the Read-Writeprotocoldescribedearlier, re-

quiresa buffer registrationat points2 and5, anda deregistrationat points8 and10. From

Figure3.5,wecanseethattheregistrationoverheadcomesaboutmainlybecausethetrans-

port hasto registerthebuffer andderegisterthebuffer on every operationat theclient and

server. The registrationoccursonceat the client, andthenat the server in the RPCcall

path.Following that,deregistrationhappensonceat theserver, andthenonceat theclient.

To reducethecostof memoryregistration,differentoptimizationsandregistrationmodes

havebeenintroduced.TheseincludeFastMemoryRegistration[63, 49] andPhysicalReg-

istration [49]. In addition,weproposeabuffer registrationcache.Wediscussthesenext.

Fast Memory Registration (FMR): FastMemoryRegistration[63, 49] allows for the

allocationof the TPT entriesandsteeringtagsat initialization, insteadof at registration

time. Theotheroperationsof memorypinning,virtual to physicalmemoryaddresstrans-

lations and updatingthe HCA's TPT entriesremainthe same. The allocatedentriesin
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theTPT cachearethenmappedto a virtual memoryarea.This techniqueis thereforenot

dependenton the responsetime of the HCA to allocateandupdatethe TPT entriesand

consequently, maybeconsiderablyfasterthanaregularregistrationcall. Thelimitationsof

FMR includethefactthatit is restrictedto privilegedconsumers(kernel),andthefactthat

themaximumregistrationareais �x edat initialization.

TheMellanoximplementationof FMR [63] introducesadditionaloptimizationsto the

In�niBand speci�cation[49]. Similar to thespeci�cation[49], it de�nesapoolof steering

tagsthat may be associatedwith a virtual memoryareaat the time of registration. The

differencearisesat deregistration. Thesteeringtagandvirtual memoryaddressis placed

on aqueue.Whenthenumberof entriesin thequeuecrossesa certainthresholdcalledthe

dirty watermark, the invalidationsfor theentriesare�ushed to theHCA. This invalidates

the TPT entriesfor the particularsetof steeringtagsandvirtual addressesin the queue.

While this optimizationcan potentially improve performance,this introducesa security

restriction. While the entriesin the queuehave not been�ushed, thereis a window of

vulnerabilityafterthederegistrationcall is made.During this window, a remotepeerwith

the steeringtag can accessthe virtual memoryarea. We have incorporatedFMR calls

(Mellanox FMR [63]) in the regular registrationpath in RPC/RDMA. To allow FMR to

work transparently, weusea fall-backpathto regularregistrationcallsin casethememory

region to beregisteredis too large.

Designof the Buffer Registration Cache: An alternateregistrationstrategy is to cre-

atea buffer registrationcache.A registrationcache[95] hasbeenshown to considerably

improvecommunicationperformance.Most registrationcacheshavebeenimplementedat
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the userlevel andcachevirtual addresses.Cachingvirtual addresseshasbeenshown to

causeincorrectbehavior in somecases[69]. Also, unlessstatic limits areplacedon the

numberof entriesin the registrationcache,the cachetendsto expandendlessly, particu-

larly in the faceof applicationswith poorbuffer reusepatterns.Finally, staticlimits may

performpoorlydependingon thedynamicsof theapplication.

To alleviatesomeof thesede�ciencies,wehavedesignedanalternatebuffer registration

cacheon the server. As discussedearlier in Section3.3, the NFSserver statemachineis

split into two parts. The �rst part is on the RPCCall receive pathwherethe NFS call is

receivedandis issuedto the�le system.Thesecondcomponentis onreturnof controlfrom

the�le system.Buffer allocationis donewhentherequestis receivedontheserversideand

registrationis executedwhencontrolreturnsfrom the�le system.To modelthis behavior,

we overridethe buffer allocationandregistrationcalls and feed themto the registration

cachemodule.Thismoduleallocatesbuffersof theappropriatesizefrom aslabcache[51],

for therequestandthenregistersthemwhentheregistrationrequestis made.If thebuffer

from thecacheis alreadyregistered,noregistrationcostis encountered.Theadvantagesof

this setuparethat thecacheis no longerbasedon virtual address,andit is alsolinkedto

thesystemsslabcache,thatmayreclaimmemoryasneeded.Sincetheserver never sends

avirtual addressor steeringtagto theclient for any buffersin theregistrationcache,this is

assecureasregularregistration.

Theserver registrationcacheschemedescribedabove canalsobeappliedto theclient

side. However, in order to usethe systemslabcache,dataneedsto be copiedfrom the

applicationbuffer to anintermediateNFSbuffer. Therefore,comparedwith thezero-copy
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pathmentionedin Section3.4,thereis anextradatamovementinvolvedin theregistration

cachescheme,andweneedto carefullystudythetrade-off betweendatacopy andmemory

registration. Sincea malfunctioningserver may compromisethe integrity of the clients

buffers,thisapproachshouldbeusedin which theserverbuffersarewell tested.

All Physical Memory Registration: In additionto virtual addresses,communication

in In�niBand mayalsotake placethroughphysicaladdresses.PhysicalRegistrationtakes

two differentforms,i.e. mappingall of physicalmemoryandtheGlobal SteeringTag op-

timization. Mappingall of physicalmemoryinvolvesupdatingtheHCA's TPT entriesto

mapall physicalpagesin thesystemwith steeringtags.This operationplacesa consider-

ableburdenon theHCA in modernsystemswhich mayhave GigaBytesof mainmemory

andis usuallynot supported.The Global SteeringTag availableto privilegedconsumers

(suchaskernelprocesses)allows communicationoperationsto usea specialremotesteer-

ing tag. Thecommunicationoperationmustusea physicaladdresses.Theconsumermust

pin thememorybeforecommunicationstartsandobtaina virtual to physicalmapping,but

doesnotneedto registerthemappingwith theHCA.

PhysicalRegistrationcanconsiderablyreducethe impactof memoryregistrationon

communication,but is restrictedto privilegedconsumers.Theissueof securityalsoneeds

to beconsidered.TheGlobal SteeringTag potentiallyallows unfetteredaccessto remote

peers,thatmayhaveobtainedtheRemoteSteeringTagthroughearliercommunicationwith

thepeer. It shouldbeusedin environmentswherea level of trustexistsbetweenthepeers.

In addition,the issueof integrity shouldbeconsidered.TheHCA is unableto do checks

onincomingrequestswith physicaladdressesandanassociatedremotesteeringtag.Given
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that the peerscancorrupteachothersmemoryareasthrougha communicationoperation

with aninvalid physicaladdress,theGlobal SteeringTag shouldbeusedin environments

wheresuf�cient con�denceexistsin thecorrectnessof thecommunicationsub-system.In

the Linux implementation,we allocatea Global SteeringTag at initialization. By using

the Global SteeringTag, we only needto do virtual to physicaladdresstranslationwhen

actuallyregisteringmemory.

3.5 Experimental Evaluation of NFSv3over In�niBand

In this section,we evaluateour proposedRDMA designwith NFSv3. We �rst com-

parethe Read-Writedesignwith the existing Read-Readdesignon OpenSolarisin Sec-

tion 3.5.1 (Linux did not have a Read-Readdesign). Following that, Section3.5.2 dis-

cussesthe impactof differentregistrationstrategieson NFS/RDMA performance,bothat

themicrobenchmarkandat theapplication-level. Finally, in Section3.5.3we discusshow

RDMA affectsthescalabilityof NFSprotocolsin anenvironmentwheretheserver stores

thedataonaback-endRAID arrayandservicesmultipleclients.

3.5.1 Comparisonof the Read-Readand Read-Write Design

Figures3.7 and 3.8 show the IOzone[11] Readand Write bandwidthrespectively

with direct I/O on OpenSolaris.Performanceof theRead-Readdesignareshown asRR.

Performanceof Read-Writedesignare shown as RW. The resultswere taken on dual

Opteronx2100's with 2GB memoryandSingleDataRate(SDR) x8 PCI-ExpressIn�ni-

BandAdapters[61]. ThesesystemswererunningOpenSolarisbuild version33. Theback-

end�le systemusedwastmpfswhich is a memorybased�le system.TheIOzone�le size
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usedwas128 MegaBytesto accommodatereasonablemulti-threadedworkloads(IOzone

createsa separate�le for eachthread).TheIOzonerecordsizewasvariedfrom 128KB to

1MB. Fromthe �gure, we make thefollowing observations.For both theRead-Readand
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Figure3.7: IOzoneReadBandwidth
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Figure3.8: IOzoneWrite Bandwidth

Read-Writedesign,the bandwidthincreaseswith recordsize. The RPC/RDMA layer in

OpenSolarisdoesnot fragmentindividual recordsizes.Thesizeon thewire corresponds

exactly to the recordsizepasseddown from IOzoneto the NFS layer. Larger messages

have betterbandwidthin In�niBand. This translatesinto better IOzonebandwidthfor

larger recordsizes.Sincethesizeof the �le is constant,thenumberof NFSoperationsis

lower for largerrecordsizes.So,theimprovementin bandwidthwith largerrecordsizesis

modest.

IOzoneWrite bandwidthis thesamein bothcases.This is to beexpectedastheNFS

WRITE paththroughtheRPC/RDMAlayer is thesameon theclient andserver for both
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theRead-ReadandRead-Writedesigns.TheWRITE bandwidthis slightly higherthanthe

READ bandwidthis bothdesignsbecausetheserver hasto do additionalwork for READ

proceduresthanfor WRITE procedures,affectingits operationprocessingrate.

TheRead-WritedesignperformsbetterthantheRead-Readdesignfor all recordsizes,

for theREAD procedure.Theimprovementin performanceis approximately47%with one

threadatarecordsizeof 128KB, but decreasesto about5%at8 threads.Thisimprovement

is primarily dueto theeliminationof theRDMA DONE messageaswell astheimproved

parallelismof issuedRDMA Writesfrom theserver. TheREAD bandwidthfor theRead-

Readdesignsaturatesat 375 MB/s; the Read-Writedesignsaturatesat 400 MB/s. The

bandwidthin both casesseemsto saturatewith an increasingnumberof threads,though

thesaturationin thecaseof theRDMA-Write designtakesplacemuchearlierthanthatof

theRead-Readdesign.

Client CPUutilization wasmeasuredusingtheIOzone[11] +u option. Theutilization

correspondsto thepercentageof thetime theCPUis busyover thelifetime of thethrough-

put test. SincetheCPUutilization for differentrecordsizesis thesame,we show only a

singleline for theRead-ReadandRead-Writedesignsin Figures3.7and3.8. Client CPU

utilization is lower for Read-Writethanfor Read-Readfor theNFSREAD procedure.In

addition,theCPUutilization for theRead-Writedesignremains�at startingat only 2% at

1 threadincreasingto about5% at 8 threads.On the otherhand,the CPU utilization for

theRead-Readdesignincreasesfrom about4%at1 threadto about24%at8 threads.This

is primarily becauseof eliminationof datacopieson theclient direct I/O path.Dueto the
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datacopy from tmpfsto NFSacrosstheVFS layer, serverutilization is closeto 100%.So,

wedo notpresentserverCPUutilizationnumbersin thegraph.

3.5.2 Impact of Registration Strategies

FromSection3.4.3,weseethatregistrationcanconstituteasubstantialoverheadin the

RPC/RDMA transport.We evaluatethe impactof FastMemory Registration(FMR) and

buffer registrationcacheat themicro-benchmarkandapplication-level. Wealsolook at the

performancebene�ts from theAll PhysicalRegistrationmodein Linux.

Fast Memory Registration (FMR): We now look at the impactof FMR discussedin

Section3.4.3on RPC/RDMAperformance.Themaximumsizeof theregisteredareawas

setto be1MB. In addition,theFMR pool sizewassetto 512,which is suf�cient for up to

512parallelrequestsof 1MB. WeevaluatetheIOzonereadandwrite bandwidth.Sincethe

bandwidthfrom thedifferentrecordsizesaresimilar, wepresentresultswith only a128KB

recordsizeanda 128MB �le size. The resultsareshown in Figure3.9 andFigure3.10.

FMR canhelpimproveReadbandwidthfrom about350MB/s to approximately400MB/s,

thoughthis comesat thecostof increasedclient CPUutilization (Figure3.9shows anup-

per boundto CPU utilization shown by the legendCPU-Cache-Solaris.CPU Utilization

for FMR is betweenthatof CPU-Cache-SolarisandCPU-Register-Solaris).This increased

client CPU utilization is to be expected,sincethe client is ableto placemoreoperations

persecondonthewire, dueto thebetteroperationresponsetime from theserver. Improve-

mentin write bandwidthis modest,mainly becausethetime saving from thereductionin

registrationcostis dwarfedby theserializationof RDMA Reads,dueto the limitation in

thenumberof outstandingRDMA Reads(Section3.4.1).
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Figure3.9: IOzoneReadBandwidth
with differentregistrationstrategies
on OpenSolaris
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Figure 3.10: IOzone Write Band-
width with different registration
strategiesonOpenSolaris

Buffer Registration Cache: Theperformanceimpactof theserver registrationcache

on the IOzoneReadandWrite bandwidthis shown in Figure3.9 andFigure3.10respec-

tively. The registrationcachedramaticallyimprovesperformancefor both the Readand

Write bandwidthwhich goesup to 730MB/s and515MB/s respectively. Theclient CPU

utilization is also increased,thoughthis is to be expectedwith an increasingoperation

ratefrom theclient. Again, the limited numberof outstandingRDMA Readsboundsthe

improvementin Write throughput. Figure 3.11 shows the impact of the client registra-

tion cacheschemeon IOzonemulti-threadReadtest. From the �gure we canseethat it

is bene�cial to usethe client registrationcachewhenthe recordsize is small. The peak

Readthroughputdoublesfor 2KB recordsizeby usingregistrationcache.For largerecord

size, the dynamicregistrationschemeyields higher throughputfor 1-4 threads,because

largememorycopy is moreexpensive thanregistration.Sincethereis anextra datacopy

involved,theclient registrationcacheschemeconsumesmoreCPUcyclesasexpected.
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Figure 3.12: FileBench OLTP Perfor-
mance

Impact of registration schemeson application performance: To evaluatetheimpact

of memoryregistrationschemeson applicationperformance,we have conductedexper-

imentsusing the online transactionprocessing(oltp) workloadfrom FileBench[4]. We

tunetheworkloadto usethemeanI/O sizeequalto 128KB.Theresultsareshown in Fig-

ure 3.12. The barsrepresentthe throughput(operations/sec)and the lines representthe

clientCPUutilization(uscpu/operation).FromFigure3.12wecanseethattheregistration

cacheschemeimprovesthroughputby up to 50%comparedwith thedynamicregistration

scheme.This indicatesthat the improvementin raw read/writebandwidthhasbeentrans-

latedinto applicationperformance.The CPU utilization is slightly higherbecauseclient

registrationcacheinvolves an additionalmemorycopy, as discussedabove. The FMR

schemeperformscomparablywith thedynamicregistrationschemein thisbenchmark.
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All PhysicalMemory Registration: FromFigure3.13wecanseethattheall physical

memoryregistrationmodeyieldsthebestReadthroughputonLinux. It degradestheWrite

performancecomparedwith theFMR modeasshown in Figure3.14becausein all-physical

modetheclient cannotdo local scatter/gatherandsohasto build morereadchunks,there-

fore,eachwrite requestissuesmultiple RDMA Readsfrom theserver thathits thelimit of

incoming/outgoingRDMA Readsin In�niBand.
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Figure 3.13: IOzone Read Bandwidth
with different registration strategies on
Linux
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Figure 3.14: IOzone Write Bandwidth
with different registration strategies on
Linux

3.5.3 Multiple Clients and RealDisks

In thissection,wediscusstheimpactof RDMA onanNFSsetupwith multipleclients.

We startwith a descriptionof themulti-client setup.Following that,we look at theperfor-

mancewith two differentservercon�gurations.
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Multi-client Experimental Setup: We usetheLinux NFS/RDMA designwith theAll

PhysicalMemoryRegistration modedescribedin Section3.4.3for multiple client exper-

iments. The server and clients are dual Intel 3.6 Xeon boxeswith an In�niBand DDR

HCA. The clientshave 4GB of memory. The server wascon�gured with 4GB and8GB

of memoryfor eachof theexperimentsbelow. Theserver haseightHighPointSCSIdisks

with RAID-0 stripping. The disk array is formattedwith the XFS �le system[91]. For

eachdisk, the singlethreadedreadbandwidthwith direct I/O anda recordsizeof 4 KB

(NFS/RDMA fragmentsdatarequestsinto 4 KB chunksin theAll PhysicalMemoryReg-

istrationMode)for a 1GB �le is approximately30 MB/s. We usea singleIOzoneprocess

per client. A 1GB �le sizeper processwith a 1MB recordsizeis usedfor all the exper-

iments. We comparethe aggregateReadbandwidthof the Linux NFS/RDMA (RDMA)

implementationwith theregularNFSimplementationoverTCPonIn�niBand (IPoIB) and

GigabitEthernet(GigE).

Server with 4GB of main memory: Figure3.15shows the IOzonereadbandwidth

with multiple clients anda server with 4GB main memory. RDMA and IPoIB reacha

peakaggregatebandwidthat threeprocesses.RDMA peaksat 883 MB/s, while IPoIB

reaches326MB/s. In comparison,GigE saturatesat 107MB/s with a singleprocessand

thentheaggregatebandwidthgoesdown asthenumberof processesincreases.Thelimited

bandwidthof Gigabit Ethernet(peaktheoreticalbandwidthof 125 MB/s) may becomea

bottleneckwith futurehigh performancedisksandserver with largeamountsof memory.

Analysiswith thehelpof theSystemActivity Reporter(SAR)tool show thattheunderlying

XFS �le systemon the server is ableto cachethe datain memoryup to threeprocesses.
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So,RDMA is ableto achieve thebestperformancemainly becauseof eliminationof data

copiesat the client andserver. IPoIB needsadditionaldatacopiesin the TCP stackthat

limits thepotentialnumberof NFSoperationsthatmaybe in transitat any point in time.

As thenumberof threadsincreasesbeyondthree,someor all thedatamustbefetchedfrom

the disk. This resultsin a signi�cant drop in bandwidth. Since,requestsfrom different

clientsusedifferent�les, adiskseekneedsto beperformedfor eachrequest.So,diskseek

timesdominateandcontributeto theoverall reductionin throughput.

Server with 8GB of main memory: Figure3.16shows the IOzonereadbandwidth

with 8GB on theserver. Clearly, XFS is ableto take advantageof the largermemoryand

cachedatafor multiple processes.RDMA is ableto maintaina peakbandwidthof above

900MB/s up to seventhreads,while IPoIB saturatesat about360MB/s. At eightthreads,

theRDMA aggregatebandwidthdropsto624.38MB/s,while theIPoIB bandwidthdropsto

300MB/s. FromFigures3.15and3.16,wecanconcludethatNFS/RDMAis limited by the

ability of theback-endserver to servicedatarequests.NFS/TCPis abottleneckon current

generationsystems.With serverswith 64GB andlarger main memories,NFS/RDMA is

likely to betheobviouschoicefor ascalabledeployment.

3.6 Summary

In this Chapter, we have designedandevaluateda RPCprotocolfor high performance

RDMA networks suchasIn�niBand on NFSv3. This designis basedon a combination

of RDMA ReadandRDMA Write. ThedesignprinciplesconsideredincludeNFSserver

security, performanceandscalability. To improve performanceof the protocol,we have
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incorporatedseveral different registrationmechanismsinto our design. Our evaluations

show that, theNFS/RDMA designcanachieve throughputcloseto thatof theunderlying

network. We also evaluatedour designwith an OLTP workload. Our designcan im-

prove throughputof theOLTP workloadby 50%. Finally, we alsostudiedthescalability

of NFS/RDMA with multiple clients. This evaluationshows that the Linux NFS/RDMA

designcanprovideanaggregatethroughputof 900MB/s to 7 clients,while NFSonaTCP

transportsaturatesat 360 MB/s. We observe that a TCP transportis itself a bottleneck

whenservicingmultipleclients.By comparison,NFS/RDMAis ableto maintainthrough-

putevenwith multipleclients;providedtheback-end�le systemis ableto sustainit.

66



CHAPTER 4

ENHANCING THE PERFORMANCE OF NFSV4WITH RDMA

While NFSv3 hasbeenwidely deployed, NFSv4 hasbeengaining traction. Since,

NFSv4offersseveraladvantagesoverNFSv3,it becomescrucialtodesignanRDMA trans-

port for NFSv4.Weinvestigatethechallengesof designinganRDMA transportfor NFSv4

on OpenSolaris.

NFSv4introducedtheconceptof asingleprocedureCOMPOUND,whichcanencom-

passseveraloperations.Thispotentiallyreducesthenumberof tripsto theserver. However,

it alsopotentiallyincreasesthesizeof eachrequestsentto theserver. A COMPOUNDre-

questmaypotentiallyhave anunboundedlength.Correspondingly, theresponsemayalso

beunbounded.This raisesa challengein a designwith RDMA, which requiresthelength

to bepreciselyspeci�ed.Also, COMPOUNDproceduresmayhave interactionswith other

encompassedoperations.We demonstratea designof NFSv4overanRDMA transporton

In�niBand, thatcanachieve anIOzoneReadBandwidthof over 700MB/s andanIOzone

Write Bandwidthof over500MB/s. It attainsperformancecloseto thatof thecorrespond-

ing designof NFSv3overRDMA andsigni�cantly outperformsNFSv4oveTCP.
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4.1 Designof NFSv4with RDMA

In this section,we discussour designfor NFSv4over RDMA. We �rst discussCOM-

POUNDprocedures,followedbyReadandWrite operationsand�nally , ReaddirandRead-

link operations.

4.1.1 CompoundProcedures

We �rst giveanexampleof aCOMPOUNDprocedure,followedby ourdesign.

Exampleof a COMPOUND procedure: Oneof thebene�tsof aCOMPOUNDoper-

ationis thatit allows theconcatenationof severaloperationsinto asingleRPCcall. Onthe

downside,a COMPOUNDoperationmakessimpleoperationlarger thannecessary. An-

otherdisadvantageis theerrorprocessinginvolvedin aCOMPOUNDoperations.An error

in anoperationin a COMPOUNDwill resultin theserver rejectingandnot processingall

theremainingoperations.As a result,theclient mayhave to sendmultiple requeststo the

server to resolve theerror. Theerrorprocessingin a COMPOUNDoperationis discussed

in detailin theIETF RFC3530[85]. An examplewhereCOMPOUNDoperationmayben-

e�t is theinitial openingof a �le. Theopeningof a �le requirestheproceduresLOOKUP

(to convert the �le nameto a �le handle),followed by OPEN(to storethe �le handleat

the server) and�nally , READ (to readthe initial datafrom the �le). Note that OPENis

a NFSv4speci�c operationwhich storesstateat the server not presentin version3 and

earlierof theprotocol. So, in version3, thesequencewe aretrying to optimizewould be

LOOKUP followedby READ. If theCOMPOUNDis successful,threeround-tripopera-

tionswould have beenachievedwith a singleround-tripto andfrom theserver. However,
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if thelookupfailed,bandwidthwouldhavebeenwastedfor sendingtheOPENandREAD

operations.Whetheror not this might have an impactdependson the propertiesof the

underlyinginterconnect.

Design of a COMPOUND operation with RDMA: As discussedearlier, a COM-

POUNDprocedureconsistsof a sequenceof operations.So,the�rst issueis to transfera

COMPOUNDoperationfrom the client to the server. If the sequenceof operationscon-

stitutesa smallmessage(lessthantheinline thresholdof 1KB), therequestmaygo inline

from the client to the server asa RDMA Sendoperation. If the sequenceof operations

constitutesa largermessage,anRPClong call needsto begeneratedfrom theclient to the

server. In this case,theclient will encodethedatafrom theCOMPOUNDoperationin a

singleRDMA chunk,that is registered.It will thendo anRDMA sendfrom theclient to

theserver with theRDMA chunkencodedandtheRDMA NOMSG�ag set. For a given

implementationof NFSv4,theclient maybeawareof thepotentiallengthof thereply for

all procedures.But, in the generalcase,the transportmay be usedfor a minor revision

to NFSv4(currentlythis revision is NFSv4.1). Theremight be additionalproceduresin-

troducedin a minor version,that could generatea long reply. To make the designmore

general,theclient alwaysencodesa long reply chunkfor every COMPOUNDprocedure.

To reducetheclient memoryusage,theclient shouldonly senda long reply for sequences

of proceduresthatmaygeneratea long reply.
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Theclient shouldalsotake into accounttheprecedingREADDIR's andREADLINK' s

whencomputingthelengthof thelong reply. Additional chunksmaybeencodedto com-

pensatefor the precedingREADDIR andREADLINK procedures.Whenthe server re-

ceivesthe RPCCall, it will decodeandstorethe READ, WRITE andReply chunks.Fi-

nally, controlwill be passedto the NFS layer for further processing.On returnfrom the

server, the RPC/RDMA will needto returnthe resultsof the COMPOUNDprocedureto

the client. If the resultsaresmall, the resultscanbe returnedinline. Otherwise,the last

replychunksentfrom theclient is usedto returnthedatato theclient. So,thereplychunk

sentfrom theserverto theclientmayremainunused.Fromthis, it mayseemthattheclient

may needto wastememoryfor COMPOUND operations.Also, thesememoryregions

wouldneedto beregistered.But, with appropriatedesignstrategiesin thedesign,suchasa

server registrationcache,or physicalregistration,theimpactof resourceallocationand/or

memoryregistrationis likely to beminimal.

4.1.2 Readand Write Operations

Readoperationswould follow the designof the READ procedurein NFSv3/RDMA,

with onecaveat. Write chunklists now mustaccountfor thesequentialorderingof Read

operationsin a COMPOUNDprocedure.TheRPClayersat theclient andtheserver need

to take this into account,by appropriatelymarshalingthechunksat theclient,storingthem

at theserverandthenusingthemto RDMA Write databackto theclient. Similarly, Write

Operationsfollow thedesignof theWRITE procedurein NFSv3. Sequentialorderingof

operationsis takeninto account.
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4.1.3 Readdir/Readlink Operations

ReaddirandReadinkoperationsalwaysencodea long reply chunk. This chunkneeds

to take into accountthe sequentialorderingof operationsin a COMPOUNDprocedure.

The encapsulatingCOMPOUNDprocedureitself will includea long reply chunkasthe

lastchunkin thelist. Thedesignshouldaccountfor this interaction.

4.2 Evaluation of NFSv4over RDMA

In thissection,wediscusstheexperimentalevaluationof NFSv4with anRDMA trans-

port. First, we describethe setupin Section4.2.1. Following that we comparethe per-

formanceof NFSv4/RDMA with NFSv3/RDMA in section4.2.2. Finally, we compare

NFSv4/RDMAwith NFSv4/TCPin section4.2.3.

4.2.1 Experimental Setup

WemeasuretheIOzone[11] ReadandWrite bandwidthwith directI/O onOpenSolaris.

Theresultsweretakenon dualOpteronx2100's with 2GB memoryandSingleDataRate

(SDR) x8 PCI-ExpressIn�niBand Adapters. Thesesystemswere running OpenSolaris

build version33. Theback-end�le systemusedwastmpfswhich is a memorybased�le

system.TheIOzone�le sizeusedwas128MegaBytesto accommodatereasonablemulti-

threadedworkloads(IOzonecreatesa separate�le for eachthread). The IOzonerecord

sizewassetto be128KB.
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Figure4.1: IOzoneBandwidthComparison

4.2.2 Impact of RDMA on NFSv4

Figures4.1(a)and 4.1(b)showstheIOzoneReadandWrite bandwidthfor NFSv4and

NFSv3over an RDMA transport.From the �gures, we canseethat v4 performscompa-

rably with v3. The Readbandwidthsaturatesat 714 MB/s for both NFSv4andNFSv3.

Similarly, Write Bandwidthsaturatesat 541.71MB/s. It shouldbenotedthatNFSv4per-

formsslightly worsethanNFSv3.This is to beexpectedbecauseof theadditionaloverhead

of COMPOUNDoperation,asdiscussedin Section4.1.1.

4.2.3 ComparisonbetweenNFSv4/TCPand NFSv4/RDMA

Wealsocomparetheperformanceof NFSv4whentheunderlyingtransportis TCP. This

is shown in Figures4.1(a)and 4.1(b)(IOzoneReadandWrite Bandwidth,respectively).
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For TCP, weusedIPoIB (IP overIn�niBand) asthetransportoverthesameIn�niBand link.

Clearly, NFSv4/RDMA outperformsNFSv3/RDMA by an order of magnitude. While,

NFSv4/RDMAsaturatesatover700MB/s for IOzoneReads,NFSv4/TCPsaturatesat just

over 200 MB/s. Similarly, for Writes, NFSv4/RDMA saturatesat 541.71MB/s, while

NFSv3/TCPsaturatesat slightly under100MB/s.

4.3 Summary

In this Chapter, we have designedandevaluatedanRDMA transportfor NFSv4. The

designchallengesincludedallowing COMPOUNDoperationswhich canpotentiallyhave

an unboundednumberof v3 operationsto useRDMA operations,which are lengthlim-

ited. Evaluationshows thatNFSv4with RDMA hasperformancesimilar to NFSv3for an

RDMA transport.IOzoneReadbandwidthsaturatedatover700MB/s,while IOzoneWrite

bandwidthsaturatesatover500MB/s. NFSv4overRDMA outperformsNFSv4overTCP

(IPoIB) by anorderof magnitude.

73



CHAPTER 5

PERFORMANCE IN A WAN ENVIRONMENT

As cluster-of-clustersconnectedby high-speednetworks becomeincreasinglywide-

spread,it becomesimportantto evaluatestorageprotocolsin a Wide AreaNetwork envi-

ronment.We have evaluatedNFSover RDMA usingObsidianLong Bow Routers.First,

weprovideanoverview of In�niBand WAN throughrouterrangeextension.

5.1 In�niBand WAN: RangeExtension

ObsidianLongbows [21] allow for network transmissionrangeextension. The range

extensionis primarily for native In�niBand fabricsover modern10 Gigabit/sWide Area

Networks (WAN). The ObsidianLongbows routersareusuallydeployed in pairs. Each

pairestablishesapoint-to-pointlink betweenclusterswith oneLongbow ateachendof the

link. Figure5.1 shows a typical installationof Longbow routersin a WAN environment.

The Longbows usetraditional IP basedcommunicationover SONET, ATM, 10 Gigabit

Ethernetanddark �ber applications.Existing Longbows routersmay run at a maximum

speedof 8 Gigabits/s(SDR).To compensatefor the remaining2 Gbpsbandwidth,these
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ObsidianLongbow routerscanalsoencapsulateapairof 1 Gigabit/sEthernettraf�c across

theWAN link.

In thebasicswitchmode,theLongbowsappearasa pair of two-portedswitchesto the

In�niBand subnetmanagerasshown in Figure5.1. Both the networks are thenuni�ed

into oneIn�niBand subnet.TheIn�niBand network stacksareunawareof theuni�cation,

thoughaperceptiblelag is addedby thewire delays.

The ObsidianLongbow XR routersallow usersto simulateWAN environmentsby

addingdelaysonpacket transmissions.Thepacketsarequeued,delayedandthentransmit-

tedovertheWAN link. Thedelayis constantandmaybeusedasameasureof thedistance

betweentheend-nodesin theWAN environment.

WAN

Cluster A Cluster B

SAN
InfiniBand InfiniBand

SAN

Obsidian Router Obisidian router

Figure5.1: Twogeographicallyseparatedclusterscon-
nectedby LongBow routers
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5.2 WAN Experimental Setup

TheObsidianLongBow Routersconnecttwo In�niBand clustersandrunatSingleData

Rate(SDR)4X speeds(1 GB/sunidirectionalbandwidth).The routerallows us to simu-

latedifferentdistances.We simulatewith 0 kilometers,2 kilometersand200kilometers,

correspondingto adelayof 0� s,10� sand1,000� s respectively.

5.3 Performanceof NFS/RDMA with increasingdelay

The singleclient, multi-threadedIOzoneReadBandwidthof NFS over RDMA with

differentdelaysis shown in Figure5.2. The In�niBand HCAs on the local areanetwork

run at DoubleDataRate(2GB/sunidirectionalbandwidth)while the WAN connections

run at SDR.As a result,the IOzoneReadBandwidthLAN is approximately36%higher

thanthecorrespondingWAN bandwidthat 0 � s delay. For theWAN scenario,we observe

that thepeakbandwidthwith increasingnumberof threadsis approximately700MB/s at

0� sand10� s. However, beyondthat,at1,000� sdelay, thebandwidthdropsto around100

MB/s. The characteristicsof the routeraresuchthat the bandwidthat 1,000� s for 4 KB

messagesis closeto 100 MB/s. Sincethe NFS/RDMA designchunksthe datainto 4KB

pieces,thebandwidthis correspondinglyloweratadelayof 1,000� s.

5.4 NFS WAN performancecharacteristicswith RDMA and TCP/IP

We alsocomparethe performanceof NFS/RDMA andNFS/IPoIB.We comparetwo

differentmodesof IPoIB, ReliableConnection(RC) andUnreliableDatagram(UD). RC

supportsreliablein-orderdatatransfersupto 2 GB andRDMA (TCP/IPMTUs arelimited
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to 64KB) . UnreliableDatagram(UD) is restrictedto unreliable4KB MTUs. Figure5.3

shows the throughputwith a WAN delayof 10� s. NFS/RDMA bandwidthis 40% bet-

ter thanIPoIB-RC and250%betterthanIPoIB-UD. The datacopiesareeliminatedwith

NFS/RDMA, andthis translatesinto betterperformance,sincethe TCP/IPprotocolmust

dealwith fragmentationand reassembly, reliability, congestionmanagementandcheck-

summingoverhead.Thesituationis reversedwith a delayof 1,000� s (Figure5.4). Native

In�niBand protocolsarenot designedto work in WAN environments. Correspondingly,

theNFS/RDMAbandwidthis lowestwith adelayof 1,000� s.
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5.5 Summary

Geographicallydisparateclusterswith high-throughputIn�niBand links arebecoming

increasinglycommon.Storageprotocolsmustbeableto behavetransparentlyin thesesce-

nariosandprovidereasonableperformance.In thisChapter, weevaluatedtheperformance

77



of theNFSover RDMA protocolin an In�niBand WAN environment.Evaluationsof the

NFS/RDMA protocol in a WAN environmentshow that NFS/RDMA protocolsprovide

betterperformancethanTCP/IPover shortdistanceof up to 10 kilometers,but perform

worsethanTCP/IPasdistancesreachinto the1,00-1,000kilometerrange.
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CHAPTER 6

CLUSTERED NAS: PNFSON INFINIB AND

Theexplosivegrowth in multimedia,internetandothercontenthavecausedadramatic

increasein the volumeof mediathat needsto stored,catalogedandaccessedef�ciently .

In addition, high-performanceapplicationson large supercomputersprocessand create

petabytesof applicationandcheckpointdata. Modernsingle-headednodeswith a large

numberof disks(singleheadedNetwork AttachedStorage(NAS)) may not have the ad-

equatecapacityto storethis data. Also, the singleheador singleserver may potentially

becomea bottleneckwith accessesfrom a large numberof clients. Also, a failure of the

nodeor thediskmayleadto a lossof data.

To dealwith several of theseproblems,clusteredNAS solutionshave evolved. Clus-

teredNAS solutionsattemptto storethe dataacrossa numberof storageservers. This

hasa numberof bene�ts. First, we areno longerlimited to thecapacityof a singlenode.

Second,dependingon theway datais stripedacrossthenodes,with accessesfrom a large

numberof clients,the loadwill be moreevenly distributedacrossthe servers. Third, for

large �les, this architecturehasthe advantagesof multiple streamsof datafrom different

nodesfor betteraggregatebandwidthfor larger �le sizes. Finally, clusteredNAS allows
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datato be storedredundantlyacrossa numberof differentnodes[12, 102,46], reducing

thelikelyhoodof dataloss.

EventhoughclusteredNAS provideseveralbene�tsin termof capacity, enhancedload

capacity, betteraggregatethroughputandbetterfault-tolerance,they bring with themtheir

own setof uniqueproblems.First, sincethedata-servershave now beende-coupled,any

givenstreamof datawill requiremultiple network, usuallyTCP/IP,connectionsfrom the

clientsto thedataserversandmetadataservers. TCP/IPconnectionshave beenshown to

haveconsiderableoverhead,mainly in termsof copying costs,fragmentationandreassem-

bly, reliability andcongestioncontrol. In addition,with multiplestreamsof incomingdata

from multiple data-servers,TCP/IPconnectionshave beenshown to suffer from theprob-

lem of incast[70], which severelyreducesthe throughput.Second,TCP/IPwith multiple

copiesandconsiderableoverheadis unableto takeadvantageof thehigh-performancenet-

workslike In�niBand and10 Gbe[38, 78]. Third, with asingleheadedNAS, thereis only

a singlepoint of failure,makingit easierto protectthedataon theNAS. However, with a

clusteredNAS, wehavemultipledataservers,with multiple failurepoints.

Modernhigh-performancenetworkssuchasIn�niBand provide low-latency andhigh-

bandwidthcommunication.For example,thecurrentgenerationConnectXNIC from Mel-

lanoxhasa 4 bytemessagelatency of around1� s anda bi-directionalbandwidthof up to

4 GB/sfor largemessages.Applicationscanalsodeploy mechanismslike RemoteDirect

MemoryAccess(RDMA) for zero-copy low-overheadcommunication.RDMA operations

allow two appropriatelyauthorizedpeersto readandwrite datadirectly from eachother's

addressspace.RDMA requiresminimal CPUinvolvementon the local end,andno CPU
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involvementon theremoteend.Designingthestackwith RDMA mayeliminatethecopy

overheadinherentin the TCP andUDP stacksandreduceCPU utilization. As a result,

a high-performanceRDMA enablednetwork like In�niBand might potentiallyreducethe

overheadof TCP/IPconnectionsin clusteredNAS.

In the previous Chapter, we looked at how to designa Network File System(NFS)

(which is a singleheadedNAS) with RDMA operations.for NFSv3andNFSv4. In this

Chapter, we propose,designandevaluatea clusteredNetwork AttachedStorage(NAS).

ThisclusteredNAS is basedonparallelNFS(pNFS)with RDMA operationsin In�niBand.

While otherparallelandclustered�le systemsexist suchasLustre[102] exist, we choose

pNFSsinceNFS is widely deployed andused. In this Chapter, we make the following

contributions:

� An in-depthdiscussionof thetradeoffs in designinga high-performancepNFSwith

anRPC/RDMAtransport.

� An understandingof theissueswith sessionsthatprovidesexactlyoncesemanticsin

the faceof network faultsandthe trade-offs in designingpNFSwith sessionsover

RDMA.

� A comprehensive performanceevaluationwith micro-benchmarksandapplications

of aRDMA enabledpNFSdesign.

Our evaluationsshow that by enablingpNFS with an RDMA transport,we can de-

creasethe latency for smalloperationsby up to 65%in somecases.Also, pNFSenabled

with RDMA allows us to achieve a peakIOzoneWrite andReadaggregatethroughput
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of 1,872MB/s and5,029MB/s respectively usinga sequentialtracewith 8 dataservers.

TheRDMA enabledWrite andReadaggregatethroughputis 150%and188%betterthan

thecorrespondingthroughputwith a TCP/IPtransport.Also, evaluationwith a Zipf trace

distribution allows us to achieve a maximumimprovementof up to 27%whenswitching

transportsfrom RDMA to TCP/IP. Finally, applicationevaluationwith BTIO shows that

theRDMA enabledtransportwith pNFSperformsbetterthanwith a TCP/IPtransportby

upto7%.

Therestof theChapteris presentedasfollows. Section6.1 looksat theparallelNFS

andsessionsextensionsto NFSv4.1.Following that,Section6.2 looksat thedesigncon-

siderationsfor pNFSoverRDMA. After that,Section6.3evaluatestheperformanceof the

design.Finally, Section6.4summarizesthecontributionsof thisChapter.

6.1 NFSv4.1:Parallel NFS (pNFS)and Sessions

In this section,we discusspNFSandsessions,which arede�ned by the NFSv4.1se-

mantics.

Parallel NFS(pNFS):TheNFSv4.1[79] standardde�nestwomaincomponents;namely

parallelNFS (pNFS)andsessions.The focusof pNFS is to make an NFSv4.1client a

front-endfor clusteredNAS or parallel �le-system. The pNFSarchitectureis shown in

Figure6.1. The NFSv4.1client cancommunicatewith any parallel �le usingthe Layout

and I/O driver in concertwith communicationswith the NFSv4.1server. The NFSv4.1

server hasmultiple roles. It actsasa metadataserver (MDS) for the parallel/cluster�le

system.It sendsinformationto theclientonhow to accesstheback-endcluster�le system.
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This informationtakestheform of GETDEVICEINFO, which returnsinformationabouta

speci�c data-server in the cluster�le system,usuallyan IP addressandport numberthat

is storedby theclient layoutdriver. TheNFSv4.1server is alsoresponsiblefor communi-

catingwith thedataserversfor �le creationanddeletion.TheNFSv4.1server mayeither

directlycommunicatewith thedataservers,or it maycommunicatewith ametadataserver,

thatis responsiblefor talking to andcontrollingthedataserversin theparallel�le system.

ThepNFSclientusesthe�le layoutandI/O driverfor communicatingwith thedataservers.

The layout driver is responsiblefor translatingREAD andWRITE requestsfrom theup-

perlayerinto thecorrespondingprotocolthattheback-endparallel/cluster�le systemuses;

namelyobject,blockand�le. ThisisachievedthroughtheadditionalNFSproceduresGET-

FILELAYOUT (how the�le is distributedacrossthedataservers),RETURNFILELAYOUT

(after a �le is closed),LAYOUTCOMMIT(commit changesto �le layout at the metadata

server, afterwriteshave beencommittedto dataservers). Examplesof pNFSdesignsfor

objectbasedsystemincludethe PanFS�le system[23]. Examplesof �le basedsystems

includethosefrom Sun[22] andNetwork Appliances[65].

NFSv4.1and sessions:Sessionsareaimedat makingtheNFSv4non-idempotentre-

questsresilient to network level faults. Traditionally, non-idempotentrequestsaretaken

careof throughtheDuplicateRequestCache(DRC) at theserver. TheDRC hasa limited

numberof entries,andtheseentriesaresharedamongall theclients.So,eventuallysome

entrieswill be evicted from the cache. In the faceof network-level partitions,duplicate

requeststhat arrive that have beenevicted from the DRC, will be re-executed. Sessions

solvesthisproblemby requiringeachconnectionbealloteda�x ednumberof RPCslotsin
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Figure6.1: pNFShigh-level architecture

theDRC.Theclient is only allowedto issuerequestsup to thenumberof slotsin thecon-

nection.Becauseof this reservationpolicy, duplicaterequestsfrom theclient to theserver

in the faceof network-level partitionswill not be re-executed. We will considerdesign

issueswith sessionsandRPC/RDMAin thefollowing section.

RPC/RDMA for NFS: The existing RPC/RDMA designfor Linux andOpenSolaris

is basedon the Read-Writedesigndiscussedin Chapter3. It consistsof two protocols;

namelythe inline protocolfor small requestsandthebulk datatransferprotocolfor large

operations.The inline protocolon Linux is enabledthroughtheuseof a setof persistent

buffers;(32buffersof 1K eachfor Sendand32 buffersof 1K eachfor receiveson Linux).

RPCRequestsaresentusingthe persistentinline buffers. RPCrepliesarealsoreceived

usingthepersistentinline buffers.Theresponsesfor someNFSproceduressuchasREAD

andREADDIR mightbequitelarge.Theseresponsesmaybesentto theuservia thebulk-

datatransferprotocol,whichusesRDMA Write to sendlargeresponsesfrom theserver to
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theclientswithout a copy andRDMA Readsto pull datain from theclient for procedures

suchasWrite. Thedesigntrade-offs for RPC/RDMAarediscussedfurtherin Chapter3.

6.2 DesignConsiderationsfor pNFSover RDMA

In this section,we examinetheconsiderationsfor a high-performancedesignof pNFS

overRDMA. First,we look at thedetailedarchitectureof pNFSwith a �le layoutdriver.

6.2.1 Designof pNFS usinga �le layout

As discussedin Section6.1, pNFScanpotentiallyusean object,block or �le based

model. In this Chapter, we usethe �le-basedmodelfor designingthepNFSarchitecture.

Wenow discussthehigh-level designof thepNFSarchitecture.

pNFS Ar chitecture: The detailedarchitectureis shown in Figure6.2. The NFSv4.1

clientsusea �le layout driver which is responsiblefor communicatingwith the NFSv4

servers, that act as the data-servers. At the NFSv4.1server, the sPNFSdaemonruns in

user-space.ThesPNFSdaemoncommunicateswith theNFSv4.1server in thekernelvia

theRPCPipeFS.TheRPCPipeFSis essentiallya wait queuein thekernel.TheNFSv4.1

server enqueuesrequestsfrom theclientsvia thecontrolpath,andtheserequestsarethen

pushedto the sPNFSdaemonvia an upcall. The sPNFSdaemonthenprocesseseachof

theserequestsandmakesadowncall into thekernelwith theappropriatedata/responsefor

therequests.TheNFSv4.1requestswhicharesentupto thesPNFSdaemonfor processing
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include the NFSv4.1proceduresGETFILELAYOUT, RETURNFILELAYOUT, LAYOUT-

COMMITandGETDEVICEINFO. Theseproceduresarediscussedin Section6.1. In-order

to work on theprocessingof therequests,thesPNFSdaemonmountsanNFSv3directory

from eachof thedata-servers.For example,whena�le layoutis requested(GETFILELAY-

OUT), thesPNFSdaemonmayneedto createthe �le on eachof thedataserversor open

the�le throughtheVFSDataServerControl Path.

sPNFS�le creation: To createa�le, thesPNFSdaemonwill openthe�le onthemount

of eachof thedataserversin createmode. It will thendo a stat to make surethat the �le

actuallygotcreatedor exists. It will thenclosethe�le (the�le handleis static).This traf�c

will propagatevia RPCcalls throughtheMDS-DScontrol path. Finally, it will returnthe

setof open�le descriptorto theNFSv4.1server aspartof theresponseto theupcall. The

NFSv4.1server will thenreply to theNFSv4.1client with the �le layout. Theclient will
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thenusethelayoutreceived(throughthe�le layoutdriver)to communicatewith theNFSv4

dataserversusingtheDataPaths.

sPNFS�le deletion: File deletesareinitiatedby theNFSREMOVE procedure.The

REMOVE procedureis sentup to the sPNFSdaemonthroughRPCPipeFS.The process

of deletinga �le is oppositeto thatof creation.ThesPNFSdaemonwill try to deleteeach

of the �le from themountpoints. Oncethis is achieved,sPNSwill senda messageto the

NFSkernelthreadaboutthis.

6.2.2 RPC Connectionsfr om clients to MDS (Control Path)

The RPCconnectionsfrom the clientsto the MDS may be througheitherRDMA or

TCP/IP. A majority of the communicationfrom the clients to the metadataserver is ex-

pectedto besmalloperationsor metadataintensiveworkloads.As aresult,theseworkloads

maypotentiallybene�t from the lower latency of RDMA. However, sinceNFSandRPC

arein thekernel,thereis thecostof a context switch from user-spaceto kernel-space,in

additionto thecopying costswith theNFSandRPCstacks.Dependingon factorssuchas

theCPUspeedandmemorybus-bandwidth,thesecostsmightdominate.Correspondingly,

the lower latency of RDMA might not provide muchof a bene�t in thesecases.Another

importantfactor that needsto be consideredis the memoryutilization andscalabilityof

theMDS. TheMDS is requiredto maintainRDMA enabledRPCconnectionswith all the

clients. Eachof theseconnectionholds32 1K sendbuffers and 32 2K receive buffers.

Thesebuffersarenotsharedacrossall theconnections.With avery largenumberof client

connectionsusingRPCoverRDMA, theMDS servermightrunoutof buffersthatmightbe
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appropriatelyutilized. In thesecases,usingRPCover TCPmight bemoreappropriatefor

themajority of clients,thoughthehigh copying costassociatedwith TCP/IPconnections

needsto beconsidered.If anRDMA enabledRPCtransportcanprovide adequatebene�t

for smalloperations,it mightbeappropriateto useafew connectionswith RDMA for some

clientsthat communicatefrequentlywith theMDS anda TCPenabledRPCtransportfor

theremainingconnections.A �nal factorthatneedsto beconsideredis thedisconnecttime

for a RDMA enabledRPCtransport.RDMA enabledRPCconnectionsaredisconnected

after2 minutesidle time. Reestablishinga RDMA enabledRPCconnectionis a very ex-

pensive operationbecauseof thehigh-overheadof registeringmemoryandreestablishing

theeagerprotocolasdiscussedin Chapter3. In comparison,RPCoverTCPdoesnothave

suchhigh-latenciesfor reestablishingtheconnections.

6.2.3 RPC Connectionsfr om MDS to DS (MDS-DScontrol path)

It mightbepotentiallypossibleto useRPCoverRDMA or RPCoverTCPconnections

betweenthe MDS andDSes. The MDS-DScontrol path allows the MDS to control the

NFSv4data-servers.This control is in theform of �le creationsanddeletions.Therearea

numberof factorsthataffect thechoiceof a RPCenabledwith RDMA or TCPconnection

from the metadataserver to the dataservers. As discussedearlier, the sPNFSdaemonis

multi-threaded.As a result,thereareexpectedto bea large numberof requestsin �ight,

in parallel. So, the lower potential latency of RPC with RDMA is likely to provide a

bene�t in completionof theserequests.Also, the �x ednumberof buffersperconnection

is expectedto provide a better�o w-controlmechanismfor a largenumberof outstanding

parallelrequests.Finally, the numberof dataserversis relatively small in comparisonto
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the numberof clients. As a result, the MDS-DScontrol path is not likely to be severely

affectedby thebuffer scalabilityissuethatmaypotentiallyaffect theControl Path.

6.2.4 RPC Connectionsfr om clients to data servers (Datapaths)

Theexpectedtraf�c patternsfrom theclient to thedataserversis expectedto consistof

small,largeandmediumsizetraf�c. Since32K is themaximumpayloadfor thecachedI/O

case,thisis likely to bethemostcommontransferoverthenetwork,dependingonthestripe

sizeof the �le at thedataservers. We alsoneedto considerthecaseof buffer scalability.

Sincedata-serversareexpectedto have connectionsfrom a large numberof clients,and

sinceeachconnectionwill have persistentbuffers, this might causea memoryscalability

issue.However, clientsdo not connectto a particulardataserver unlessthedataserver is

in the list of DSesreturnedin the �le layout. As a result,not all clientswill beconnected

to all dataserversat any given time. Dependingon the loadon theback-end�le system,

usinganRPCoverRDMA connectionfrom thedata-serversto theclientmightnotcausea

largeamountof overheadat thedata-servers.Also, quiescentclientswill bedisconnected

from thedata-servers,furtherreducingtheoverhead.SinceanRPCtransportenabledwith

RDMA hasbeenshown to provideconsiderablebene�tsvia-viz largetransfers,it mightbe

bene�cial to useRPCoverRDMA betweentheclientsanddata-servers.
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6.2.5 SessionsDesignwith RDMA

As discussedearlier, sessionsprovidesexactly oncesemanticsfor all NFSprocedures

in thewake of network-level faults.To do this, sessionsprovide dedicatedslotsof buffers

to eachconnectionbetweentheclient andtheservers. Theclient mayonly sendrequests

upto a maximumnumberof slotsper session.In orderto designsessionswith a RDMA

enabledRPCtransport,we associatethe inline buffers in eachconnectionwith the min-

imum numberof slotsrequiredfrom the connection.If the numberof slotsrequestedis

lower thanthenumberavailable,andthecallercannotaccepta lower number, thesession

createrequestwill fail. Thedisadvantagesof thesessionsdesignwith RDMA is thatad-

vancedfeaturesof the In�niBand network suchastheSharedReceive Queue(SRQ)[80]

cannotbeused.SRQenhancesthebuffer scalabilityby having thebufferssharedacrossall

theIn�niBand connections.Whenthenumberof buffersfalls below a certainwatermark,

an interruptmay be generatedto postmorebuffers. Sincesessionsrequirethat slotsbe

guaranteedperconnection,SRQcannotbeused.

6.3 PerformanceEvaluation

In this section,we evaluatethe performanceof pNFS designedwith an RPC over

RDMA transportFirst, We discussthe experimentalsetupin Section6.3.1. Following

that,in Sections6.3.2, 6.3.3and 6.3.4,we look at therelativeperformanceadvantagesof

usinganRDMA enabledRPCtransportoveraTCP/IPtransportin differentcon�gurations

involving the metadataserver (MDS), DataServer (DS) andClient. Sincesessionsonly
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requiresreservationof RDMA inline buffers,wedonotevaluatethesessionsportionof the

design.

6.3.1 Experimental Setup

Toevaluatetheperformanceof theRPCoverRDMA enabledpNFSdesign(pNFS/RDMA),

we useda32-nodecluster. Eachnodein theclusteris equippedwith a dualIntel Xeon3.6

GHz CPUand2GB mainmemory. For In�niBand communication,eachnodeusesa Mel-

lanoxDoubleDataRate(DDR) HCA. Thenodesareequippedwith SATA drivers,which

areusedto mountthebackendext3 �lesystem. A memorybased�lesystem ramfsis also

usedfor someexperiments.The pNFSwith socketsusesIP over In�niBand (IPoIB) and

wereferto this transportaspNFS/IPoIB.WeusepNFS/IPoIBandpNFS/TCPinterchange-

ably. All experimentsusingIPoIB arebasedonReliableConnectionmode(IPoIB-RC)and

anMTU of 64KB, unlessotherwisenoted.Weexplicitly usepNFS/IPoIB-UDto explicitly

meananunreliabledatagrammodeof transport.IPoIB-UD usesa2K MTU size.

6.3.2 Impact of RPC/RDMA on Performance fr om the client to the
Metadata Server

The clientscommunicatewith the MDS usingeitherNFSv4or NFSv4.1procedures.

As Section6.1 mentions,the vastmajority of NFSv4.1requestsfrom the clients to the

MDS areexpectedto beproceduressuchasGETDEVICEINFO, GETDEVICELIST, GET-

FILELAYOUT andRETURNFILELAYOUT. Thesesmallprocedureswill potentiallycarry
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small andmediumsizepayloads. For example,GETFILELAYOUT returnsa list of �le

handles,which is only a small amountof payload.A �le handlecanbeencodedwith no

morethan16 bytesof information(althougha native �le handlesizemayvary depending

on platforms). Oneof the largestdeploymentsof a parallel �le systemLustre [102] in

recenttimesis theTACC [94] clusterwith 8,000nodescontaining64,000cores,serviced

by a bankof 1,000dataserver nodes.With 1,000dataserver nodesandthe assumption

thata �le is strippedacrossall thedataserver nodes,thepayloadfrom GETFILELAYOUT

will only be16K. Also, someof theseoperationssuchasGETDEVICEINFOareonly ex-

ecutedat mounttime andarenot in thecritical path. On theotherhand,operationssuch

asCREATED, GETFILELAYOUT, RETURNFILELAYOUT areexecutedevery time a �le

is created,openedandclosed.With a workloadconsistingof a largenumberof suchoper-

ations(metadataintensiveworkloads)RPC/RDMAis likely to providesomebene�t. Also,

LAYOUTCOMMITis executedoncea WRITE operationcompletesandis likely to be in

thecritical pathfor workloadsdominatedby write operations.

To understandtherelative performanceof smalloperationswhenswitchingtransports

from RPC/TCPto RPC/RDMA,we measuredthe latency of issuinga GETFILELAYOUT

(at the RPClayer) from the client to the MDS andthe time requiredfor it to complete,

averagedover 1024times,while thepayloadfrom theMDS to theclient wasvariedfrom

1 to 32K bytes.A 32K messagecancontaintheinformationfor morethan2,000�le han-

dlesandmightbeconsideredlargefor contemporary, high-performanceparallel�le system

deployments.Themeasuredlatency is shown in Figure6.3. As shown in Figure6.3, the
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latency with a1 bytepayloadis 68� swith RPC/RDMAand71� swith RPC/TCP.Therela-

tively low improvementin performanceis becausethehighaccesslatency of thediskwhich

is a dominantportionof thelatency. With largeraccess,thediskblocksareprefetchedbe-

causeof sequentialaccessandthe performanceimprovementfrom usingRPC/RDMA is

increasedby up to 65%.Theperformancebene�t of theRPC/RDMAconnectionfrom the

client to theMDS is taken in thecontext of the inline buffers,which needto bestatically

allocatedper-client at the MDS. With an increasingnumberof clients, the RPC/RDMA

connectionsmayconsumeconsiderablememoryresources.SincetheMDS is likely to be

the target of a mainly metadataintensive workload, it becomesimperative to maintaina

largenumberof inline buffersin orderto guaranteeahigh throughputperformance.

93



6.3.3 RPC/RDMA versusRPC/TCPonmetadataserver to DataServer

Theconnectionfrom theMDS to theDSesmayalsoconsistof RPC/RDMA.ThesP-

NFSdaemoncontrolstheDSesby mountingtheexporteddirectoriesfrom thedataservers.

ThesPNFSdaemoncreates,openanddeletes�les in theexporteddirectories.Thesecalls

aretranslatedthroughthe VFS layer to RPC/RDMA calls. Thusthe scalabilityof these

calls is directly impactedby the time requiredby the RPC operationsto complete. To

gain insight into the relative scalabilityof the RPC/RDMA andRPC/TCPtransports,we

measuredtheperformanceof createportionof thesPNFSdaemonsoperation.In thismulti-

processbenchmark,eachprocessis synchronizedin thestartphaseby abarrier. After being

releasedfrom thebarrier, eachprocessperformsa statoperationon thetarget�le to check

its state,thenopensthis �le in creationmode. Thesetwo operationsare followed by a

chmodto setthe modeof this �le, anda closeoperationto closethis �le. The closeop-

erationis a portionof theprocessto opena pNFS�le, andit is includedto avoid running

out of open�le handles,a limited operatingsystemresource.Eachprocessperformseach

of theseoperationson every oneof the DS mounts.The time requiredfor 1024of these

operationsis measuredandaveragedout. This test is performedfor a RPC/RDMA and

RPC/TCPtransportfrom theMDS to theDSes.Thesenumbersareshown in Figures6.4

and 6.5.

In Figures6.4and 6.5,we observe thefollowing trends.RPC/RDMAperformsworse

thanRPC/TCP(indicatedasIPoIB) for 1 process.Notethatin thiscase,wearemeasuring

thetime at theVFS level, whereasin Section6.3.2,we aremeasuringthetime at theRPC

layer. In the currentscenario,the IPoIB-RC driver usesa ring of 128 receive buffer of
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size64K and64 sendbuffers. On theotherhand,RPC/RDMAuses32-buffersof 1K. As

a result,with an increasingnumberof dataservers,and1 process,morecreateandstat

operationscanbeissuedin parallelwith IPoIB-RCthanwith RPC/RDMA(we issue1,024

createoperationsand1,024statoperationsfor a total of 2,048operations).However, with
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IPoIB-RC all 128 receive buffers aresharedacrossall the connectionsusingSRQ[80].

With RPC/RDMA,eachconnectionfrom anMDS to a DS is allocateda setof 32-buffers.

As a result,whenthenumberof connectionsincreases,RPC/RDMAhasadedicatedsetof

buffers in which to receive messages,while IPoIB hasa �x ednumberof buffers,andthis

might resultin droppedmessageswith IPoIB. Also in RPC/IPoIB,thereareup to 5 copies

from the applicationto the IP-level. With RPC/RDMA, thereare up to 3 copiesfrom

the applicationdownto the RPC/RDMA layer. With an increasingnumberof processes,

the larger numberof copiesin the caseof IPoIB begins to dominateandIPoIB performs

worsethanRDMA. The copying costwith IPoIB and1 client doesnot totally consume

theCPUandso is not thedominantfactor. As a result,with 1 process,RPC/TCPis able

to performbetterthanRPC/RDMA.At 2 processesper-node,RPC/RDMAandRPC/TCP

performcomparablywith an increasingnumberof data-servers. At 4 processes/nodeand

above with RPC/RDMA,the time requiredto performthecreateoperationsis lower than

RPC/TCP.At 16processesattheMDS, theimprovementwith 16DSesthereis amaximum

decreasein latency of 15%. The trendswe have observed indicatethatRPC/RDMAwill

performbetterthanRPC/TCPwith alargervolumeof operations.Wehaveconductedatest

with 32client threadswith bothRPC/RDMAandRPC/TCP.RPC/RDMAexhibitssimilar

degreeof improvementoverRPC/TCP.

Also, Figures6.6 and 6.7 show the timing breakdown for open(with create),stat,

chmodandcloseatoneand16processesat theMDS with varyingnumberof dataservers.

In the x-axis, the legendR-n standsfor n dataserversusingRPC/RDMA,andI-n stands

for n dataserversusingRPC/TCP.As expected,thetime for open(with create)dominates.
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The time for openis higherwith RPC/RDMA thanwith RPC/TCPat 1 process.At 16

processes,RPC/TCPoverheadbecomesdominantandthe time for open(with create)is

lowerwith RPC/RDMAthanwith RPC/TCP.

6.3.4 RPC/RDMA versusRPC/TCP fr om clients to DS

Wemeasuretherelativeperformanceimpactof changingthetransportfromRPC/RDMA

to RPC/TCPfrom theclient to thedata-servers. To measuretheperformanceimpact,we

usethreedifferentbenchmarks:sequentialthroughputwith IOzone,throughputof a Zipf

traceandaparallelapplicationBTIO.

SequentialThroughput

We useIOzone[11] in clustermodeto measuretheperformanceof a sequentialwork-

load modelingthe throughputfrom theclient to the DSes.8 nodesact asdataservers,8

nodesact asclients,and1 nodeis designatedad the metadataserver. Eachclient node

hostsoneIOzoneprocess.Thebenchmarkis run on both the IPoIB ReliableConnection

mode(IPoIB-RC)andIPoIB UnreliableDatagrammode(IPoIB-UD) to compareagainst

RPC/RDMA.The IOzonerecordsizeis kept at 32KB, the default cachedI/O maximum

sizeandthetotal �le sizeperclient usedis 512MB.TheWrite andReadthroughputwhile

varying the numberof dataservers and clients (aggregatethroughput)is shown in Fig-

ures6.8and 6.9respectively.

For Write, RPC/RDMA begins to outperformRPC/TCPasthenumberof dataserver

is increasedbeyond two. At 8 dataserversand8 clients,RPC/RDMA reachesits peak
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write throughputof 1,872MB/s, which is 22% higher thanIPoIB-RC and150%higher

thanIPoIB-UD. For Read,thereis an improvementin performancefor all cases.Using

RPC/RDMAachievesapeakreadthroughputof 5,029MB/s at8 clientsand8 dataservers,

whichoutperformsIPoIB-RCby 89%andIPoIB-UD by 188%.
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Figure6.8: IOzoneThroughput(Write)
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Throughput with a Zip Trace

Zipf 's law [103], namedafter the Harvard linguistic professorGeorge Kingsley Zipf

(1902-1950),is theobservationthatfrequency of occurrenceof someevent(P),asa func-

tion of the rank (i) when the rank is determinedby the above frequency of occurrence,

is a power-law function Pi � 1/ia with the exponent� closeto unity. Zipf distributions

havebeenshown to occurin avarietyof differentenvironmentssuchasworddistributions

98



in documents,web-pageaccesspatterns[56] and �le and block distributions in storage

sub-systems[34].

We modi�ed IOzoneto issuewrite andreadrequests,wherethe sizeandlocationof

the Reador Write requestfollows a Zipf distribution [103] with an � =0.9. We usedIO-

zoneto measurethe throughputof the traceon a single nodewith one thread,issuing

requestswherethe locationandI/O sizeof the issuedrequestfollows a Zipf distribution.

We useda 512MB �le sizeon both an ext3 aswell asa ramfsbackend�le system.We

comparepNFS/RDMA with pNFS/IPoIB-RCwhile varying the numberof dataservers.

The resultsfor Write areshown in Figure6.10, while the resultsfor Readareshown in

Figure 6.11. We observe that the RPC transportuseddoesnot have a large impact on

performancefor Writes. Disk FilesystemWrite performanceis generallysensitive to the

performanceof the backendstoragesubsystem.The large majority of disksexhibit poor

randomWrite performance[96]. Also,dependingontheorganizationof thein-memory�le

system,ramfsbasedsystemshave alsobeenshown to exhibit poor performancefor ran-

domWrite operations[35]. Correspondingly, for theZipf basedWrite distribution,we see

a very poor throughputof around500MB/s for bothpNFS/RDMAandpNFS/IPoIB-RC.

On theotherhand,theIOzoneReadthroughputis impactedby theunderlyingRPCtrans-

port. With aramfsbased�le system,weseeanimprovementof 22%from pNFS/IPoIB-RC

to pNFS/RDMAwith 1 dataserver. Theimprovementin throughputfrom pNFS/IPoIB-RC

to pNFS/RDMA increasesto 27% at 8 data-servers. We arealsoableto achieve a peak

throughputof 2073MB/s with theZipf traceat8 data-servers.Since,theZipf tracehasan

elementof randomness,a portionof theReaddatais cachedat theclient. As a resultwe
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seesomeamountof cacheeffect in additionto network-level transfers,which reducesthe

potentialperformanceimprovementwith pNFS/RDMA.Kanevsky, et.al.[34] observed a

similar effect whenusinga Zipf tracewith NFS/RDMA usinga singleserver. Using the

suggestedtechniqueof reducedcachingat theclient for NFS/RDMA,it maybepossibleto

furtherenhancetheperformanceof pNFS/RDMAwhenaworkloadhasaZipf distribution.
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Figure6.10:Zipf tracethroughput(Write)
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Performancewith a Parallel Scienti�c Application NAS BTIO

TheNAS ParallelBenchmarks(NPB) [99] suiteis usedto measuretheperformanceof

ComputationalFluid Dynamic(CFD)codesonaparallelmachine.Oneof thebenchmarks

BT measuresthe performanceof block-triangulationequationsin parallel. In additionto

the computationalphaseof BT, BTIO addsadditionalcodefor check-pointingandveri-

fying the datafrom the computation. The usermay choosefrom threedifferentmodes
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of performingI/O; namelysimplemode,FortranI/O modeandFull MPI I/O mode[62].

We usetheFull MPI I/O modein which MPI collective callsareusedto aggregateRead

andWrite operations.We run BTIO with a classA size(thatusesa 64x64x64array)over

pNFS/RDMAandpNFS/IPoIB.The resultswith anext3 back-end�le systemat thedata

serversareshown in Figure6.12.

In theseexperiments,we measuredthe performanceof BTIO [99] (Million Opera-
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Figure6.12:Performanceof BTIO with ext3

tions/second)while varying the numberof dataservers from oneto eight andwith one,

sixteenandsixty-four processes(BTIO requiresa squarenumberof processes).For the

sixteenprocesscase,weuseeightclientnodes(2 processes/node).For the64processcase,

wealsouseeightclientnodes(eightprocessespernode).We observe thefollowing trends

ateightdataservers.First,pNFS/IPoIB-RCandpNFS/RDMAperformcomparablyatone
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processon onenode,irrespective of the numberof datasevers. As the numberof pro-

cessesincreases,pNFS/RDMAbeginsto performbetterthanpNFS/IPoIB-RC.This trend

is moreeasilyseenwith eightdataserversandwe discussthetrendfor eightdataservers.

At 16 processes(2 processes/node),BTIO over a pNFS/RDMA transportperformsupto

4% betterthanover a pNFS/IPoIB-RCtransport.At 64 processes(8 processes/node),this

increasesto approximately7%. In full MPI I/O mode,MPI collective calls areusedto

aggregatesmallerreadsandwritesfrom differentprocessesinto fewerwrite andreadoper-

ationswith largersizes.As aresult,thebandwidthof thetransportimpacttheperformance

of BTIO. Thisbecomesapparentat largernumberof processes/nodeanda greaternumber

of data-serversbecausethe copying costandcontentionis the dominantfactorwith the

TCP/IPtransport.

6.4 Summary

In this Chapter, we propose,designandevaluatea high-performanceclusteredNAS.

TheclusteredNAS usesparallelNFS(pNFS)with anRDMA enabledtransport.We con-

sideranumberof designconsiderationsandtrade-offs, in particular, buffer managementat

theclient, DS andMDS, scalabilityof theconnectionswith increasingnumberof clients

anddataservers.We alsolook at how anRDMA transportmaybedesignedwith sessions

which givesusexactly oncesemantics.Our evaluationsshow thatenablingpNFSwith a

RDMA transport,we candecreasethe latency for smalloperationsby up to 65%in some

cases.Also, pNFSenabledwith RDMA allows us to achieve a peakIOzoneWrite and

Readaggregatethroughputof 1,800+MB/s (150%betterthanTCP/IP)and5,000+MB/s
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(188%improvementoverTCP/IP)respectively, usingasequentialtraceand8 dataservers.

Also, evaluationwith a Zipf tracedistribution allows us to achieve a maximumimprove-

mentof up to 27%whenswitchingtransportsfrom RDMA to TCP/IP. Finally, application

evaluationwith BTIO showsthattheRDMA enabledtransportwith pNFSperformsbetter

thana transportwith TCP/IPby up to 7%.
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CHAPTER 7

CACHING IN A CLUSTERED NAS ENVIRONMENT

With the dawn of the Internetage, the rapid growth of multi-mediaand other traf-

�c, therehasbeena dramaticincreasein the amountof datathat needsto be storedand

accessed.In addition,commercialandscienti�c applicationssuchasdata-miningandnu-

clearsimulationsgenerateandparsevastamountsof dataduring their runs. To meetthe

demandfor accessto this data,single server �le systemssuchas NFS [76] and Glus-

terFS[5] andparallel�le systemssuchasLustre[102] overhigh-bandwidthinterconnects

like In�niBand with high-performancestoragedisksat the storageservershave become

common-place.However, evenwith thesecon�gurations,theperformanceof the �le sys-

temunderavarietyof differentworkloadsis limited by theaccesslatency to thedisk. With

a large numberof requeststo non-contiguouslocationsof the disk, the ability of the �le

systemto copewith thesetypesof requestsis severelylimited. In addition,parallelstriping

of paralleldataprovideslimited bene�t in environmentswith a lot of small�les.

To reducetheloadon thedisk andenhancetheperformanceof the�le system,several

differenttypesof cachingstrategiesandalternativeshave beenproposed[57, 52]. Gener-

ally, in most�le systems,acacheexistsat theserverside.It mightbepartof thedistributed
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�le system,suchaswith Lustre[102], or it might residein theunderlying�le systemsuch

aswith NFS.Theserver sidecachewill generallycontainthe latestdata.Theserver side

cachemaybeusedto reducethenumberof requestshitting thedisk, andalsoprovide en-

hancementswhenthereis a fair amountof read/writedatasharing.Theserver sidecache

is generallylimited in sizeandsharedby a large numberof I/O threads.In addition,the

limited sizeof thecachein-concertwith policieslike LRU canreducetheperformanceof

theserversidecache.

In additionto aserver sidecache,�le systemprotocolslikeNFS[76] andLustre[102]

alsoprovide a client sidecache.A client sidecachemayprovide a largebene�t in terms

of performancewhenmostof the datais accessedlocally, suchas in the caseof a user

homedirectory. However, client sidecachesintroducecachecoherency issueswhenthere

is sharingof databetweenmultiple clients.NFSdoesnot offer strict cachecoherency and

usescoarsetimeoutsto dealwith the issue. Lustre[102] on the otherhanduseslocking

with the metadataserver acting as a lock mangerto implementclient cachecoherency.

Writesare�ushed beforelocksarereleased.With a largenumberof clients,theoverhead

of maintaininglocksandkeepingtheclient cachescoherentincreases.GlusterFS[5] does

notprovideaclient sidecachein thedefault con�guration.

In this Chapter, we propose,designandevaluateanInterMediateCachingarchitecture

(IMCa) betweenthe client andthe server for theGlusterFS[5] �le system.We maintain

a bankof independentcachenodeswith a large capacity. The �le systemis responsible

for storing information from a variety of differentoperationsin the cache. Keepingthe

informationin thecachebankup-to-dateis achievedthrougha numberof differenthooks
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attheclientandtheserver. Throughthesehooks,theclientattemptsto fetchtheinformation

for differentoperationsfrom thecache,beforetrying to getit from theback-end�le server.

We expectmultiple bene�ts from usingthis architecture.First, the �le systemclients

canexpect to retain the bene�ts of a client sidecachewith a small penaltyboundedby

network round-trip latency. With the advent of low latency, high-performancenetworks

likeIn�niBand whichoffer low latency messaging,thepenaltyassociatedwith this is likely

to be low. Second,sincethe numberof cachesis small in comparisonto the numberof

clients,andthesecachesarelockless,keepingthecachescoherentis considerablycheaper.

Finally, we expectto reapthebene�ts of a client cachewithout theassociatedscalability

andcoherency issues.

Ourpreliminaryevaluationsshowsthatwecanimprovetheperformanceof �le system

operationssuchasstatby up to 82%over thenative designandupto86%over a �lesys-

tem like Lustre. In addition,we alsoshow that the intermediatecachecan improve the

performanceof datatransferoperationswith both singleandmultiple clients. Finally, in

environmentswith read/writesharingof data,we canseean overall improvementin �le

systemperformance.Finally, IMCa helpsus to achieve betterscalabilityof �le system

operations.

Therestof this Chapteris organizedasfollows. Section7.1describesthebackground

work. After that,Section7.2triesto motivatetheneedfor abankof caches.In Section7.3

we discussthedesignissues.Following that,Section7.4 presentstheevaluation.Finally,

summaryis presentedin Section7.5.
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7.1 Background

In this section,we discussthe �le systemGlusterFSand the dynamicweb-content

cachingdaemonMemCached.

7.1.1 Intr oduction to GlusterFS

GlusterFS[5] is aclustered�le-systemfor scalingthestoragecapacityof many servers

to severalpeta-bytes.It aggregatesvariousstorageserversor bricksover an interconnect

suchasIn�niBand or TCP/IPinto onelargeparallelnetwork �le system.GlusterFSin its

default con�gurationdoesnot stripethedata,but insteaddistributesthenamespaceacross

all the servers. Internally, GlusterFSis basedon the conceptof translators.Translators

may be appliedat either the client or the server. Translatorsexist for ReadAheadand

Write Behind. In termsof design,a small portion of GlusterFSis in the kernelandthe

remainingportion is in userspace.The calls are translatedfrom the kernel VFS to the

userspacedaemonthroughtheFilesystemin UserSpace(FUSE).

7.1.2 Intr oduction to MemCached

Memcachedis an objectsbasedcachingsystem[45] developedby DangaInteractive

for LiveJournal.com.It is traditionally usedto enhancethe performanceof databaseap-

plicationor websiteswith dynamiccontentthatareheavily loaded.Memcachedis usually

run asa daemonon sparenodes.Memcachedlistensfor requestson a userspeci�edport.

The amountof memoryusedfor cachingis speci�ed at startup. Internally, memcached

implementsLeastRecentlyUsed(LRU) asthecachereplacementalgorithm.Memcached
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usesa lazy expirationalgorithm; i.e. objectsareevictedwhenthe cacheis full anda re-

questis madeto addanobjectto thecache,or a requestto fetcha dataelementfrom the

cacheis madeandthetime for theobjectin thecachehasexpired. Memorymanagement

is basedonslabcacheallocationto reduceexcessive fragmentation.Memcachedcurrently

limits themaximumsizeof theobjectto bestoredto 1MB andthemaximumlengthof the

key to 256bytes.TheMemcachedaemonmaybeaccessedthroughTCP/IPconnections.

Clientsusuallychangedataelementsin memcachedthroughaT(key, data)tuple.TheAPI

consistsof the functionsset,replace,delete,prependandappend.A numberof libraries

areavailablefor accessingmemcacheddaemons;oneof themlibmemcacheis a C based

library [13].

7.2 Moti vation

We now considerthe motivation for using intermediatecachingarchitecturein a �le

system.We look at somecommonproblemsin �le systemdesignthatcouldpotentiallybe

solvedthroughtheuseof acachinglayer.

Single Server Bandwidth Drop With Multiple Clients. Protocolslike NFS/RDMA

attemptsto offer the improvedbandwidthof networks like In�niBand to NFS.However,

NFSserversusuallystoremostof thedataonthedisk. Theserveris constrainedby theabil-

ity of thediskto matchthebandwidthof thenetwork. Sincethediskis usuallymuchslower

thanthenetwork, thebene�t fromusingNFS/RDMAis reduced.Theeffectof thisis shown

in Figure7.1(a)andFigure7.1(b),which show the multi-client IOzoneReadthroughput
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with differenttransports,namelyNFS/RDMA (RDMA), NFS/TCPon In�niBand (IPoIB)

and�nally , NFS/TCPon Gigabitethernet(GigE). In Figure7.1(a),4GB server memoryis

used;in Figure7.1(b),8GBservermemoryis used.Thebandwidthavailableto theclients

seemsto berelatedto theamountof memoryon theserver andfalls off astheserver runs

outof memoryandis forcedto fetchdatafrom thedisk.
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Figure7.1: Multiple clientsIOzoneReadBandwidthwith NFS/RDMA[76]

Parallel I/O Bandwidth From Multiple Servers. Parallel I/O attemptsto usethe

aggregatebandwidthof multiple servers. Sincethe back-endserver ultimately usesreal

disks,thebene�tsof parallelI/O bandwidthareultimatelymitigatedespeciallyfor multiple

streamsthat accessdataspreadon different portionsof the disk causingincreaseddisk

seeking,reducingperformance.
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PerformanceFor Small Files. Deliveringgoodperformancefor small �les is gener-

ally dif�cult. In data-centerenvironmentsa largenumberof small�les areused[64]. Data

stripingtechniquesgenerallyusedin parallel�le systemareof limited usefor small �les.

Storing�les onmultiple independentserverscanhelpreducecontentionfor small�les, but

still exposesthese�les to thelimits of thediskon theseservers.

CacheCoherencyProblems. In �le systemenvironments,aclient sidecacheusually

provide bestperformance.Client cachesmay be coherentsuchaswith Lustre [102] or

non-coherent,suchaswith NFS [76]. Non-coherentclient sidecachesaremorescalable

but have limited usein environmentswith read/writesharing.Coherentclient sidecache

maybeusedin environmentswith suf�cient read/writesharing.However, they havelimited

scalability.

Server load problems. Reducingtheloadontheserver is generallycrucialto improv-

ing thescalabilityof �le systemprotocols.RDMA is generallyproposedasacommunica-

tion of�oad techniqueto reducetheimpactof copying in protocolslike TCP/IP. However,

RDMA cannoteliminateothercopying overheadssuchasthoseacrosstheVFS layerand

other�le systemrelatedoverheads.Usingan intermediatecachelayermayhelpmitigate

theeffect of someof theseproblems.We will now look at thedesignandimplementation

of a layerof cachingnodes.

7.3 Designof a Cachefor File Systems

In this section,we considerthe designof the Intermediatememorycaching(IMCa)

architecturefor the GlusterFS[5] �le system. First, we look at the overall block level
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architectureof IMCa in Section7.3.1. Following that, we look at the potentialnon-data

�le systemoperationsthatcouldbeoptimizedin Section7.3.2. In Section7.3.3,we look

at thepotentialoptimizationsfor dataoperations.Finally, wediscusssomeof thepotential

advantagesanddisadvantagesof IMCa in Section7.3.4.

7.3.1 Overall Ar chitecture of Intermediate Memory Caching (IMCa)
Layer

The architectureof IMCa is shown in Figure7.2. The architectureconsistsof three

components:CMCache(ClientMemoryCache),MemCached(MCD) arrayandSMCache

(ServerMemoryCache).The�rst componentCMCache(ClientMemoryCache)is located

at theGlusterFSclient.

MemCache Daemon MemCache DaemonMemCache Daemon

SMCache

CMCache

GlusterFS Client

GlusterFS Server

Ext3

MCD Array

Overall client architecture (multiple clients possible)

Overall server architecture (multiple servers possible)

High

Disk

Speed

High

Disk

High

Disk

Speed

High

Speed

Disk

Speed

Figure7.2: OverallArchitectureof theIntermediateMemoryCaching(IMCa) Layer
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Client Memory Cache(CMCache): This is responsiblefor intercepting�le system

operationsat the client. It is implementedasa translatoron the GlusterFSclient asdis-

cussedin Section7.1.OncetheseoperationsareinterceptedCMCachedetermineswhether

theserequestshave any interactionwith the cachinglayer or not. If thereis no interac-

tion, CMCachewill propagatethe requestto theserver. Interactionsaregenerallyin two

forms. In the �rst form, it maybepossibleto processthe requestfrom theclient directly

by contactingtheMCDs. In this case,CMCachewill contacttheMCDsandattemptto di-

rectly returntheresultsfor therequests.CMCachecommunicateswith theMCDs through

TCP/IP.

MemCachedMCD Array (MCD): Thisconsistsof anarrayof MemCacheddaemons

runningon nodesusuallysetasideprimarily for IMCa. Thedaemonsmayresideon nodes

thathave otherfunctions,sinceMCDs tendsto uselimited CPUcycles. To obtainmaxi-

mumbene�t from usingIMCa, thenodesshouldbeableto provide a suf�cient amountof

memoryto thedaemonswhile they arerunning.

Server Memory Cache(SMCache):Thisis the�nal componentof IMCa. It is located

on theGlusterFSserver. SMCacheis implementedasa translatorat theGlusterFSserver.

SMCacheis dividedinto two parts.The�rst partof SMCacheinterceptsthecallscoming

from GlusterFSclients. Dependingon the type of operationfrom the GlusterFSclient,

it mayeitherpassthe operationdirectly to the underlying�le system,or performcertain

transformationson it beforepassingit to the underlying�le system. The GlusterFS�le

systemusesthe asynchronousmodelof processingrequestsasdiscussedin Section7.1.

Initially, requestsare issuedto the �le systemandlater when they complete,a callback
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handleris calledthat processestheseresponsesandreturnsthe resultsbackto the client.

Thesecondpartof SMCachemaintainshooksin thecallbackhandler. Thesehooksallow

SMCacheto intercepttheresultsof differentoperationsandsendthemto MCDsif needed.

SMCachecommunicateswith theMCDs usingTCP/IP.

7.3.2 Designfor ManagementFile SystemOperations in IMCa

We now considersomeof the designtrade-offs for differentmanagement�le system

operations.

Stat operations: Theseareincludedin POSIXsemantics.Statappliesto both�les and

directories.Statgenerallycontainsinformationaboutthe�le size,createandmodify times,

in additionto otherinformationandstatisticsaboutthe �le. Statoperationsarea popular

way of determiningupdatesto a particular�le. For example,in a producer-consumertype

of application,a producerwill write or appendto a �le. A consumermay look at the

modi�cation time on the �le to determineif anupdatehasbecomeavailable. This avoids

the needandcostfor explicit synchronizationprimitivessuchaslocks. This approachis

usedin a numberof webanddatabaseapplications[64]. Sincethedatastructuresfor the

statoperationsaregenerallystoredon thedisk, statoperationsusuallyhave considerable

latency. It is natural to considerstat functionsfor cachebasedfunctionality. We have

designeda cachebasedfunctionality for stat. At open,MCD is updatedwith thecontents

of the statstructurefrom the �le by SMCache.The key usedto locatea MCD consists

of the absolutepathnameof the �le, with the string :stat appendedto it. SMCacheuses

thedefault CRC32hashingfunction in libmemcache[13] to locatetheappropriateMCD.

For every readandwrite operation,thestatstructurein theMCD is replacedwith themost
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recentvalueof statby SMCache.CMCachethen interceptsstatoperations,attemptsto

fetchthestatinformationfrom theMCD if available,andreturnit to theclient. If thereis a

miss,whichmighthappenif thestatentrywasevictedfrom theMCD for example,thestat

requestpropagatesto theserver.

Createoperations: Theseusuallyrequireallocationof resourceson thedisk. Thereis

notmuchpotentialfor cachebasedoptimizations.Createoperationsaredirectly forwarded

from theclient to theserverwithout any processing.

Deleteoperations: Theseoperationsusuallyrequireremoval of itemsfrom the disk.

The potentialfor optimizationswith deleteoperationsis limited. Deleteoperationsare

forwardedby the client to the server without any interception. Whendeleteoperations

areencountered,we remove thedataelementsfrom thecacheto avoid falsepositivesfor

requestsfrom clients.

7.3.3 Data Transfer Operations

Therearetwo typesof �le systemoperationsthatgenerallytransferdata;i.e. Readand

Write. To implementReadandWrite with IMCa, CMCacheinterceptstheReadandWrite

operationsat theclient. Beforewe discussthe protocolsfor theseoperations,we look at

theissueof cacheblockingfor �le systemoperations.

Needfor Blocks in IMCa

Most moderndisk based�le systemsstoredataasblocks[60]. Parallel �le systems

alsotendto stripelarge�les acrossanumberof dataserversusingaparticularstripewidth.

Generally, the larger the block size, the betterbandwidthutilization from the disk and
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network subsystems.Smallerblock sizeson the otherhandtendto favor lower latency,

but alsotendto introducemorefragmentation.IMCa usesa �x edblock sizeto store�le

systemdatain the cache.SinceIMCa is designedasa genericcachinglayer andshould

providegoodperformancefor avarietyof different�le sizesandworkloads;theblocksize

shouldbesetappropriatelykeepingtheselimits in mind. It shouldbekeptsmallenoughso

thatsmall�les maybestoredmoreef�ciently . It shouldalsobekeptlargeenoughto avoid

excessive fragmentationandreasonablenetwork bandwidthutilization. MemCached[45]

hasa maximumupperlimit of 1MB for storeddataelementsasdiscussedin Section7.1.

This placesa naturalupperboundon the size of datathat may be storedin the cache.

Dependingon the blocksize,IMCa may needto fetch or write additionalblocksfrom/to

the MCDs above andbeyondwhat is requested.This happensif thebeginningor endof

therequesteddataelementis notalignedwith theboundaryde�ned by theblocksize.This

is shown in Figure7.3. As a result,dataaccess/updatefrom/to the MCDs becomemore

expensive. This is discussedfurtherin Section7.3.3.

File data segmented
by IMCa blocksize

data

Data Block Boundaries

Requested data
Extra

Figure7.3: Exampleof blocksrequiringadditionaldatatransfersin IMCa
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Figure7.4: LogicalFlow for ReadandWrite operationsin IMCa

Designfor Data Transfer Operations:

Wenow look at theprotocolsfor ReadandWrite datatransferoperationsin IMCa. We

alsoconsiderthe supportingfunctionality for datatransferoperationssuchasOpenand

Close.

Open: On theopen,in CMCache,theabsolutepathof the�le andthe�le descriptoris

storedin adatabase,sothatthis informationmaybeaccessedata laterpoint. At theserver,

theMCDsarepurgedof any datarelatingto the�le whentheOpenoperationis received.

Read: Thealgorithmfor Readrequestsin CMCacheis shown in Figure7.4(b). On a

Readoperation,CMCacheappendstheabsolutepathof the �le (which wasstoredduring

the Open)with the offset in the �le to generatea key. SinceIMCa is basedon a static
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block size;thesizeof theReaddatarequestedfrom theMCD maybeequalto or greater

thanthecurrentReadrequestsize.CMCachewill generatekeysthatconsistof theabsolute

pathnamefor the�le, thatwasstoredduringtheopenandtheoffsetsfrom theReadrequest,

takinginto accounttheIMCa blocksize.CMCacheusesthekeys to accesstheMCDs and

fetch the blocks. If thereis a miss for any oneof the keys, CMCachewill forward the

Readrequestto theGlusterFSserver. Thecostof a missis moreexpensive in thecaseof

IMCa, sinceit includesoneor moreround-tripsto theMCD, beforedeterminingthatthere

might bea miss.TheSMCacheReadalgorithmis shown in Figure7.4(a).Becauseof the

IMCa block size,theReadoperationmaypotentiallyrequiretheserver to readadditional

datafrom theunderlying�le system.OncetheReadoperationreturnsfrom the�lesystem,

theserver will appendthe full �le pathnamewith theblock offsetandupdatetheMCDs

with the data. The server may needto sendseveral blocksto the MCDs servers. Using

an additionalthreadto updatethe MCDs at the server maypotentiallyreducethe costof

Readsat theserver.

Write: Write operationsare persistent. This meansthat the Write operationsmust

propagateto the server wherethey needto be written to the �lesystem. CMCachedoes

not interceptWriteoperation.At theserver, theWrite operationis issuedto the�le system

asshown in Figure7.4(c). Whenthewrite operationcompletes,Read(s)areissuedto the

underlying�le systemby SMCachethat cover the Write area,accountingfor the IMCa

blocksize.Whenthedatais available,theRead(s)aresentto theMCDs. Sincetheremay

bemultipleoverlappingWritesto aparticularrecordandbecauseof theIMCa requirement

of a�x edblock-size,neitherCMCachenorSMCachecandirectlysendtheWritedatato the
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MCDs. Write latency maybepotentiallyincreasedby theadditionalupdateof theMCDs

at theserver. Usinganadditionalthreadaswith Readscanreducethecostof thisupdate.

Close: Closespropagatefrom theclientdirectly to theserverwithoutany interception.

Whenthecloseoperationis interceptedby SMCache,it will attemptto discardthedatafor

the�le from theMCDs.

7.3.4 Potential Advantages/Disadvantagesof IMCa

In this section,wediscussthepotentialadvantagesanddisadvantagesof IMCa.

Fewer RequestsHit the Server: The dataserver is generallya point of contention

for differentrequests.In additionto communicationcontention,theremaybeconsiderable

contentionfor thedisk. IMCa mayhelpreduceboththesecontentionsat theserver.

Latency for RequestsReadFrom the Cacheis Lower: With considerablepercentage

of Readsharingaswell asRead/Writesharingpatterns,a largenumberof requestscould

potentiallybe�elded directly from theMCDs. Thismighthelpreducethelatency for these

patterns,in additionto reducingtheloadon theserver.

MCDs areself-managing:Eachcachein theMCD implementsLRU. As thecaches�ll

up,unuseddatawill automaticallybepurgedfrom theMCDs. Thereis no needto manage

the cacheby the client or the server. This reducesthe overheadof IMCa. Additional

cachingnodescanbeeasilyadded.IMCa cantransparentlyaccountfor failuresin MCDs.

Failur esin MCDs do not impact correctness:Writesarealwayspersistentin IMCa

andarewrittensuccessfullyto theserver�lesystembeforeupdatingtheMCDs. Irrespective

of nodefailuresin theMCDs,correctnessis not impacted.
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Additional NodesElementsNeededEspeciallyFor Caching: MCDs needsanarray

of nodesonwhich to run thedaemons.Thesenodesmightbeusedfor otherpurposessuch

asstoring�le systemdataor runningwebservices.

Cold MissesAr e Expensive: Readson theclient requireoneor moreaccessesto the

MCDs dependingon the blocksizeandthe requestedReadsize. If any of theseaccesses

resultsin a miss, the Readneedsto be propagatedto the server. As a result,missesare

moreexpensivethanin a regular�le system.

Additional Blocks/Data Transfer Needed: In IMCa datais storedin blocksizesto

act asa tradeoff betweenbandwidth,latency, utilization andfragmentation.If the block

sizeis settoo large,smallReadrequestswill bepenalized,requiringadditionaldatato be

transferredfrom theMCDs. If theblock sizeis settoo small,largerequestsmight require

multiple trips to theMCDs to fetchthedata.

Overheadand Delayed Updates: IMCa hooksinto bothRead/Writefunctionsat the

server throughSMCache.Read/Writedatafrom the server needsto be fed to the MCDs

beforeit is returnedto the client in non-threadedmode. This may result in additional

overheadat theserverandupdatesfrom theMDCsbeingdelayed.

7.4 PerformanceEvaluation

In thissection,weattemptto characterizetheperformanceof IMCa in termsof latency

andthroughputof differentoperations.First,we look at theexperimentalsetup.
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7.4.1 Experimental Setup

We usea 64 nodeclusterconnectedwith In�niBand DDR HCAs. Eachnodeis an8-

coreIntel Cloverbasedsystemwith 8GBof memory. TheGlusterFSserver runsonanode

with acon�gurationidenticalto thatspeci�edabove; it is alsoequippedwith aRAID array

of 8-HighPointDiskson which all �les usedin theexperimentreside.IP over In�niBand

(IPoIB) with ReliableConnection(RC)is usedasthecommunicationtransportbetweenthe

GlusterFSserverandclient;aswell asbetweenthecomponentsof IMCa namelySMCache,

CMCacheandthe MCD array. The MCDs run on independentnodesandareallowedto

useupto 6GB of main memory. Unlessexplicitly mentioned,SMCacheand CMCache

usea CRC32hashingfunction for storingand locating datablocks on the MCDs. For

comparison,we alsousethe default con�guration of Lustre1.6.4.3with a TCP transport

overIPoIB. TheLustremetadataserverrunsonanodeseparatefrom thedataservers(DS).

7.4.2 Performanceof Stat With the Cache

We look at the performanceof the stat operationwith IMCa as discussedin Sec-

tion 7.3.2.

Stat Benchmark: Thebenchmarkusedto measuretheperformanceof statconsistsof

two stages.In the�rst stage(untimed),asetof 262,144�les is created.In thesecondstage

(timed)of thebenchmark,eachof thenodestriesto performastatoperationoneachof the

262,144�les. Thetotal time requiredto completeall 262,144statsis collectedfrom each

of thenodesandthemaximumtimeamongall of themis reported.
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PerformanceWith One MCD: Theresultsfrom runningthis benchmarkis shown in

Figure7.5. Along thex-axis thenumberof nodesis varied. They-axisshows thetime in

seconds.LegendNoCachecorrespondsto GlusterFSin thedefault con�guration(noclient

side cache). LegendMCD (x) correspondsto GlusterFSwith x MemCacheddaemons

running.FromFigure7.5,wecanseethatwithout thecache,thetimerequiredto complete

thestatoperationsincreasesat a muchfasterratethanwith thecachenodes.With a single

MCD, thetimerequiredto completethestatoperationsincreasesatamuchslowerrate.At

64clients,with 1 MCD, thereis an82%reductionin thetimerequiredto completethestat

operationsascomparedto without thecache.GlusterFSwith a singleMCD outperforms

Lustrewith 4 DSsby 56%at64 clients.

PerformanceWith Multiple MCDs: With anincreasingnumberof MCDs, thereis a

reductionin thetime neededto completethestatoperations.However, with anincreasing

numberof MCDs, thereis a diminishing improvementin performance.For example,at

64 nodes,thereis only a 23% reductionin time to completethe statoperationfrom 4 to

6 MCDs. The statisticsfrom the MCDs show that the miss ratewith increasingMCDs

beyond2 is zero. This seemsto suggestthat2 MCDs provide adequateamountof cache

memoryto completelycontainthe statdataof all the �les from the workload. Thereis

little stresson the MCDs memorysub-systembeyond two MCDs. The overheadof the

communicationprotocolTCP/IPis alleviatedto someextentby goingbeyondtwo MCDs.

Using four andsix MCDs provide somebene�t asmay be seenfrom Figure7.5. At 64

nodes,usingGlusterFSwith 6 MCDs, the time requiredto completethestatoperationis

86%lower thanLustrewith 4 DSs.
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7.4.3 Latency: SingleClient

In thisexperiment,wemeasurethelatency of performingreadandwrite operations.

Latency Benchmark: In the �rst part of theexperiment,datais written to the �le in

a sequentialmanner. For a given recordsizer, 1024recordsof recordsizer arewritten

sequentiallyto the �le. The Write time for that recordsize is measuredas the average

time of the1024operations.We measuretheWrite time of recordsizesfrom 1 byte to a

maximumrecordsizein multiplesof 2. In thesecondstageof thebenchmark,we go back

to thebeginningof the �le andperformthesameoperationsfor Readoperations,varying

therecordsizefrom 1 byte to themaximumrecordsize,with thetime for theReadbeing

averagedover1024recordsfor eachgivenrecordsize.

ReadLatency with different IMCa block sizes:Theresultsfrom thelatency bench-

markfor Readis shown in Figure7.6(a)andFigure7.6(b).For IMCa, weusedblocksizes

of 256bytes,2K and8K bytes.For theReadlatency shown in Figure7.6(a),for a record
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sizeof 1 byte,thereis a reductionof upto45%in latency usingoneMCD over usingNo-

Cache,with a block sizeof 2K, anda 31% reductionin latency with an 8K IMCa block

size.With anIMCa block sizeof 256,thereductionin Readlatency increasesto 59%. As

discussedin Section7.3, even for a Readoperationof 1 byte, the client needsto fetch a

completeblock of datafrom theMCDs. So,we mustfetchdatain multiplesof themini-

mumrecordsizeof IMCa. Smallerblock sizeshelp reducethe latency of smallerReads,

but degradetheperformanceof largerReads,sinceCMCachemustmake multiple trips to

theMCDs. Thismaybeseenin Figure7.6(a),wherebeyondarecordsizeof 8K, NoCache

haslower latency thanIMCa with ablocksizeof 256andhasthelowestlatency overallas

therecordsizeis further increased(Figure7.6(b)). Sinceno Readat theclient resultsin a

missfrom theMCDs,no readrequestspropagateto theserver. We usea block sizeof 2K

for theremainingexperiments.

Comparison with Lustre: We useoneandfour dataserverswith Lustre,denotedby

1DS and4DS respectively. Also, we usetwo differentcon�gurationsfor Lustre,warm

cache(Warm) andcold cache(Cold). For the warm cachecase,the Write phaseof the

benchmarkis followedby theReadphaseof thebenchmarkwithoutany intermediatestep.

For thecoldcachecase,aftertheWrite phaseof thebenchmark,theLustreclient�le system

is unmountedandthenremounted.This evicts any datafrom theclient cache.Clearly, the

warm cachecasedenotedby Lustre-4DS(Warm) providesthe lowestReadlatency in all

cases(Figure7.6(a)),sinceReadsareprimarily satis�edfrom thelocalclientcache(results

for largerrecordsizeswith a warmcachearenot shown). Thecold cacheforcestheclient

123



to fetch the �le from the dataservers. So,Lustre-1DS(Cold) andLustre-4DS(Cold) are

closerto IMCa in termsof performance.We discusstheseresultsfurtherin [75].

Write Latency: The Write latency is shown in Figure 7.6(c) with an IMCa block

sizeof 2K. Write introducesanadditionalReadoperationin thecritical pathat theserver

(Section7.3). Correspondingly, Write latency with IMCa is worsethantheNoCachecase.

By of�oading theadditionalReadto a separatethread,theadditionallatency of theRead

maybe removed from thecritical pathandthe Write latency canbe reducedto thesame

valueaswithout the cache. IMCa provideslittle bene�t for Write operationsbecauseof

theneedfor Writesto bepersistent(Section7.3.3).Correspondingly, wedonotpresentthe

resultsfor Write for theremainingexperiments.

7.4.4 Latency: Multiple Clients

The multi-client latency testsstartswith a barrieramongall the processes.Oncethe

processesarereleasedfrom this barrier, eachprocessperformsthelatency test(with sepa-

rate�les), describedin Section7.4.3. TheWrite andReadlatency componentsaswell as

eachrecordsizefor ReadandWrite is separatedby a barrier. Thelatency for a particular

recordsizeis theaverageof thetimesreportedby eachprocessfor thegivenrecordsize.

We presentthenumbersfor theReadlatency with 32 clientseachrunningthe latency

benchmark,while theMCDs arebeingvaried. Theselatency numbersareshown in Fig-

ure7.7(a)(SmallRecordsizes)andFigure7.7(b)(MediumRecordSizes).Fromthe�gure,

we canseethat thereis reductionof 82%in the latency whenfour MCDs areintroduced

over theNoCachecasefor a 1 byteRead.Clearly, IMCa providesadditionalbene�t in the

caseof multiple clientsascomparedto thesingleclient case.In addition,with 32 clients,
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andasingleMCD, statisticstakenfromtheMCDsshow thatthereareanincreasingnumber

of MCD capacitymisses.Thesecapacitymissesarereducedby increasingthenumberof

MCDs. Thetrendof increasingcapacitymissesmaybeseenmoreclearlywhile varyingthe

clientsandusingasingleMCD. TheseReadlatency numberareshown in Figure7.8(a)and
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Figure7.8(c). TheReadlatency at 32 clientsis higherthanwith oneclient andincreases

with increasein recordsize.

We alsocomparewith Lustreat 32 clients(Figure7.7(a)andFigure7.7(b)). With a

cold cache,for smallReadslessthan32 bytes,Lustre (Cold) haslower latency thanIMCa

(4MCD). After 32 bytes,IMCa (4 MCD) deliverslower latency thanLustre (Cold). IMCa

with 1 and2 MCDsalsoprovide lower latency thanLustrebeyond8K and2K respectively.

Finally, Lustre (Warm)againproducesthelowestlatency overall. However, thelatency for

IMCa (4 MCDs)increasesataslowerratewith increasingrecordsizeandat64K, IMCa (4

MCDs)haslower latency thanLustre(Warm). Similar trendscanalsobeseenwith varying

numberof clients(Figure7.8(b)andFigure7.8(d)).
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Figure7.8: Readlatency with 1 MCD andvaryingnumberof clients

7.4.5 IOzoneThr oughput

In this section,we discussthe impact of IMCa on the I/O bandwidth. One of the

bene�tsof aparallel�le systemwith multipledataserversoverasingleserverarchitecture

suchasNFSis thestripingandadvantageof improvedaggregatebandwidthfrom multiple
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datastreamsfrom multiple dataservers.This is especiallytruewith larger �les andlarger

recordsize. Usingmultiple cachesin MCD, it might bepossibleto gaintheadvantageof

multiple paralleldataservers,while usinga singleI/O server. We useIOzoneto measure

theReadthroughputof a 1GB�le, usinga2K block size.We replacethestandardCRC32

hashfunction usedby libmemcache[13] with a staticmodulofunction (round-robin)for

distributing the dataacrossthe cacheservers using a 2K block size. We measuredthe

IOzoneReadthroughputwith 1, 2 and4 MCDs. Theseresultsareshown in Figure7.9.

Fromtheseresults,it canbeseenthatwe canachieve a IOzoneReadThroughputof upto

868 MB/s with 8 IOzonethreadsand4 MCDs. This is almosttwice the corresponding

numberwithout thecache(417MB/s) andLustre-1DS(Cold) (325MB/s). Clearly, adding

additionalCacheservershelpsprovidebetterIOzoneReadThroughput.
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7.4.6 Read/Write Sharing Experiments

To measurethe impactof IMCa in anenvironmentwhere�le datais shared,we mod-

i�ed the latency benchmarkdescribedin Section7.4.3so thatall the nodesusethesame

�le. In thewrite phaseof thebenchmark,only therootnodewritesthe�le data.In theread

phaseof thebenchmark,all theprocessesattemptto readfrom the�le. Again,aswith the

multi-client experiments(Section7.4.4),theReadandWrite portions,aswell theportions

for eachrecordsizeareseparatedwith barriers.

We measurethe readlatency, with andwithout IMCa andcomparewith Lustre-1DS

(Cold). With IMCa, we useoneMCD. The readlatency is shown in Figure7.10. At 32

nodes,thereis a 45% reductionin latency with IMCa over the NoCachecase. Also, as

may be seenfrom Figure7.10,IMCa providesbene�t, that increaseswith an increasein

thenumberof nodes.Sincewe areusinga singleMCD, with all theclientstrying to read

thedatafrom theMCD in thesameorder, we seethat thetime evenwith IMCa increases

linearly. With agreaternumberof MCDs,weexpectbetterperformance.Becauseof space

limitations, we do not presentthe numbersfor multiple MCDs here(they are available

in [75]). IMCa with 1 MCD provides slightly higher latency comparedto Lustre-1DS

(Cold)upto16nodes.However, at32nodes,IMCa with 1 MCD hasslightly lower latency

thanLustre-1DS(Cold).

7.5 Summary

In thisChapter, wehaveproposed,designedandevaluatedanintermediatearchitecture

of cachingnodes(IMCa) for the GlusterFS�le system. The cacheconsistsof a bank
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of MemCachedserver nodes. We have looked at the impact of the intermediatecache

architectureontheperformanceof avarietyof different�le systemoperationssuchasstat,

ReadandWrite latency andthroughput.We havealsomeasuredtheimpactof thecaching

hierarchywith singleandmultipleclientsandin scenarioswherethereis datasharing.Our

resultsshow that the intermediatecachearchitecturecan improve statperformanceover

only theserver nodecacheby up to 82%and86%betterthanLustre. In addition,we also

seean improvementin the performanceof datatransferoperationsin mostcasesandfor

mostscenarios.Finally, thecachinghierarchyhelpsusto achieve betterscalabilityof �le

systemoperations.
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CHAPTER 8

EVALUATION OF CHECK-POINTING WITH
HIGH-PERFORMANCE I/O

The peta�op erahasdawnedwith the unveiling of the In�niBand basedRoadRunner

clusterfrom IBM [26]. The RoadRunnerclusteris a hybrid designconsistingof 12,960

IBM PowerXCell8i processorsand6,480AMD Opteronsprocessors.As wemovetowards

anexa�op, thescaleof clustersin termsof numberof nodeswill continueto increase.To

take advantageof the scaleof theseclusters,applicationswill needto scaleup in terms

of numberof processesrunningon thesenodes. Even asapplicationsscaleup in sheer

size,a numberof factorscometogetherto increasetherunningtime of theseapplications.

First, communicationandsynchronizationoverheadincreaseswith larger scale. Second,

applicationsdata-setscontinueto increaseat a prodigiousratesoakingup the increasein

computingpower. ENZO [48], AWM-Olsen[101], PSDNS[1] andMPCUGLES[93] are

examplesof real-world petascaleapplicationsthatconsumeandgeneratevastquantitiesof

data. In addition,someof theseapplicationsmay potentially run for hoursor daysat a

time. The resultsfrom theseapplicationsmay potentiallybe delayed,or the application

may not run to completionfor a numberof reasons.First, eachnodehasa MeanTime
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BetweenFailures(MTBF). As the scaleof the clusterincreases,it becomesmore likely

thataparticularnodewill becomeinoperablebecauseof a failure.Second,with increasing

scale,differentcomponentsin the application,softwarestackandhardwarewill be exer-

cisedto their limit. As a result,bugswhich would normallynot show up at smallerscales

mayshow upat largerscalecausingtheapplicationto malfunctionandabort.To avoid los-

ing a largenumberof computationalcyclesbecauseof faultsor malfunctions,it becomes

necessaryto save intermediateapplicationresultsor applicationstateat regular intervals.

This processis know as checkpointing. Saving checkpointsat regular intervals, allows

theapplicationto be restartedin thecaseof a failure from thenearestcheckpointinstead

of from the beginningof the application.The overheadof checkpointingdependson the

checkpointapproachused,in concertwith thefrequency andgranularityof checkpointing.

In addition,thecharacteristicsof theunderlyingstorageand�le systemplay a crucialrole

in the performanceof checkpointing.Thereareseveral differentapproachesto taking a

checkpointandthesearediscussednext in Section8.1. Following that,in Section8.2,we

examinetheimpactof thestoragesubsystemoncheckpoint-level performance.Finally, we

concludethisChapterandsummarizeour �nding in Section8.3.
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8.1 Overview of Checkpoint Approachesand Issues

Severaldifferentapproachesexist for checkpointing.They differ in theapproachtaken

for checkpointinitiation, blockingversusnon-blockingaswell ascheckpointsizeandcon-

tent. We will discusseachof theseissuesnext. Following, thatwe discussan implemen-

tation of checkpoint/restartin a popularparallelprogrammessagepassinglibrary MVA-

PICH2.

8.1.1 Checkpoint Initiation

Therearetwo potentialapproachesto initiating a checkpoint;applicationinitiatedand

systeminitiated. In applicationinitiated checkpointing,the applicationdecideswhento

starta checkpointandrequeststhe systemto initiate the checkpoint. This is usuallyre-

ferredto asa synchronouscheckpoint.Asynchronouscheckpointingis alsopossible.In

asynchronouscheckpointing,the applicationmay requestthat the checkpointbe initiated

by thesystem,at regulartime intervals.Theotherpotentialapproachto initiating acheck-

point is system-level initiation. In system-level checkpointing,thesystemdirectly initiates

the applicationcheckpoint,without interactionwith the application. This might happen

for example,if thesystemadministratorwantedto migrateall thejobsfrom oneparticular

machineto another, or a particularmachineneedsto beupgradedor rebooted.This might

alsohappenif thejob initiator requestedacheckpointbeinitiated.
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8.1.2 Blocking versusNon-Blocking Checkpointing

A checkpointmayrequiretheapplicationbepausedwhile thecheckpointis taken.This

approachis usuallyeasyto implement,thoughit might causeconsiderableoverheadespe-

cially for long runningandlargescaleparallelapplications.Anotherapproachis to allow

for anon-blockingcheckpointto takeplacewhile theapplicationis running.Thisapproach

is morecomplicatedto implement,sincetheparallelapplicationstatemight changewhile

thecheckpointis beingobtained.A potentialsolutionto this problemis to make thedata

segmentsof the applicationread-onlyandusethe techniqueof Copy On Write (COW).

Besidesreducingtheoverheadon theapplication,non-blockingcheckpointingallows the

checkpointI/O to bescheduledwhentheI/O subsystemis lightly loaded.

8.1.3 Application versusSystemLevel Checkpointing

Therearetwo potentialtechniquesfor takinga checkpoint.The�rst approachrequires

the applicationto take its own checkpoint.Advantagesincludereducedcheckpointsize,

sincenot all datawithin the applicationneedto be checkpointed.Disadvantagesinclude

the additionaleffort requiredto developanddebug the checkpointingcomponentsof the

applicationaswell asthe needto keeptrack of the datastructuresthat changedbetween

checkpointintervals.Transparentapplication-levelcheckpointingmaybeachievedthrough

compilertechniques[90]. Additionally, ahybridapproachis possiblewheretheapplication

participatesin thecreationof a checkpointbut is assistedby a user-level library [71]. The

otherapproachis system-level checkpointing,wherethe checkpointis performedtrans-

parentlywithout applicationmodi�cation throughthe system,usually the kernelsuchas
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with Berkley Lab CheckpointRestart(BLCR) [68]. BLCR hasbeencombinedwith sev-

eralMessagePassingLibraries(MPI) suchasLAM/MPI [98] andMVAPICH2 [73]. We

discusstheMVAPICH2checkpoint/restartfacility next.

MVAPICH2 Checkpoint/RestartFacility

MVAPICH2 is a messagepassinglibrary for parallelapplicationswith native support

for In�niBand [15]. It includessupportfor checkpoint/restart(C/R)for theIn�niBand Gen2

device [73, 72]. Supportfor C/R is achievedthroughinteractionbetweentheMVAPICH2

library and the kernel-level moduleBLCR [68]. Taking a checkpointinvolvesbringing

the processesto a consistentstatethroughcoordinationwith the following steps. First,

all the processescoordinatewith oneanother, andthe communicationchannelis �ushed

and then locked. Following that, all In�niBand connectionsare torn-down. Next, the

MVAPICH2 library on eachnoderequeststhe BLCR kernelmoduleto take a blocking

checkpointon the process.After that, this checkpointdatais written to an independent

�le; one�le perprocess.Finally, all processesagaincoordinateto rebuild the In�niBand

reliableconnectionsandtake careof any inconsistenciesin the network setupthatmight

have occurredandunlockthecommunicationchannels.Finally, theapplicationcontinues

execution. Checkpointingin theMVAPICH2 library may involve considerableoverhead,

becauseof thecoordinationrequirement,theapplicationexecutionsuspensionandtheneed

to storecheckpointdataon the storagesubsystem.MVAPICH2 supportsboth attended

(user-initiated) andunattended,interval basedcheckpointing.Next, we will evaluatethe

impactof thestoragesubsystemon theperformanceof checkpointingin MVAPICH2. We
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donotdiscussor evaluaterestartperformance.Pleasereferto thework by Panda,et.al.[73,

72] for adiscussiononrestartperformance.

8.2 StorageSystemsand Checkpointing in MVAPICH2: Issues,Per-
formanceEvaluation and Impact

In thissection,weattemptto understandtheimpactof thestoragesubsystemoncheck-

pointperformance.

8.2.1 StorageSubsystemIssues

Takinga checkpointis anexpensiveoperationin MVAPICH2. This is mainly because

of theneedto exchangecoordinationmessagesbetweenall theprocesses.As notedearlier,

the�nal stepin thecheckpointstageinvolvesdumpingthecheckpointdatato a �le. Since,

the datamustbe syncedto the �le beforethe checkpointis completed,the time required

to syncthecheckpointdatato the �le is an importantcomponentof thecheckpointtime.

Thecharacteristicsof theunderlyingstoragearchitectureor �le systemplaysanimportant

role in the time requiredto syncthe checkpointto the �le. In Section8.2.2,we evaluate

the impact of two different �le systemsnamelyNFS andLustre on the performanceof

checkpointing.In Section8.2.3,we evaluatethe impactof changingapplicationsizeon

checkpointperformance.Following thatin Section8.2.4,we look at theimpactof increas-

ing systemsizeon the checkpointperformance.For all experiments,we useda 64-node

clusterwith In�niBand DDR adaptersandwith RedHatEnterpriseLinux 5 on all nodes.

Theclusteris equippedwith four storagenodeswith RAID HighPointdrives.
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8.2.2 Impact of Differ ent File Systems

In the�rst experiment,we measuredhow MVAPICH2CheckpointPerformanceis im-

pactedby different�le systems.We expectthata local �le systemsuchasext3 will offer

thebestperformancefor dumpinga checkpoint.However, thedatastoredon a local node

is subjectto the vagariesof hardwareandotherunforeseenconsequenceson that partic-

ular node. For example,if the disk fails on thatparticularnode,the checkpointdatawill

be lost andit will not bepossibleto restarttheapplicationfrom a reasonablecheckpoint.

Correspondingly, therewill beno perceptiblebene�t to usingthecheckpointingapproach.

Another, possibilityis to usetheNFSdirectorymount.MostmodernUNIX basedclusters

haveNFSmounteddirectories.SinceNFSis basedon themultipleclient,singleserverar-

chitecture,asynchronouscheckpointwill forcethedatato theNFSserver, whereit will be

immuneto client nodefailures.However, with largescaleparallelapplications,thesingle

server in NFS might becomea bottleneckandcausean unnecessarydelayin performing

thecheckpointandsubsequentlyin theexecutionof theapplication.Finally, it is possible

to usea parallel �le systemsuchasLustrewith datastripedacrossmultiple dataservers

to reducethe time for the parallelwrite. We have evaluatedthesethreeoptionsandthey

areshown in Figure8.1. We evaluatedtwo applicationsBT andSPfrom theNAS Parallel

Benchmarks[16]. WeusedclassC for bothapplicationsandranthematasizeof 16-nodes.

Weusedext3 asthelocal �le-system(local),NFSoverTCP(NFS)andLustre1.6.4.3with

four dataserversusingnative In�niBand astheunderlyingtransportfor theexperiments.
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Thenumberat thetopof thebarscorrespondsto theapplicationexecutiontime in sec-

onds(asreportedby thebenchmark),thenumberin themiddlecorrespondsto thecheck-

pointdatasizein MegaBytes,perprocessandpercheckpointand�nally , thenumberat the

bottomin eachbar correspondsto the numberof checkpointstaken. We used30 and60

secondsasthecheckpointinterval. FromFigure8.1,we noticethefollowing trends.First,

therunningtimeof theapplicationis worsewith NFSthanthelocal �le systemandLustre

in all cases.Thedifferenceis largestwith a 30 secondcheckpointinterval. With BT (30

secondinterval) the executiontime with NFS is 2.47 timesthat of ext3. At a 60 second

interval, theexecutiontime with NFSis 1.34timesthatof ext3. Similarly, with SP, at a30

secondinterval, executiontime with NFSis 2.04timesthatof ext3 andat 60 secondinter-

vals is 1.29timesthatof ext3. Clearly, thesingleserver of NFSbecomesa bottleneckas

eachprocesstriesto write thecheckpointto thesameserver. Thesingleserverbottleneckis

alsothereasonbehindthedramaticreductionin applicationexecutionwhenthecheckpoint

interval timeis increasedfrom 30secondsto 60seconds(1.93with BT and1.73timeswith

SP).

Thesecondimportanttrendwe observe is thatparallelapplicationexecutiontime with

checkpointingenabledis lower whenusingLustrewith four dataserversascomparedto

the local �le system. Parallel applicationexecutiontime with BT, whenusingLustre is

approximately11% lower thanext3 irrespective of checkpointinterval time. For SP, the

applicationexecutiontimewith Lustreis approximately17%lower thanext3 at30second

intervalsandapproximately8% lower at 60 secondintervals. We attributethis betterper-

formanceto two factors.First, theRAID driveson thestoragenodesusedby Lustrecan
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achieve IOzonebandwidthslightly over 400MB/s ascomparedto thediskson theclient

nodeswhich canattainapproximately70-80MB/s. In addition,the write datais striped

acrossfour dataservers,giving us the advantageof parallel I/O. As a result,checkpoint

executiontimeis lowerwith Lustre.WeuseLustre,with four dataserversfor all remaining

experiments.
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Figure 8.1: Impact of different �le systemson
checkpointperformanceat 16 nodes. Refer to
Section8.2.2for an explanationof the numbers
on thegraph.

8.2.3 Impact of Checkpointing Inter val

We also evaluatedthe effect of changingthe checkpointinterval. We keepthe �le

systemthe samein all cases,Lustrewith four dataservers,which deliversthe bestper-

formanceasdiscussedin Section8.2.2. We usedBT (classC) andSP(classD) for the

evaluation. The performanceat 36-nodes(oneprocess/node)is shown in Figure8.2 and
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at 16-nodes(alsooneprocess/node)is shown in Figure8.3. The checkpointingintervals

chosenare0-seconds(checkpointingdisabled),30-secondsand60-seconds.We canob-

serve the following trends.First, asexpectedwhencheckpointingis disabled,we get the

lowestapplicationexecutiontime. Whenthecheckpointinterval time is setto 30-seconds,

the applicationexecutiontime is maximum. With BT, at 36 nodesthe increasein time

is approximately9% andat 16-nodes,the increasein time is approximately5%. For SP,

thecorrepondingincreasein timesareapproximately7% and5% respectively. Whenthe

checkpointtime interval is increasedto 60-seconds,thedifferencein applicationtimewith

no-checkpointandwith checkpointingis lower ascomparedto that with a 30-secondin-

terval. The increasein time for BT at 36 nodesis 3% andat 16 nodesis approximately

2%. Similarly, for SPthe correspondingincreasein time is approximately2% and3%.

Clearly, usingacheckpointinterval of 60-secondswith aLustre�le systemusingfour data

serversintroducesvery little overhead,eventhoughcheckpointingis ablockingoperation.

We needto considerthat the storagespaceat the dataservers is a �nite resources.Too

many checkpointsmight �ll up thedataserver storagespace.To dealwith this situation,

MVAPICH2-C/Rallows us to maintainthe last N checkpoints,deletingthe onesprior to

that.

8.2.4 Impact of SystemSize

Finally, we evaluatetheoverheadof checkpointingwith MVAPICH2-C/Ron BT per-

formanceasthe systemsizeis increased.For a slightly differentscenariofrom the ones

usedpreviously, we usedclassD (the largestclassavailablewith NAS) and two differ-

ent systemsizes,16-nodes(1 process/node)and64-nodes(1 process/node).The results
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Figure8.2: CheckpointTime: 36processes Figure8.3: CheckpointTime: 16processes

from theseexperimentsareshown in Figure8.4.Weusedtwo differentcheckpointinterval

scenarios,No checkpoints,which establishesan upperboundon the parallelapplication

performance.Thesecondinterval scenarioinvolvestakingcheckpointsat two minutein-

tervals(120seconds).At 16-nodes,theincreasein applicationtime is approximately22%

andat 64-nodesis approximately35%. The numberof checkpointscreated(the applica-

tion needsto run for a longer time) and the sizeof eachcheckpointare much larger at

classD ascomparedto classC. This is responsiblefor theincreasein thetimerequiredfor

checkpointing.Clearly, we needto take into accounttheapplicationin-memorycoresize

while decidingon the checkpointinterval anduselongercheckpointintervals for larger

applicationsizes.Finally, with increasingsystemsize,thereis animprovementin parallel

applicationperformance,especiallyfor a strongscalingapplicationlike BT. However, the

reductionin applicationexecutiontimeexacerbatesthecheckpointingtimecomponent.
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Figure 8.4: CheckpointTime With BT classD
Lustrewith 4 dataservers

8.3 Summary

In this section,we evaluatedtherole of thestoragesubsystemplaysin theprocessof

checkpointing. We �nd primarily that the type of �le systemand disk storagedirectly

impactstheperformanceof checkpointing.Of the three�le systemsNFS,ext3 andLus-

tre evaluated,Lustrewasshown to performthe bestbecauseof striping which spreadsa

largewrite acrossdifferentI/O dataserversin parallel.Thetypeof theunderlyingstorage

I/O disk alsoplaysan importantrole in the overheadintroducedby checkpointing. We

alsoobserve that by increasingthe checkpointinterval time, the time lag introducedby

checkpointingmay be reducedto a negligible level. Finally, with strongscalingapplica-

tions,with an increasein thenumberof processes,applicationexecutiontime is reduced.

Checkpointingtime asa percentagecomponentof theapplicationparallelexecutiontime

is increasedandthisexacerbatesthecheckpointingoverhead.
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CHAPTER 9

OPEN SOURCESOFTWARE RELEASE AND ITS IMPACT

In this dissertation,we have proposed,designedand evaluatedcommunicationsub-

stratesfor a singleserver network �le-system (NFS/RDMA) anda clustered�le-system

(pNFS/RDMA)overIn�niBand. Theresearchperformedfor theNFS/RDMAcode(NFSv3

andNFSv4)is opensourceandis availableasa partof the OpenSolariskernel[29]. The

OpenSolariskernelandstorageareusedby a largecommunityof academic,researchand

commercialenterprise[17, 82]. In addition,theOpenSolarisdesignis interoperablewith

theLinux NFS/RDMA design,which is availableaspartof theLinux kernel. Finally, the

pNFS/RDMAdesignwill bemadeavailableasanopensourceproject.
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CHAPTER 10

CONCLUSIONS AND FUTURE RESEARCH DIRECTIONS

In thisdissertation,wehaveresearchedahigh-performanceNFSoverIn�niBand (NFSv3

andNFSv4),NFS with RDMA in a WAN environment,pNFSover In�niBand, an inter-

mediatecachingsubstratefor a distributed�le systemand�nally anevaluationof a high-

performancecheckpointfor a parallel �le system.As discussedin the previous Chapter,

a majority of thesedesignsareavailable in an open-sourcemanner. Even thoughthese

researchcomponentsare primarily orientedtowardsstoragesubsystems,they may very

easilybeappliedto otherprogrammingparadigmssuchasMPI.

10.1 Summary of contributions

Overall,ourmaincontributionsinclude:

10.1.1 A high-performancesingle-server network �le system(NFSv3)
over RDMA

Our designincludesclientsandserversfor bothLinux andOpenSolarisaswell inter-

operabilitymechanismsbetweenthesetwo implementations.We have alsocomparedthe

tradeoffs andmeasuredtheperformanceof a designwhich exclusively usesRDMA Read
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aswell asa designwhich usesa combinationof RDMA ReadsandRDMA Writes. These

resultsshow that the RDMA Read/RDMAWrite baseddesignperformsbetterthan the

RDMA Readonly baseddesignin termsof IOzoneReadbandwidthandCPUutilization.

In addition,theRDMA Read/RDMAWrite designexhibits bettersecuritycharacteristics

ascomparedto theRDMA Readonly baseddesign.In addition,weshow thatthepeculiar

natureof communicationin NFSprotocols,forcememoryregistrationoverheadin In�ni-

Bandto thesurface,limiting performance.Specialregistrationmodesaswell asa buffer

cachecanconsiderablyhelp enhanceperformance,thoughthesemechanismsthemselves

have theirown limitations,particularlyin termsof security.

10.1.2 A high-performancesingle-server network �le system(NFSv4)
over RDMA

Ourdesignfor RPC/RDMAwasalsoenhancedfor NFSv4.NFSv4enableshigherper-

formancethroughmechanismslike COMPOUNDoperations.We researchthechallenges

of designingan RPCover RDMA protocolfor COMPOUNDoperations.COMPOUND

operationsarepotentiallyunboundedin length,while RDMA operationsin In�niBand are

requiredto have a �x ed length. Our evaluationsshow that, becauseof the overheadof

COMPOUNDoperationsin In�niBand, NFSv4performanceis slightly lower thanNFSv3

performance.

10.1.3 NFS over RDMA in a WAN envir onment

We also investigatedthe NFS over RDMA protocol in a WAN environment. These

evaluationsshow thattheRPCover RDMA protocolout-performsTCP/IPup to distances
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of 10 km, but beyond that, becauseof limitations in the In�niBand RDMA protocol in

WAN environments,doesnot performaswell as the TCP/IPprotocol. We attribute this

dropin performancemainly to thelimited bufferingavailableon existing In�niBand DDR

NICs. Weexpecttheperformanceto besigni�cantly betterwith theConnectXNICs.

10.1.4 High-Performanceparallel network �le-system (pNFS)over In-
�niBand

Wealsopropose,designandevaluateahigh-performanceclusteredNAS.Theclustered

NAS usesparallelNFS(pNFS)with anRDMA enabledtransport.Weconsideranumberof

designconsiderationsandtrade-offs, in particular, buffer managementat theclient,DSand

MDS,scalabilityof theconnectionswith increasingnumberof clientsanddataservers.We

alsolook athow anRDMA transportmaybedesignedwith sessionswhichgivesusexactly

oncesemantics.Ourevaluationsshow thatenablingpNFSwith aRDMA transport,wecan

decreasethelatency for smalloperationsby up to 65%in somecases.Also, pNFSenabled

with RDMA allows us to achieve a peakIOzoneWrite andReadaggregatethroughput

of 1,800+MB/s (150%betterthanTCP/IP)and5,000+MB/s (188%improvementover

TCP/IP)respectively, usinga sequentialtraceand8 dataservers. Also, evaluationwith a

Zipf tracedistribution allows us to achieve a maximumimprovementof up to 27%when

switching transportsfrom RDMA to TCP/IP. Finally, applicationevaluationwith BTIO

shows that theRDMA enabledtransportwith pNFSperformsbetterthana transportwith

TCP/IPby up to 7%.
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10.1.5 Intermediate CachingAr chitecture

In this portionof thedissertation,we have proposed,designedandevaluatedan inter-

mediatearchitectureof cachingnodes(IMCa) for the GlusterFS�le system. The cache

consistsof a bank of MemCachedserver nodes. We have looked at the impact of the

intermediatecachearchitectureon theperformanceof avarietyof different�le systemop-

erationssuchasstat,ReadandWrite latency andthroughput.We have alsomeasuredthe

impactof the cachinghierarchywith singleandmultiple clientsand in scenarioswhere

thereis datasharing.Ourresultsshow thattheintermediatecachearchitecturecanimprove

statperformanceoveronly theservernodecacheby upto 82%and86%betterthanLustre.

In addition,we alsoseeanimprovementin theperformanceof datatransferoperationsin

mostcasesandfor mostscenarios.Finally, thecachinghierarchyhelpsusto achievebetter

scalabilityof �le systemoperations.

10.1.6 System-Level Checkpointing With MVAPICH2 and Lustr e

As a partof thedissertation,we evaluatedthe role thestoragesubsystemplaysin the

processof checkpointing.We�nd primarily thatthetypeof �le systemanddiskstoragedi-

rectly impactstheperformanceof checkpointing.Of thethree�le systemsevaluated,NFS,

ext3 andLustre,Lustrewasshown to performthebest,becauseof stripingwhichspreadsa

largewrite acrossdifferentI/O dataserversin parallel.Thetypeof theunderlyingstorage

I/O diskalsoplaysanimportantrole in theoverheadintroducedby checkpointing.Wealso

observe thatby increasingthecheckpointinterval time, thetime lag introducedby check-

pointing may be reducedto a negligible level. Finally, with strongscalingapplications,
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with an increasein the numberof processes,applicationexecutiontime is reduced.The

checkpointcomponentasa percentageof theoverall applicationexecutiontime is higher

andcorrespondingly, checkpointoverheadis exacerbated.

10.2 Futur eResearch Dir ections

We alsoproposethefollowing futureresearchdirections:

10.2.1 Investigationof registration modes

As partof thefuturework, we would like to studyhow supportfor upcomingregistra-

tion modeslike memorywindowswill impactperformance.Memory windows decouple

registrationinto differentstages,allowing us to usea pipelinefor registration. This may

allow theuserto getthebestof bothworlds,secureregistrationof largeareasandreduced

overheadbecauseof thepipelining.

10.2.2 Scalability to very largeclusters

In additionwe would like to studyhow thesharedreceive queue(SRQ)supportin In-

�niBand will impactperformance.SRQallowsto usto cutdown onthenumberof commu-

nicationbuffer perconnection.This reducesthememoryfootprint of thecommunication

stackwith increasingclusterscale.

10.2.3 Metadata Parallelization

Metadataparallelizationallows the�le systemto ef�ciently createandmutatemillions

of objectsin a distributed�le system.This is especiallyrelevant to environmentswhere
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millions of small �les maybecreatedpersecond.Thesescenariosoccurin bothscienti�c

aswell asenterpriseenvironment. In addition,metadataparallelizationmay potentially

utilize primitiveson theNIC to enhanceperformance.

10.2.4 In�niBand basedFault Tolerancefor storagesubsystems

As part of future directions,we would like to explore how to designa fault tolerant

pNFSenabledwith RDMA. pNFSallowsusto usemulti-pathingto enableredundantdata-

servers. Alternatively, anRDMA enabledpNFSdesignmay take advantagesof network-

level featureslike AutomaticPathMigration (APM) in In�niBand. APM allows alternate

pathsin the network to be utilized when faults in the network causethe connectionto

break. We would also like to explore how the sharedreceive queue(SRQ)optimization

maybeusedwith anRDMA enabledRPCtransportthatusessessions.Sessionsrequirethe

reservationof slotsorRDMA eagerbuffersperRPCconnection.Dedicatinga�x ednumber

of buffersmight have animpacton thescalabilityof largersystemsdeployedwith pNFS.

Finally, wewould like to evaluatethescalabilityof ourRDMA enabledpNFSdesign.

10.2.5 CacheStructure and Lookup for Parallel and Distrib uted File
Systems

As partof futurework, weplanto investigatedifferenthashingalgorithmsfor distribut-

ing thedataacrossthecacheservers.In addition,wewouldalsoliketo look athow network

mechanismslike RemoteDirect MemoryAccess(RDMA) in In�niBand canhelp reduce

theoverheadof thecachebankandalsoprovide strongercoherency. We alsoplanon re-

searchinghow thesetof cacheserversmaybeintegratedinto a �le systemsuchasLustre,
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whereit canpotentiallyinteractwith theclient andserver caches.Finally, we would also

like to studytherelative scalabilityof a coherentclient sidecacheanda bankof interme-

diatecachenodes.

10.2.6 Helper Core to ReduceCheckpoint Overhead

We alsoproposeto usehelpercoresto reducecheckpointoverhead.Multicore clusters

arebecomingincreasinglypopular. Becauseof limitationswith applications,suchaspower

of two scalingandschedulinglimitations,someof thecoresoneachnodesmaygounused.

Also, asmulticoresystemsevolve,someof thecoresmaybeheterogeneousanddesigned

for speci�c tasks.Someof thesecoresmaybeusedfor differenttaskssuchascheckpoint

compressionor incrementalcheckpointing.
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APPENDIX A

LOS ALAMOS NATION AL LABORATORY COPYRIGHT NOTICE
FOR FIGURE RELATING TO IBM ROADRUNNER

Unlessotherwiseindicated,this informationhasbeenauthoredby anemployeeor em-

ployeesof the Universityof California,operatorof the Los AlamosNationalLaboratory

underContractNo. W-7405-ENG-36with theU.S.Departmentof Energy. TheU.S.Gov-

ernmenthasrightsto use,reproduce,anddistributethis information.Thepublicmaycopy

andusethis informationwithout charge, provided that this Notice andany statementof

authorshiparereproducedonall copies.NeithertheGovernmentnor theUniversitymakes

any warranty, expressor implied, or assumesany liability or responsibilityfor the useof

this information.
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