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Abstract
Packet processingin theTCP/IPstack at multi-Gigabitdatarates

occupiesa signi�cant portion of thesystemoverhead.Thoughthere
are several techniquesto reducethe packet processingoverheadon
thesender-side, thereceiver-sidecontinuesto remainasa bottleneck.
I/O Acceleration Technology (I/OAT), developedby Intel, is a setof
featuresparticularly designedto reducethereceiver-sidepacket pro-
cessingoverhead.This paperstudiesthe bene�tsof the I/OAT tech-
nology by extensiveevaluationsthrough micro-benchmarksas well
as evaluationson two different application domains: (1) A multi-
tier data-centerenvironmentand (2) A Parallel Virtual File System
(PVFS).Our micro-benchmark evaluationsshowthat I/OAT results
in 38%lower overall CPU utilization in comparisonwith traditional
communication.Dueto this reducedCPU utilization, I/OAT delivers
betterperformanceand increasednetworkbandwidth. Our experi-
mentalresultswith data-centers and �le systemsreveal that I/OAT
can improve the total numberof transactionsprocessedby 14%and
throughputby 12%, respectively. In addition, I/OAT can sustaina
large numberof concurrent threads(up to a factor of four as com-
paredto non-I/OAT) in data-centerenvironments,thusincreasingthe
scalabilityof theservers.

1 Intr oduction
Overthepastfew years,therehasbeenanincrediblegrowth

of highly data-intensive applicationsin various�elds suchas
medicalinformatics,genomics,e-commerce,datamining and
satelliteweatherimageanalysis.With technologytrends,the
ability to storeandsharethedatasetsgeneratedby theseappli-
cationsis alsoincreasing,allowing scientistsandinstitutions
to createlargedatasetrepositoriesandmakingthemavailable
for useby others. On the other hand,clustersconsistingof
commodityoff-the-shelfhardwarecomponentshave become
increasinglyattractiveasplatformsfor high-performancecom-
putationandscalableservers. Basedon thesetwo trends,re-
searchershaveproposedthefeasibilityandpotentialof cluster-
basedservers[14, 10, 18, 19].

Several clients requesttheseservers for either the raw
or some kind of processeddata simultaneously. How-
ever, existing serversarebecomingincreasinglyincapableof

� This researchis supported in part by NSF grants #CNS-0403342
and #CNS-0509452;DOE grants#DE-FC02-06ER25749and #DE-FC02-
06ER25755;grantsfrom Intel, Mellanox,Ciscosystems,Linux Networx and
SunMicrosystems;andequipmentdonationsfromIntel,Mellanox,AMD, Ap-
ple,Appro,Dell, Microway, PathScale,IBM, SilverStormandSunMicrosys-
tems.

meetingsuch sky-rocketing processingdemandswith high-
performanceand scalability. Theseservers rely on TCP/IP
for data communicationand typically use Gigabit Ethernet
networks for cost-effective designs. The host-basedTCP/IP
protocolson such networks have high CPU utilization and
low bandwidth, therebylimiting the maximum capacity(in
termsof requeststhey canhandleperunit time). Alternatively,
many serversusemultiple GigabitEthernetnetworks to cope
with thenetwork traf�c. However, at multi-Gigabitdatarates,
packet processingin the TCP/IPstackoccupiesa signi�cant
portionof thesystemoverhead.

Packet processing[12, 13] usually involves manipulating
the headersand moving the datathroughthe TCP/IP stack.
Though this doesnot require signi�cant computation,pro-
cessortime getswasteddue to delayscausedby latency of
memory accessesand datamovementoperations. To over-
cometheseoverheads,researchershaveproposedseveraltech-
niques [9] such as transport segmentationof�oad (TSO),
jumbo frames,zero-copy data transfer(send�le()), interrupt
coalescing,etc. Unfortunately, many of thesetechniquesare
applicableonly onthesenderside,while thereceiversidecon-
tinuesto remainasa bottleneckin several cases,thusresult-
ing in a hugeperformancegapbetweentheCPUoverheadsof
sendingandreceiving packets.

Intel's I/O AccelerationTechnology(I/OAT) [1, 3, 2, 15] is
asetof featureswhichattemptsto alleviatethereceiverpacket
processingoverheads.It hasthreeadditionalfeatures,namely:
(i) split headers,(ii) DMA copy of�oad engineand(iii) multi-
ple receivequeues.

At this point, thefollowing openquestionsarise:

� What kind of bene�ts canbe expectedfrom the current
I/OAT architecture?

� How doesthis bene�t translateto applications?

In this paper, we focus on the above questions. We �rst
analyzethe performanceof I/OAT basedon a detailedsuite
of micro-benchmarks.Next, we evaluateit on two different
applicationdomains:

� A multi-tier Data-Centerenvironment

� A ParallelVirtual File System(PVFS)

Ourmicro-benchmarkevaluationsshow thatI/OAT reducesthe
overall CPUutilization signi�cantly, up to 38%,ascompared
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to traditionalcommunication(non-I/OAT). Dueto thisreduced
CPU utilization, I/OAT delivers better performanceand in-
creasednetwork bandwidth. Our experimentalresultswith
data-centersand �le systemsreveal that I/OAT can improve
the total numberof transactionsprocessedby 14% and the
throughputby 12%, respectively. Also, our resultsshow that
I/OAT can sustaina large numberof concurrentthreads(up
to a factorof four ascomparedto non-I/OAT) in data-center
environments,thusincreasingthescalabilityof theservers.

The remainingpart of the paperis organizedas follows:
Section2 providesabrief backgroundonsocketoptimizations
and I/OAT architecture. In Section3, we discussthe soft-
ware infrastructuresused; in particularthe Multi-Tier Data-
CenterenvironmentsandParallelVirtual File System(PVFS).
Section4 addressesmicro-benchmarkevaluationsto studythe
idealcasebene�tsof I/OAT overthenativekernelimplementa-
tion. Sections5 and 6 presentthebene�tsof I/OAT in a data-
centerandPVFSenvironment,respectively. Section7 presents
the advantagesandthedisadvantagesof I/OAT. We conclude
thepaperin Section8.

2 Background
In this section,we presentsomeof thesocket optimization

technologiesin detail.Later, weprovideabrief backgroundof
theI/OAT architectureandits features.

2.1 Socket Optimizations

As mentionedin Section1, dueto technologicaldevelop-
ments,signi�cant performancegapsexist betweenthe CPU
overheadof sendingandreceiving packets.In particular, there
aretwo techniquesthatmaketheCPUusageonthesender-side
far lessthantheCPUusageon thereceiver-side.

The �rst technique,TCP segmentationof�oad (TSO), al-
lows thekernelto senda largebuffer, which is morethanthe
maximumtransmissionunit (MTU), to thenetwork controller.
Thenetworkcontrollersegmentsthebuffer into individualEth-
ernetframesandsendsit on the wire. In the absenceof this
technique,the hostCPU is expectedto breakthe largebuffer
into small framesand sendthe small framesto the network
controller. This operationis moreCPUintensive. Thesecond
technique,send�le()optimization,allowsthekernelto perform
zero-copy operation.Usingthis technique,thekerneldoesnot
copy theuserbuffer to thenetwork buffer. Instead,it pointsthe
pinnedpagesof theuserbuffer asthedatasourcefor transmis-
sion.

However, neitherof thesetechniquesareapplicableto the
receiver side. On the receiver side,interruptcoalescingtech-
niquehelpsto reducethenumberof interruptsgeneratedin the
hostsystem.This techniquegeneratesoneinterruptfor multi-
ple packetsratherthanone interrupt for every singlepacket.
However, this optimization improves the performanceonly
whenthenetwork is heavily loaded.

2.2 I/O AccelerationTechnology(I/OAT) Overview

I/OAT [15] attemptsto alleviatethebottlenecksmentioned
in Section1 by providing a setof features,namely: (i) Split

headers,(ii) Asynchronouscopy usingDMA engineand(iii)
Multiple ReceiveQueues.

2.2.1 Split-headers

As shown in Figure1, the optimizedTCP/IPstackof I/OAT
hasthe split headerfeatureimplemented. In TCP/IP-based
communicationfor transmissionof applicationdata,headers
suchas TCP header, IP headerand Ethernetheaderare at-
tachedalongwith theapplicationdata.Typically, thenetwork
controllertransferstheheadersandtheapplicationdataontoa
singlebuffer. However, with thesplit-headerfeature,thecon-
troller partitionsthenetwork datainto headersandapplication
dataandcopiesthem into two separatebuffers. This allows
the headeranddatato be optimally aligned. Sincethe head-
ers are frequently accessedduring network processing,this
featurealso resultsin bettercacheutilization by not pollut-
ing the CPU's cachewith any applicationdatawhile access-
ing the headers,thus increasingthe locality of the incoming
headers.For more informationregardingthis featureand its
bene�tspleasereferto [15, 16].
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2.2.2 AsynchronouscopyusingDMA engine

Most of the receive packet processingtime [15] is spentin
copying thedatafromkernelbuffer to userbuffer. In particular,
theratioof usefulwork doneby theCPUto uselessoverheads
suchasCPUstallingfor memoryaccessor datamovement,de-
creasesaswe go from 1 Gbpslinks to 10Gbpslinks [17]. Es-
peciallyfor datamovementoperations,ratherthanwaiting for
amemorycopy to �nish, thehostCPUcanprocessotherpend-
ing packetswhile thecopy is still in progress.I/OAT of�oads
this copy operationwith an additionalDMA engine. This is
a dedicateddevice which canperformmemorycopies. As a
result,while the DMA is performingthe datacopy, the CPU
becomesfree to processotherpendingpackets. For morede-
tails regardingthis featureandits implementationpleaserefer
to [15, 17, 16].
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2.2.3 Multiple ReceiveQueues

Processinglarge packets is generally not CPU-intensive,
whereasprocessingsmall packetscanfully occupy the CPU.
Even on a multi-CPU system,processingoccurson a single
CPU(theCPUwhich handlesthecontroller's interrupt).Mul-
tiple receive queuefeaturehelps in distributing the packets
amongdifferentreceive queuesandallows multiple CPUsto
acton differentpacketsat thesametime. For moredetailsre-
gardingthis featurepleaserefer to [15, 16]. Unfortunately,
this featureis currentlydisabledin theLinux platform.Hence,
we could not measuretheperformanceimpactof this feature
in our evaluation.

3 Software Infrastructur e
We have carriedout the evaluationof I/OAT on two dif-

ferentsoftware infrastructures:Multi-Tier DataCenterenvi-
ronmentandthe Parallel Virtual File System(PVFS).In this
section,wediscusseachof thesein moredetail.

3.1 Multi­T ier Data Center envir onment

More andmorepeopleareusingwebinterfacesfor a wide
rangeof services.Scalabilityof thesesystemsis avery impor-
tant requirement.Upgradinga server to a single,morepow-
erful server is no longera feasiblemethod. In recentyears,
clustersconsistingof low-costcommodityoff-the-shelfhard-
warecomponentshavebecomeincreasinglyattractivefor host-
ing webservices.Clusterarchitecturesarecharacterizedby a
low setupandmaintenancecost. In addition,clustersprovide
greater�e xibility in reallocatingresourcesamongthe tiersof
a data-centerto accommodate�uctuating load.

A typical Multi-tier Data-center[20, 8, 21] hasa clusterof
nodes,calledtheedgenodes,asits �rst tier. Thesenodescan
be thoughtof as switches(up to the 7th layer) that provide
serviceslike load balancing,security, cachingetc. The main
purposeof this tier is to increasetheperformanceof theinner
tiers. Thenext tiersareusuallytheweb-servers.Thesenodes,
apartfrom servingstaticcontent,canfetchdynamicdatafrom
othersourcesandserve that datain a presentableform. The
lasttier of thedata-centeris thedatabasetier. It is usedto store
persistentdata. This tier is usually I/O intensive. Figure2a
showsa typical data-centersetup.

A requestfrom a client is received by the edgeor proxy
servers.This requestis servicedfrom cacheif possible,other-
wise it is forwardedto theweb/applicationservers. Staticre-
questsareservicedby thewebserversby just returningthere-
quested�le to theclient via theedgeserver. This contentmay
becachedat theedgeserversothatsubsequentrequeststo the
samestaticcontentmaybeservedfrom thecache.Theapplica-
tion tierhandlesdynamiccontent.Any requestthatneedssome
valueto becomputed,searched,analyzedor stored,mustuse
this tier at somestage.Theapplicationserversmayalsoneed
to spendsometime on convertingdatato presentableformats.
Theback-enddatabaseserversareresponsiblefor storingdata
persistentlyandrespondingto queries.Thesenodesarecon-
nectedto a persistentstoragesystem.Queriesto thedatabase
systemscanbeanythingfrom a simplesearchof requireddata
to performingjoin/aggregation/selectoperationson thedata.

3.2 Parallel Virtual File System(PVFS)

ParallelVirtual File System(PVFS)[7] is oneof the lead-
ing parallel�le systemsfor Linux clusterstoday. It is designed
to meettheincreasingI/O demandsof parallelapplicationsin
clustersystems.Figure2b demonstratesa typical PVFSenvi-
ronment.As shownin the�gure, agroupof nodesin thecluster
systemcanbe con�gured asI/O serversandoneof them(ei-
theranI/O serveror a differentnode)asameta-datamanager.
It is possiblefor a nodeto hostcomputationwhile servingas
anI/O node.

PVFSachieveshigh performanceby striping �les acrossa
setof I/O servernodesto allow parallelaccessesto thedata.It
usesthenative�le systemontheI/O serversto storeindividual
�le stripes.An I/O daemonrunsoneachI/O nodeandservices
requestsfrom the computenodes,in particularthe readand
write requests. Data is transferreddirectly betweenthe I/O
serversandthecomputenodes.

A managerdaemonrunson themeta-datamanagernode.It
handlesmeta-dataoperationsinvolving �le permissions,trun-
cation, �le stripe characteristics,and so on. Meta-datais
also stored on the local �le system. The meta-dataman-
agerprovidesa cluster-wide consistentnamespaceto appli-
cations.In PVFS,themeta-datamanagerdoesnot participate
in read/writeoperations.

PVFS supportsa set of feature-richinterfaces,including
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Figure 3. Micro­Benc hmarks: (a) Band width and (b) Bi­directional Band width

supportfor both contiguousand non-contiguousaccessesto
memoryand�les [11]. PVFScanbeusedwith multiple APIs:
a native API, theUNIX/POSIX API, MPI-IO [22], andanar-
ray I/O interfacecalled the Multi-Dimensional Block Inter-
face(MDBI). Thepresenceof multiplepopularinterfacescon-
tributesto thewidesuccessof PVFSin theindustry.

4 I/OAT Micr o-Benchmark Results
In thissection,wecomparetheidealcaseperformanceben-

e�ts achievableby I/OAT as comparedto the native sockets
implementation(non-I/OAT) usingasetof micro-benchmarks.

We usetwo testbedsfor all of our experiments.Their de-
scriptionsareasfollows:

Testbed1: A systemconsistingof two nodesbuilt around
SuperMicro X7DB8+ motherboardswhich include 64-bit
133 MHz PCI-X interfaces. Eachnodehasa dual dual-core
Intel 3.46 GHz processorwith a 2 MB L2 cache. The ma-
chinesareconnectedwith threeIntel PRO 1000Mbitadapters
with two portseachthrougha 24-portNetgearGigabitEther-
netswitch. We usetheLinux RedHatAS 4 operatingsystem
andkernelversion2.6.9-30.

Testbed2: A clustersystemconsistingof 44 nodes.Each
nodehasa dual Intel Xeon 2.66GHz processorwith 512KB
L2 cacheand2GB of mainmemory.

For the experimentsmentionedin Sections5, we usethe
nodesin Testbed2 as clients and the nodesin Testbed1 as
servers. For all otherexperiments,we only usethe nodesin
Testbed1. Also, for experimentswithin Testbed1, we create
a separateVLAN for eachnetwork adapterin onenodeanda
correspondingIP addresswithin thesameVLAN on theother
nodeto ensurean even distribution of network traf�c. In all
of ourexperiments,wede�ne thetermrelativeCPUbene�t of
I/OAT asfollows: if a is the% CPUutilizationof I/OAT andb
is the% CPUutilizationof non-I/OAT, therelativeCPUbene�t
of I/OAT is de�ned as(b� a)=b. For example,if I/OAT occu-
pies30%CPUandnon-I/OAT occupies60%CPU,therelative
CPU bene�t of I/OAT is 50%,thoughtheabsolutedifference
in CPUusageis only 30%.

4.1 Bandwidth and Bi­dir ectional Bandwidth

Figure3ashowsthebandwidthachievedby I/OAT andnon-
I/OAT with an increasingnumberof network ports. We use
thestandardttcp benchmark[4] for measuringthebandwidth.
As the numberof portsincrease,we expectthebandwidthto
increase.As shown in Figure3a, we seethat the bandwidth

performanceachievedby I/OAT is similar to theperformance
achieved by non-I/OAT with an increasingnumberof ports.
Themaximumbandwidthachievedis closeto 5635Mbpswith
six network ports. However, we seea differencein perfor-
mancewith respectto theCPUutilizationon thereceiverside.
WeobservethattheCPUutilizationis lowerfor I/OAT ascom-
paredto non-I/OAT usingthreenetwork portsandthis differ-
enceincreasesas we seethe numberof ports increasefrom
threeto six. For a six port con�guration,non-I/OAT occupies
closeto 37% of the CPU while I/OAT occupiesonly 29% of
theCPU.Therelativebene�t achievedby I/OAT in thiscaseis
closeto 21%.

In the bi-directionalbandwidthtest,we usetwo machines
and2*N threadson eachmachinewith N threadsactingas
serversandtheotherN threadsasclients.Eachthreadonone
machinehasa connectionto exactly onethreadon the other
machine.The client threadsconnectto the server threadson
the other machine. Thus, 2*N connectionsare established
betweenthesetwo machines.On eachconnection,the basic
bandwidthtest is performedusing the ttcp benchmark. The
aggregatebandwidthachieved by all threadsis calculatedas
thebi-directionalbandwidth,asshown in Figure3b. In ourex-
periments,N is equal to the numberof network ports. We
seethat the maximum bi-directional bandwidth is close to
9600Mbps. Also, we observe that I/OAT shows an improve-
ment in CPU utilization using only two ports and this im-
provementincreaseswith anincreasingnumberof ports.With
six network ports,non-I/OAT occupiescloseto 90% of CPU
whereasI/OAT occupiesonly 70% of the CPU. The relative
CPU bene�ts achieved by I/OAT is closeto 22%. This trend
alsosuggeststhatwith anadditionof oneor two network ports
to thiscon�guration,non-I/OAT maynotgivethebestnetwork
throughputin comparisonwith I/OAT sincenon-I/OAT may
endupoccupying 100%CPU.

4.2 Multi­Str eamBandwidth
The multi-streambandwidthtest is very similar to the bi-

directionalbandwidthtestmentionedabove. However, in this
experiment,only onemachineactsasa server and the other
machineastheclient. We usetwo machinesandN threadson
eachmachine.Eachthreadononemachinehasaconnectionto
exactlyonethreadon theothermachine.On eachconnection,
the basicbandwidthtest is performed. The aggregateband-
width achievedby all threadsis calculatedasthemulti-stream
bandwidth.As shown in Figure4, we observe that theband-



width achievedby I/OAT is similar to thebandwidthachieved
by non-I/OAT for an increasingnumberof threads.However,
whenthenumberof threadsincreasesto 120,we seea degra-
dationin performanceof non-I/OAT; whereas,I/OAT consis-
tently shows no degradationin network bandwidth. Further,
the CPU utilization for non-I/OAT also increaseswith an in-
creasingnumberof threads.With 120 threadsin the system,
we seethat non-I/OAT occupiescloseto 76% CPU whereas
I/OAT only occupies52%resultingin 24%absolutebene�t in
CPUutilization. TherelativeCPUbene�tsachievedby I/OAT
in this caseis closeto 32%.
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Figure 4. Multi­Stream Band width

4.3 Bandwidth and Bi­dir ectional Bandwidth with
Socket Optimizations

As mentionedin Section2, several optimizationson the
sendersideexist to reducethepacketoverheadandalsoto im-
prove the network performance.In this experiment,we con-
sideredthree such existing optimizations: (i) Large Socket
buffer sizes(100 MB), (ii) SegmentationOf�oad (TSO) and
(iii) JumboFrames.In this experiment,we aim to understand
the impactof eachof theseoptimizationsandobserve the im-
provement,both in termsof throughputandCPU utilization
on the receiver-side. Case1 usesthe default socket options
without any optimization. In Case2, we increasethe socket
buffer size to 100 MB. For Case3, we further improve the
optimizationby enablingsegmentationof�oad (TSO) so that
the hostCPU is relieved from fragmentinglarge packets. In
Case4, in additionto thepreviousoptimizations,we increase
theMTU-sizeto 2048bytessothatlargepacketsaresentover
the network. In addition to the sender-sideoptimizations,in
Case5, we include the interrupt coalescingfeature. Perfor-
mancenumberswith varioussocket optimizationsareshown
in Figure5.

In the bandwidthtest,asshown in Figure5a, we observe
two interestingtrends. First, as we increasethe socket op-
timizations,we seean increasein the aggregatebandwidth.
Second,we observe that theperformanceof I/OAT is consis-
tentlybetterthantheperformanceof non-I/OAT. Especiallyfor
Case5, whichincludesall socketoptimizations,thebandwidth
achievedby I/OAT is closeto 5586Mbps,whereasnon-I/OAT
achievesonly 5514Mbps. More importantly, we observe that
thereis a signi�cant improvementin termsof CPUutilization.
As shown in Figure5a, the relative CPUbene�t of I/OAT in-
creasesas we increasethe socket optimizations. Especially

in Case4, we observe that I/OAT achieves30%relative CPU
bene�t in comparisonwith non-I/OAT.

We seesimilar trendswith thebi-directionalbandwidthtest
asshown in Figure5b. Further, the relative bene�ts achieved
by I/OAT is muchhigherthancomparedto thebandwidthex-
periment.In Case4, I/OAT achievescloseto 38%relativeCPU
bene�t ascomparedto non-I/OAT.

In summary, weseethatthemicro-benchmarkresultsshow
asigni�cant improvementin termsof CPUutilizationandnet-
work performancefor I/OAT. SinceI/OAT in Linux hastwo
additionalfeatures,thesplit-headerandDMA copy engine,it
is alsoimportantto understandthebene�ts attributedby each
of thesefeaturesindividually. In thefollowingsection,wecon-
ductseveralexperimentsto show theindividualbene�ts.

4.4 Bene�ts of AsynchronousDMA Copy Engine

In thissection,weisolatetheDMA enginefeatureof I/OAT
andshow thebene�ts of anasynchronousDMA copy engine.
We comparetheperformanceof thecopy enginewith thatof
traditionalCPU-basedcopy andshow its bene�ts in termsof
performanceandoverlapef�ciency. For CPU-basedcopy, we
usethestandardmemcpyutility.

Figure6 comparesthecostof performinga copy usingthe
CPU andI/OAT's DMA engine.Thecopy-cachebarsdenote
theperformanceof CPU-basedcopy with thesourceanddes-
tination buffers in the cacheand the copy-nocache barsde-
notethe performancewith the sourceanddestinationbuffers
not in the cache. The DMA-copybarsdenotethe total time
takento performthecopy usingthecopy engineandtheDMA-
overheadbars include the startupoverheadin initiating the
copy using the DMA engine. The Overlap line denotesthe
percentageof DMA copy time that can be overlappedwith
othercomputations.As shown in Figure6, weseethattheper-
formanceof DMA-basedcopy approach(DMA-copy) is bet-
ter thantheperformanceof CPU-basedcopy approach(copy-
nocache) for messagesizesgreaterthan8 KB. Further, weob-
serve that thepercentageof overlapincreaseswith increasing
messagesizesreachingup to 93%for a 64 KB messagesize.
However, if thesourceanddestinationbuffersarein thecache,
we observe that the performanceof the CPU-basedcopy is
muchbetterthantheperformanceof theDMA-basedcopy ap-
proach. Also, sincethe DMA-basedcopy canbe overlapped
with processingotherpackets,we incur only theDMA startup
overheads.As observed in Figure 6, we seethat the DMA
startupoverheadtime is muchlessthanthe time takenby the
CPU-basedcopy approach.Thus,the DMA copy enginecan
alsobeusefulevenif thesourceanddestinationbuffersarein
cache.

4.5 Breakdown of I/OAT Features

In this section,we breakdown the two featuresof I/OAT
andshow its bene�ts in termsof throughputandCPUutiliza-
tion. We �rst measurethe performanceof non-I/OAT with-
out the DMA engineandthe split headerfeatures.Next, we
measurethe performanceincluding the DMA enginefeature
(denotedasI/OAT-DMA in Figure7) andcompareit with the
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Figure 5. Optimizations: (a) Band width and (b) Bi­directional Band width

performanceof non-I/OAT. We reportthedifferencein perfor-
manceasDMA enginebene�ts. Finally, we measuretheper-
formanceincludingboththesplit-headerfeatureandtheDMA
enginefeature(denotedasI/OAT-SPLITin Figure7) andcom-
pareit with theperformanceof I/OAT with DMA engine.We
reportthedifferencein performanceassplit-headerbene�ts.

Wedesigntheexperimentin thefollowing way. We usethe
two nodesfrom Testbed1, onenodeasa server andtheother
asa client. We usetwo Intel network adapterswith two ports
eachon both the server and the client node. Sincewe have
four network portson eachnode,we usefour clientsandper-
form a bandwidthtestwith four server threads.We �rst mea-
surethe bandwidthperformancefor small messagesizesfor
all threecases,i.e.,non-I/OAT, I/OAT-DMA andI/OAT-SPLIT
andreportthe relative CPU bene�ts. As shown in Figure7a,
weobservethattheDMA enginefeatureachievescloseto 16%
relativeCPUbene�t comparedto thenon-I/OAT case.Thisim-
provementis seenfor all messagesizesfrom 16KB to 128KB.
However, we do not observe any throughputimprovementfor
all messagesizes.Also, thesplit-headerfeatureof I/OAT does
notseemto improvetheCPUor thethroughputfor all message
sizes.

Asmentionedin Section2, thesplit-headerfeatureof I/OAT
increasesthe locality of incomingheadersandalsohelpsim-
prove cacheutilization by not polluting theCPU's cachewith
applicationbuffers during network processing. In order to
show the cachepollution effects,we repeatthe previous ex-
perimentfor largemessagesizesthat cannot�t in thesystem
cache. Figure7b shows the throughputbene�ts achieved by
I/OAT featuresfor large messagesizes. We observe that the
split-headerfeaturecanachieve up to 26%bene�t in through-
put for transferring1 MB of applicationdata.In this case,the
server with I/OAT capabilityreceivesa total of 4 MB of ap-
plicationdatafrom thefour clientsandsincethecachesizeis
only 2 MB, clearlytheapplicationdatadoesnot �t in thesys-
tem cache. We seea hugeimprovementfor the split-header
featurebecausetheCPU's cacheis not pollutedwith applica-
tion data.In addition,we seethatthebene�tsachievedby the
split-headerfeaturedecreasesfor increasingmessagesizes.

5 Data-CenterPerformanceEvaluation
In thissection,weanalyzetheperformanceof a2-tierdata-

centerenvironmentwith I/OAT andcompareits performance
with non-I/OAT. For all experimentsin thissection,weusethe
nodesin Testbed1 (describedin Section4) for thedata-center
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Figure 6. Copy Performance: CPU vs DMA

tiers. For theclient nodes,we usethenodesin Testbed2 for
mostof theexperiments.We notify thereadersat appropriate
pointsin theremainingsectionswhenothernodesareusedas
clients.

5.1 Evaluation Methodology

As mentionedin Section2, I/OAT is a server architec-
ture gearedto improve the receiver-side performance. In
otherwords,I/OAT canbedeployedin a data-centerenviron-
mentandclient requestscomingover theWide AreaNetwork
(WAN) canseamlesslytake advantageof I/OAT andget ser-
viced much faster. Further, the communicationbetweenthe
tiers insidethedata-center, suchasproxy tier andapplication
tier, canbegreatlyenhancedusingI/OAT, thusimproving the
overalldata-centerperformanceandscalability.

We set up a two-tier data-centertestbedto determinethe
performancecharacteristicsof using I/OAT and non-I/OAT.
The�rst tier consistsof thefront-endproxies.For this,weused
theproxymoduleof Apache2.2.0.Thesecondtier consistsof
thewebserver moduleof Apachein orderto servicestaticre-
quests. The two tiers in the data-centerresideon 1 Gigabit
Ethernetnetwork; theclientsareconnectedto thedata-center
usinga 1 GigabitEthernetconnection.

Typicaldata-centerworkloadshaveawiderangeof charac-
teristics. Someworkloadsmay vary from high to low tem-
poral locality, following a Zipf-lik e distribution [6]. Simi-
larly workloadsvary from smalldocuments(e.g.,on-linebook
stores,browsing sites,etc.) to large documents(e.g.,down-
load sites,etc.). Further, workloadsmay containrequestsfor
simplecacheablestaticor time invariantcontentor morecom-
plex dynamicor time variantcontentvia CGI, PHP, andJava
servletswith a back-enddatabase.Dueto thesevaryingchar-
acteristicsof workloads,we classifytheworkloadsinto three
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Figure 7. I/OAT split­up bene�ts: (a) CPU Utilization and (b) Throughput

broadcategories:(i) Single-�le Micro workloads,(ii) Zipf-lik e
workloadsand(iii) Dynamiccontentworkloads.However, in
this paper, we focusour analysison the�rst two categories.

Single-File Micr o workloads: Theseworkloadscontain
only asingle�le. Severalclientsrequestthesame�le multiple
times. Theseworkloadsare usedto study the basicperfor-
manceachievableby thedata-centerenvironmentwithout be-
ing dilutedby otherinteractionsin morecomplex workloads.
Weuseworkloadsrangingfrom 2 KB to 10KB �le sizessince
this is consideredtheaverage�le sizefor mostdocumentsin
theInternet.

Zipf-lik eWorkloads: It hasbeenwell acknowledgedin the
communitythatmostworkloadsfor data-centershostingstatic
content,follow a Zipf-lik e distribution [6]. Accordingto Zipf
law, therelativeaccessprobabilityof arequestfor thei' th most
populardocumentis proportionalto 1=i � , where� determines
the randomnessof �le accesses.In our experiments,we vary
� from 0.95 to 0.5, rangingfrom high temporallocality for
documentsto low temporallocality.

We alsoevaluatetheperformanceachievedinsidethedata-
centerwith proxy servers acting as clients and web-servers
with I/OAT capability. For example,within a data-center, the
proxy servers forward dynamic content requeststo the ap-
plication servers. The applicationservers are known to be
CPU-intensive dueto processingof scriptssuchasPHP, CGI,
servlets,etc. If theapplicationservershave I/OAT capability,
the serverscannot only acceptmorenumberof requestsbut
canalsoprocessthe pendingrequestsat a fasterrate,due to
reducedCPUutilization.

For bothof thescenarios,we usea testbedwith oneproxy
at the �rst tier and one web-server at the secondtier. Each
client �res onerequestatatimeandsendsanotherrequestafter
gettinga reply from theserver.

5.2 Experimental Results

In thissection,weseparateouranalysisinto two categories.
First, we analyzethe performancebene�ts of I/OAT with the
two workloads.As mentionedabove,we useTestbed2 to �re
requeststo the proxy server. Due to the I/OAT capabilityon
theserver nodes,we expecttheperformanceof theserversto
improve.

5.2.1 Analysis with SingleFile Traces
In thisexperiment,weuse� vedifferenttraceswith varying�le
sizerequests.Trace1 usesanaverage�le sizeof 2 KB while

Traces2, 3, 4 and5 use4 KB, 6 KB, 8 KB and10KB, respec-
tively. Eachclienthasa10,000requestsubsetof different�les
andreportstheTPS(TransactionsPerSecond)achievedafter
getting the responsefrom the servers for all of the requests.
TPSis de�ned asthetotalnumberof transactionsservicedper
secondasseenby the client. Higher TPSvaluesattribute to
betterserverperformance.

Figure8ashowstheperformanceof adata-centerwith vary-
ing trace�les rangingfrom 2 KB to 10 KB. As shown in Fig-
ure8a,weseethatthethroughputreportedby I/OAT is consis-
tently betterthanthe throughputreportedby non-I/OAT. It is
alsoto benotedthatfor Trace2, with average�le sizeof 4 KB,
weseeasigni�cant throughputimprovementfor I/OAT. I/OAT
reportsa TPSwhich is closeto 9,754whereasnon-I/OAT re-
portsonly 8,569TPSresultingin a 14%overall improvement.
For othertraces,we seearound5-8%TPSimprovementwith
I/OAT.

5.2.2 Analysiswith Zipf File Traces

Next, we evaluatetheperformanceof thedata-centerwith the
zipf-trace. As mentionedearlier, we vary the � valuesfrom
0.95to 0.5rangingfrom hightemporallocality to low temporal
locality. As shown in Figure8b, I/OAT consistentlyperforms
equalto or betterthannon-I/OAT. Further, we notethat non-
I/OAT achievescloseto 1,989TPS whereasI/OAT achieves
closeto 2,212TPS,i.e., I/OAT achievesup to 11%throughput
bene�t ascomparedto non-I/OAT.Also,wemeasuredtheCPU
utilizationfor theseexperimentsbut theimprovementwasneg-
ligible. However, thethroughputimprovessincetheservercan
acceptmorerequests(i.e., reductionin CPU overheadsresult
in greaterCPUef�ciency).

5.2.3 Analysiswith Emulated Clients

Next, we evaluatethe performanceof I/OAT within a data-
centerwhenboth the proxy and the web servershave I/OAT
capability. In this experiment,theproxy serveractsasa client
in sendingthe requeststo the web servers. We useonly the
nodesin Testbed1. Dueto reducedCPUusagein proxynodes
usingI/OAT, we expectthe clientsto �re requestsat a much
fasterrate,resultingin higherthroughput.Figure9 shows the
performancewith I/OAT capability for increasingnumberof
client threads.In thisexperiment,we �x the�le sizeto 16KB
and varied the numberof client threadsfrom 1 to 256. As
shown in Figure9, we notethat theperformanceof I/OAT is
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Figure 8. Performance of I/OAT and non­I/OAT: (a) Single File Traces and (b) Zipf Trace

similar to non-I/OAT from oneto sixteenthreads.As thenum-
berof threads�ring therequestsincreasesfrom 32 to 256,we
observetwo interestingtrends.First,I/OAT throughputperfor-
manceincreaseswith an increasingnumberof client threads.
With 256client threads,I/OAT achievescloseto 14,996TPS
whereasnon-I/OAT achievesonly around12,928,i.e., I/OAT
achievescloseto 16% throughputimprovementascompared
to non-I/OAT. It is alsoto benotedthattheCPUutilization of
I/OAT is consistentlylower thanthe CPU utilization of non-
I/OAT. In this experiment,we only reporttheCPUutilization
on theclient node,sinceour focusis to capturetheclient-side
bene�ts whenclientshave I/OAT capability. We observe that
theCPUutilization saturateswith non-I/OAT with 64 threads
andthusthethroughputdoesnot improve any furtherwith an
increasein theclient threadsafter64. With I/OAT, we seethat
theCPUutilization saturatesonly with 256client threads,re-
sultingin superiorperformance.I/OAT not only improvesthe
performanceby 16%, but canalsosupporta large numberof
threads(up to a factorof four ascomparedto non-I/OAT).
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16 KB �le trace

6 PVFSPerformanceEvaluation
In this section,we comparethe PVFS performanceover

non-I/OAT and I/OAT with the original PVFS implementa-
tion [7]. All experimentsin this sectionwere performedon
Testbed1.

6.1 Evaluation Methodology
It is to benotedthatdueto thewidedifferencebetweenthe

network andthediskspeeds,theeffectivethroughputachieved
by PVFScouldbe limited by thatof thedisk. However, data
usedby applicationsis frequentlyin server memory, e.g.,due
to �le cachingandread-aheadmechanisms.Thus,applications
canstill bene�t from fastnetworks in suchcases.Hence,we

designedourexperimentsbasedonamemory-resident�le sys-
tem,ramfs. Thesetestsaredesignedto stressthenetwork data
transferindependentof any diskactivity.

6.2 Experimental Results

We split our evaluationinto two categories. First, we de-
sign an experimentthat measuresthe PVFS concurrentread
andwrite bandwidth. Next, we evaluatethe �le systemper-
formancein the presenceof multiple streamsperformingthe
bandwidthtest.

6.2.1 PVFSConcurrent Readand Write on ramfs

The test programusedfor concurrentreadandwrite perfor-
manceis pvfs-test, whichis includedin thePVFSreleasepack-
age.We followedthesametestmethodasdescribedin [7]. In
all tests,eachcomputenodesimultaneouslyreadsor writesa
singlecontiguousregionof size2N MB, whereN is thenum-
ber of I/O nodesin use. For example,if the numberof I/O
nodesis four, the requestsize is then 8 MB. Eachcompute
nodewill access2 MB of datafrom eachI/O node. It is to
be notedthat sinceI/OAT is a receiver-sideoptimization,we
reporttheaverageCPUutilization at theclient-sidewhile per-
forming a readoperationandreporttheCPUutilization at the
server-sidewhile performingthewrite operation.

Figure10a shows the PVFS readbandwidthperformance
with I/OAT and non-I/OAT with six I/O servers. With non-
I/OAT, the bandwidthincreasesfrom 361 MB/s to 649 MB/s
with an increasingnumberof computenodes. With I/OAT,
the bandwidthincreasesfrom 360 MB/s to 731 MB/s with
an increasingnumberof computenodes,i.e., I/OAT achieves
12% increasein throughputas comparedto non-I/OAT with
six computenodes. Further, the resultsare consistentwith
themicro-benchmarkevaluationsseenin Section4. In terms
of CPU utilization, we seethat I/OAT achievescloseto 15%
improvementas comparedto non-I/OAT using six compute
nodes. We seesimilar trendswhenwe decreasethe number
of I/O serversto � veasshown in Figure10b. However, theim-
provementseenboth in termsof throughputandCPUutiliza-
tion aremuchlessthanwhencomparedto the six I/O server
con�guration.

Figure11ashows the PVFSwrite bandwidthperformance
with I/OAT and non-I/OAT. Again, we seesimilar trendsas
seenwith the PVFSreadperformance.With non-I/OAT, the
write bandwidth performanceincreasesfrom 464 MB/s to
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Figure 10. PVFS Concurrent Read Performance: (a) Six I/O Servers and (b) Five I/O Servers
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Figure 11. PVFS Concurrent Write Performance: (a) Six I/O Servers and(b) Five I/O Servers

697MB/s. With I/OAT, thewrite bandwidthperformancein-
creasesfrom460MB/s to 750MB/s with anincreasingnumber
of computenodes,i.e., I/OAT achieves8% throughputbene�t
ascomparedto non-I/OAT. Further, I/OAT achievescloseto
5%CPUbene�t ascomparedto non-I/OAT usingsix compute
nodes.We seesimilar trendswhenwe decreasethenumberof
I/O serversasshown in Figure11b.

6.2.2 PVFSreadperformancewith multiple streams

In this experiment, we emulatea scenariowhere multiple
clients accessthe �le system. We increasethe numberof
clientsfrom 1 to 64 andstudythebehavior of concurrentread
performancein PVFS.As shown in Figure12,weobservethat
theperformanceof I/OAT is eitherequalto or greaterthanthe
performanceachievedby non-I/OAT. It is to benotedthatwe
reporttheCPUutilizationnumbersmeasuredontheclient-side
which alsohasthe I/OAT capability. Due to the fact that the
client with I/OAT canreceive the dataat a much fasterrate,
theclientscanalso�re PVFSreadrequestsatafasterratethan
comparedto non-I/OAT. As a result,we observe thattheCPU
utilization on theclient-sideis around10-12%higherthanthe
non-I/OAT case.

In summary, PVFSwith I/OAT hasa12%improvementfor
concurrentreadsand8% improvementfor concurrentwrites
ascomparedto PVFSwith non-I/OAT. In termsof CPU uti-
lization, PVFSwith I/OAT achieves15% bene�t for concur-
rentreadsand7%bene�t for concurrentwritesascomparedto
PVFSwith non-I/OAT.

7 Discussion
Asmentionedearlier, I/OAT helpsin improvingthenetwork

performanceandreducingtheCPUutilization throughits fea-
turessuchastheasynchronouscopy engine,split-headers,etc.
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Figure 12. Multi­Stream PVFS Read Perfor­
mance

Theasynchronouscopy enginecanalsobeusedby userappli-
cationsto improvetheperformanceof memoryoperationsand
alsoto improvethecommunicationperformancebetweentwo
processeswithin the samenode. Sincethe copy enginecan
operatein parallelwith thehostCPU,applicationscanachieve
signi�cant bene�ts by overlappinguseful computationswith
memoryoperations.With theintroductionof chip-level multi-
processing(CMP),per-corememorybandwidthreducesdras-
tically, thusincreasingtheneedfor suchasynchronousmem-
ory operationsasa memory-latency hiding mechanism.Mo-
hit, et. al., have proposedsoft-timertechniquesto reducethe
receiver-sideprocessing[5]. I/OAT canco-exist with this tech-
nology to further reducethe receiver-sideoverheadsand im-
provetheperformance.

Ontheotherhand,I/OAT requiresspecialnetwork adapters
to supportthesplit-headerandthemultiple receive queuefea-
ture. In addition, the host systemshould have an in-built
copy engineto supportthe asynchronouscopy feature.Also,
thememorycontrollerusesphysicaladdressesandhence,the
pagescannotbeswappedduringacopy operation.As aresult,
thephysicalpagesneedto bepinnedbeforeinitiating thecopy



operation. Due to the page-pinningrequirement,the useful-
nessof the copy enginebecomesquestionableif the pinning
costexceedsthecopy cost.

8 Concluding Remarksand Future Work
I/O Accelerationtechnology(I/OAT) developedby Intel is

asetof featuresparticularlydesignedto reducethepacketpro-
cessingoverheadson thereceiver-side.This paperstudiesthe
bene�tsof I/OAT technologythroughextensiveevaluationsof
micro-benchmarksaswell asevaluationson two differentap-
plication domains:(1) A multi-tier Data-Centerenvironment
and (2) A Parallel Virtual File System(PVFS). Our micro-
benchmarkresultsshow thatI/OAT resultsin 38%lowerover-
all CPU utilization in comparisonwith traditionalcommuni-
cation. Due to this reducedCPU utilization, I/OAT delivers
betterperformanceandincreasednetwork bandwidth.Ourex-
perimentalresultswith data-centersand�le systemsrevealthat
I/OAT canimprovethetotal numberof transactionsprocessed
by 14% and throughputby 12%, respectively. In addition,
I/OAT can sustaina large numberof concurrentthreads(up
to a factorof four ascomparedto non-I/OAT) in data-center
environments,thusincreasingthescalabilityof theservers.

Wearecurrentlyworkingontwo broadaspectswith respect
to I/OAT. First, we arelooking at modifying the applications
to realizethe true bene�ts of I/OAT capability. Second,we
aretrying to provideanasynchronousmemorycopy operation
to userapplications. Thoughthis involves someamountof
overhead(suchas context switches,userpagelocking, etc),
asynchronousmemorycopy canhelpapplicationsin usingthe
CPUcyclesintelligently.
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