
Supp orting iW ARP Compatibilit y and Features for Regular
Net work Adapters �

P. Balaji H. -W. Jin K. Vaidyanathan D. K. Panda

Department of Computer Scienceand Engineering
The Ohio State University

Columbus, Ohio 43210
f balaji, jinhy, vaidyana, pandag@cse.ohio-state.edu

Abstract
With several recent initiativ es in the proto col o�oad-

ing technology present on network adapters, the user
market is now distributed amongst various technol-
ogy levels including regular Ethernet network adapters,
TCP O�oad Engines (TOEs) and the recently in-
tro duced iWARP-capable networks. While iWARP-
capable networks provide all the features provided by
their predecessors(TOEs and regular Ethernet network
adapters) and a new richer programming interface, they
lack with respect to backward compatibilit y. In this as-
pect, two important issuesneed to be considered. First,
not all network adapters support iWARP; thus, soft-
ware compatibilit y for regular network adapters (which
have no o�oaded proto col stack) with iWARP capable
network adapters needsto be achieved. Second,several
applications on top of regular Ethernet as well as TOE
basedadapters have beenwritten with the sockets inter-
face; rewriting such applications using the new iWARP
interface is cumbersome and impractical. Thus, it is
desirable to have an interface which provides a two-fold
bene�t: (i) it allows existing applications to run directly
without any modi�cations and (ii) it exposesthe richer
feature set of iWARP to the applications to be utilized
with minimal modi�cations. In this paper, we design
and implement a software stack to handle these issues.
Speci�cally , (i) the software stack emulates the function-
alit y of the iWARP stack in software to provide compat-
ibilit y for regular Ethernet adapters with iWARP capa-
ble networks and (ii) it provides applications with an
extended sockets interface that provides the traditional
sockets functionalit y as well as functionalit y extended
with the rich iWARP features.

Keywords: iWARP, RDMA and Extended Sockets

1 In tro duction

While TCP/IP [14] is consideredthe most ubiq-
uitous standard for transport and network proto-
cols, the host-basedimplementation of TCP/IP has
not been able to scale very well with high-speed

� This pro ject is supported in part by the DOE grant
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networks. In high-speed networks, the CPU has
to dedicate more processingto handle the network
tra�c than to the applications it is running. Par-
tial and completeProtocol O�oad Engines(POEs)
such as the TCP/IP O�oad Engines (TOEs) [26]
have provided a mechanism by which the host's
computational requirements of the TCP/IP stack
can be curbed. Most TOEs retain the standard
sockets interface while replacing the host-based
TCP/IP stack with the hardwareo�oaded TCP/IP
stack [10]; this allows transparent compatibilit y for
existing applications to be directly deployed on to
TOEs.
Though TOEs have been able to handle most of

the ine�ciencies of the host-basedTCP/IP stack,
they are still plaguedwith someof the limitations in
order to maintain backward compatibilit y with the
existing infrastructure and applications. For exam-
ple, the traditional sockets interface is often not the
best interface to allow high performancecommuni-
cation [4, 16, 20, 21]. Several techniques usedwith
the sockets interface (e.g., peek-and-post, wherethe
receiver �rst posts a small bu�er to read the header
information and then decidesthe length of the ac-
tual data bu�er to be posted) make it di�cult to ef-
�cien tly perform zero-copy data transfers with such
an interface.
Several new initiativ es by IETF such as iWARP

and Remote Direct Data Placement (RDDP) [25],
were started to tackle such limitations with basic
TOEs and other POEs. The iWARP standard,
when o�oaded on to the network adapter, provides
two primary extensions to the TOE stack: (i) it
exposesa rich interface including zero-copy, asyn-
chronous and one-sidedcommunication primitiv es
and (ii) it extends the TCP/IP implementation on
the TOE to allow such communication while main-
taining compatibilit y with the existing TCP/IP im-
plementations.
With such aggressive initiativ es in the o�oading

technology present on network adapters, the user
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market is now distributed amongst these various
technology levels. Several users still use regular
Ethernet network adapters (42.4% of the Top500
supercomputers use Ethernet with most, if not
all, of them relying on regular Gigabit Ethernet
adapters [1]) which do not perform any kind of pro-
tocol o�oad; then we have userswho utilize the of-

oaded protocol stack provided with TOEs; �nally
with the advent of the iWARP standard, a part of
the usergroup is alsomoving towards such iWARP-
capablenetworks.
TOEs and regular Ethernet network adaptershave

been compatible with respect to both the data
format sent out on the wire (Ethernet + IP +
TCP + data payload) as well as with the inter-
facethey exposeto the applications (both using the
sockets interface). With iWARP capable network
adapters, such compatibilit y is disturb ed to some
extent. For example, currently an iWARP-capable
network adapter can only communicate with an-
other iWARP-capable network adapter1. Also, the
interface exposed by the iWARP-capable network
is no longer sockets; it is a much richer and newer
interface.
For a wide-spread usage, network architectures

need to maintain compatibilit y with the existing
and widely used network infrastructure. Thus, for
a wide-spreadacceptanceof iWARP, two important
extensionsseemto be quite necessary.

1. Let us considera scenariowhere a server han-
dles requests from various client nodes (Fig-
ure 1). In this scenario, for performance rea-
sons,it is desirablefor the server to useiWARP
for all communication (e.g., using an iWARP-
capable network adapter). The client on the
other hand might NOT be equipped with an
iWARP-capable network card (e.g., it might
usea regular Fast Ethernet or Gigabit Ethernet
adapter or even a TOE). For such and various
other scenarios,it becomesquite necessaryto
have a software implementation of iWARP on
such networks in order to maintain compatibil-
it y with the hardware o�oaded iWARP imple-
mentations.

2. Though the iWARP interface provides a richer
feature-set as compared to the sockets inter-
face, it requires applications to be rewritten
with this interface. While this is not a concern
for new applications, it is quite cumbersome
and impractical to port existing applications
to use this new interface. Thus, it is desirable

1The intermediate switches, however, need not support
iWARP .
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Figure 1. Multiple clients with regular
netw ork adapter s comm unicating with
servers using iWARP­capab le netw ork
adapter s.

to have an interface which provides a two-fold
bene�t: (i) it allows existing applications to
run directly without any modi�cations and (ii)
it exposesthe richer feature set of iWARP such
aszero-copy, asynchronousand one-sidedcom-
munication to the applications to be utilized
with minimal modi�cations.

In general,we would like to have a software stack
which would provide the above mentioned exten-
sions for regular Ethernet network adapters as well
as TOEs. In this paper, however, we focus only
on regular Ethernet adaptersand designand imple-
ment a software stack to provide both theseexten-
sions. Speci�cally , (i) the software stack emulates
the functionalit y of the iWARP stack in software to
provide compatibilit y for regular Ethernet adapters
with iWARP capable networks and (ii) it provides
applications with an extended sockets interface that
providesthe traditional sockets functionalit y aswell
as functionalit y extendedwith the rich iWARP fea-
tures.
The rest part of the paper is organizedas follows:

In Section 2, we provide a brief background about
TOEs and the iWARP standard. In Section3 we go
into details about the designand implementation of
our software iWARP-aware extended sockets inter-
face. In addition, we suggestdesignalternativ esfor
the software implementation of iWARP. We present
the experimental evaluation of our stacks in Sec-
tion 4, somerelated work in Section5 and conclude
the paper in Section 6.

2 Background

In this section, we provide a brief background
about TOEs and the iWARP standard.
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2.1 TCP Of�oad Engines

The processing of traditional protocols such as
TCP/IP and UDP/IP is accomplishedby software
running on the central processor,CPU or micro-
processor,of the server. As network connections
scalebeyond Gbps speeds,the CPU becomesbur-
denedwith the large amount of protocol processing
required. Resource-intensive memory copies,check-
sum computation, interrupts, and reassembling of
out-of-order packets put a tremendous amount of
load on the host CPU. In high-speednetworks, the
CPU has to dedicatemore processingto handle the
network tra�c than to the applications it is running.
TCP O�oad Engines (TOEs) [26] are emerging as
a solution to limit the processingrequired by CPUs
for networking.
The basicideaof a TOE is to o�oad the processing

of protocolsfrom the host processorto the hardware
on the adapter or in the system. A TOE can be im-
plemented with a network processorand �rm ware,
specializedASICs, or a combination of both. Most
TOE implementations available in the market con-
centrate on o�oading the TCP and IP processing,
while a few of them focus on other protocols such
as UDP/IP .
As a precursor to complete protocol o�oading,

someoperating systemsstarted incorporating sup-
port for features to o�oad somecompute-intensive
features from the host to the underlying adapter,
e.g., checksum computation. But as Ethernet
speeds increased beyond Gbps, the need for fur-
ther protocol processingo�oad becamea clear re-
quirement. SomeGigE adapterscomplemented this
requirement by o�oading TCP/IP and UDP/IP
segmentation onto the network adapter [13, 8].
With the advent of multi-gigabit networks, the
host-processing requirements became so burden-
somethat they ultimately led to adapter solutions
with complete protocol o�oad.

2.2 iWARP Speci�cation Overview

The iWARP standard comprises of up to three
protocol layers on top of a reliable IP-based pro-
tocol such as TCP: (i) RDMA interface, (ii) Direct
Data Placement (DDP) layer and (iii) Marker PDU
Aligned (MPA) layer.
The RDMA layer is a thin interface which allows

applications to interact with the DDP layer. The
DDP layer usesan IP basedreliable protocol stack
such as TCP to perform the actual data transmis-
sion. The MPA stack is an extensionto the TCP/IP
stack in order to maintain backward compatibilit y
with the existing infrastructure. Details about the
DDP and MPA layersare provided in Sections2.2.1

and 2.2.2 respectively.

2.2.1 Direct Data Placemen t (DDP)

The DDP standard wasdeveloped to serve two pur-
poses.First, the protocol should be able to provide
high performance in SAN and other controlled en-
vironments by utilizing an o�oaded protocol stack
and zero-copy data transfer betweenhost memories.
Second,the protocol should maintain compatibilit y
with the existing IP infrastructure using an imple-
mentation over an IP basedreliable transport layer
stack. Maintaining thesetwo featuresinvolvesnovel
designs for several aspects. We describe some of
thesein this section.
In-Order Deliv ery and Out-of-Order Place-

men t: DDP relieson de-couplingof placement and
delivery of messages,i.e., placing the data in the
userbu�er is performed in a decoupledmanner with
informing the application that the data has been
placed in its bu�er. In this approach, the sender
breaks the messageinto multiple segments of MTU
size; the receiver placeseach segment directly into
the userbu�er, performsbook-keepingto keeptrack
of the data that has already been placed and once
all the data hasbeenplaced, informs the userabout
the arrival of the data. This approach hastwo bene-
�ts: (i) there are no copiesinvolved in this approach
and (ii) suppose a segment is dropped, the future
segments do not need to be bu�ered till this seg-
ment arrives; they can directly be placed into the
user bu�er as and when they arrive. The approach
used, however, involves two important features to
be satis�ed by each segment: Self-Describing and
Self-Contained segments.
The Self-Describingproperty of segments involves

adding enoughinformation in the segment headerso
that each segment can individually be placedat the
appropriate location without any information from
the other segments. The information contained in
the segment includesthe MessageSequenceNumber
(MSN), the O�set in the messagebu�er to which the
segment has to be placed (MO) and others. Self-
Containment of segments involvesmaking sure that
each segment contains either a part of a singlemes-
sage,or the whole of a number of messages,but not
parts of more than one message.
Middle Box Fragmen tation: DDP is an end-to-

end protocol. The intermediate nodes do not have
to support DDP. This meansthat the nodeswhich
forward the segments between two DDP nodes, do
not have to follow the DDP speci�cations. In other
words, DDP is transparent to switcheswith IP for-
warding and routing. However, this might lead to a
problem known as \Middle Box Fragmentation" for

3



Layer-4 or above switches.
Layer-4 switches are transport protocol speci�c

and capable of making more intelligent decisions
regarding the forwarding of the arriving message
segments. The forwarding in these switches takes
place at the transport layer (e.g., TCP). The mod-
ern load-balancers(which fall under this category
of switches) allow a hardware based forwarding of
the incoming segments. They support optimization
techniques such as TCP Splicing [7] in their imple-
mentation. The problem with such an implemen-
tation is that, there need not be a one-to-onecor-
respondencebetween the segments coming in and
the segments going out. This meansthat the seg-
ments coming in might be re-fragmented and/or re-
assembled at the switch. This might require bu�er-
ing at the receiver node, since the receiver cannot
recognizethe DDP headersfor each segments. This
mandates that the protocol not assume the self-
containment property at the receiver end, and add
additional information in each segment to help rec-
ognizethe DDP header.

2.2.2 Mark er PDU Aligned (MP A)

In caseof \Middle Box Fragmentation", the self-
containment property of the segments might not
hold true. The solution for this problem needsto
have the following properties:

� It must be independent of the segmentation al-
gorithm usedby TCP or any layer below it.

� A deterministic way of determining the seg-
ment boundariesare preferred.

� It should enableout-of-order placement of seg-
ments. In the sense,the placement of a seg-
ment must not require information from any
other segment.

� It should contain a stronger data integrit y
check like the Cyclic Redundancy Check
(CRC).

The solution to this problem involvesthe develop-
ment of the MPA protocol [9]. Figure 2 illustrates
the new segment format with MPA. This new seg-
ment is known as the FPDU or the Framing Proto-
col Data Unit. The FPDU format has three essen-
tial changes:

� Markers: Strips of data to point to the DDP
header in caseof middle box fragmentation

� Cyclic Redundancy Check (CRC): A Stronger
Data Integrit y Check

Pad CRC

Segment Length

DDP
Header

DDP
Header

Marker

Payload (IF ANY)

Payload (IF ANY)

Figure 2. Marker PDU Aligned (MPA) proto­
col Segment format

� Segment Pad Bytes

The markersplacedasa part of the MPA protocol
are strips of data pointing to the MPA headerand
spaceduniformly basedon the TCP sequencenum-
ber. This provides the receiver with a deterministic
way to �nd the markersin the receivedsegments and
eventually �nd the right header for the segment.

3 Designing Issues and Implemen ta-
tion Details

To provide compatibilit y for regular Ethernet net-
work adapters with hardware o�oaded iWARP im-
plementations, we propose a software stack to be
usedon the various nodes. We break down the stack
into two layers, namely, the Extended sockets inter-
face and the iWARP layer asillustrated in Figure 3.
Amongst thesetwo layers, the Extended sockets in-
terface is genericfor all kinds of iWARP implemen-
tations; for exampleit can be usedover the software
iWARP layer for regular Ethernet networks pre-
sented in this paper, over a software iWARP layer
for TOEs, or over hardwareo�oaded iWARP imple-
mentations. Further, for the software iWARP layer
for regular Ethernet networks, weproposetwo kinds
of implementations: user-level iWARP and kernel-
level iWARP. Applications, however, only interact
with the extended sockets interface which in turn
usesthe appropriate iWARP stack available on the
system. In this paper, we only concentrate on the
design and implementation of the stack on regular
Ethernet network adapters (Figures 3a and 3b).

3.1 ExtendedSocketsInterface

The extendedsockets interface is designedto serve
two purposes.First, it provides a transparent com-
patibilit y for existing sockets basedapplications to
run without any modi�cations. Second,it exposes
the richer interface provided by iWARP such as
zero-copy, asynchronous and one-sided communi-
cation to the applications to utilize as and when
required with minimal modi�cations. For existing
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Figure 3. Extended soc kets interface with diff erent Implementations of iWARP: (a) User­Level
iWARP (for regular Ethernet netw orks), (b) Kernel­Le vel iWARP (for regular Ethernet netw orks),
(c) Software iWARP (for TOEs) and (d) Hardware of�oaded iWARP (for iWARP­capab le netw ork
adapter s).

socketsapplications (which do not usethe richer ex-
tensions of the extended sockets interface), the in-
terface just passeson the control to the underlying
sockets layer. This underlying sockets layer could be
the traditional host-basedTCP/IP sockets for regu-
lar Ethernet networks or a High PerformanceSock-
ets layer on top of TOEs [10]or other POEs [5, 6, 3].
For applications which DO usethe richer extensions
of the extendedsockets interface, the interfacemaps
the calls to appropriate calls provided by the un-
derlying iWARP implementation. Again, the un-
derlying iWARP implementation could be a soft-
ware implementation (for regular Ethernet network
adapters or TOEs) or a hardware implementation.
In order to extend the sockets interface to sup-

port the richer interface provided by iWARP, cer-
tain sockets basedcalls needto be aware of the ex-
istenceof iWARP. The setsockopt() systemcall, for
example, is a standard sockets call. But, it can be
usedto set a givensocket to IWARP MODE. All fu-
ture communication using this socket will be trans-
ferred using the iWARP implementation. Further,
read() , write() and several other socket calls need
to check if the socket mode is set to IWARP MODE
before carrying out any communication. This re-
quires modi�cations to these calls, while making
sure that existing sockets applications (which do
not usethe extendedsockets interface) are not ham-
pered.
In our implementation of the extendedsockets in-

terface, we carried this out by overloading the stan-
dard libc library using our own extendedsockets in-
terface. This library �rst checks whether a given
socket is currently in IWARP MODE. If it is, it car-

ries out the standard iWARP proceduresto trans-
mit the data. If it is not, the extended sockets in-
terface dynamically loads the libc library to passon
the control to the traditional sockets interface for
the particular call.

3.2 User­Level iWARP

In this approach, wedesignedand implemented the
entire iWARP stack in userspaceabove the sockets
layer (Figure 3a). Being implemented in user-space
and above the sockets layer, this implementation
is very portable acrossvarious hardware and soft-
ware platforms2. However, the performance it can
deliver might not be optimal. Extracting the maxi-
mum possibleperformancefor this implementation
requires e�cien t solutions for several issuesinclud-
ing (i) supporting gather operations, (ii) supporting
non-blocking operations, (iii) asynchronouscommu-
nication, (iv) handling shared queuesduring asyn-
chronouscommunication and several others. In this
section,we discusssomeof theseissuesand propose
various solutions to handle these issues.
Gather op erations supp orted by the iW ARP

speci�cations: The iWARP speci�cation de�nes
gather operations for a list of data segments to be
transmitted. Since, the user-level iWARP imple-
mentation usesTCP asthe underlying modeof com-
munication, there are interesting challengesto sup-
port this without any additional copy operations.

2Though the user-level iWARP implementation is mostly
in the user-space, it requires a small patch in the kernel to
extend the MPA CRC to include the TCP header too and to
provide information about the TCP sequencenumbers used
in the connection in order to place the mark ers at appropriate
places (this cannot be done from user-space).
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Some of the approaches we consideredare as fol-
lows:

1. The simplest approach would be to copy data
into a standard bu�er and send the data out
from this bu�er. This approach is very simple
but would require an extra copy of the data.

2. The second approach is to use the scatter-
gather readv() and writev() calls provided
by the traditional sockets interface. Though
in theory traditional sockets supports scat-
ter/gather of data using readv() and writev()
calls, the actual implementation of these calls
is speci�c to the kernel. It is possible(as is cur-
rently implemented in the 2.4.x linux kernels)
that the data in theselist of bu�ers be sent out
as di�eren t messagesand not aggregatedinto
a single message. While this is perfectly �ne
with TCP, it createsa lot of fragmentation for
iWARP, forcing it to have additional bu�ering
to take care of this.

3. The third approach is to use the TCP CORK
mechanism provided by TCP/IP . The
TCP CORK socket option allows data to
be pushed into the socket bu�er. However,
until the entire socket bu�er is full, data is not
sent onto the network. This allows us to copy
all the data from the list of the application
bu�ers directly into the TCP socket bu�ers
before sending them out on to the network,
thus saving an additional copy and at the same
time guaranteeing that all the segments are
sent out as a single message.

Non-blo cking comm unication op erations
supp ort: As with iWARP, the extended sockets
also supports non-blocking communication opera-
tions. This means that the application layer can
just post a senddescriptor; oncethis is done, it can
carry out with its computation and check for com-
pletion at a later time. In our approach, we use a
multi-threaded designfor user-level iWARP to allow
non-blocking communication operations (Figure 4).
As shown in the �gure, the application thread posts
a send and a receive to the asynchronous threads
and returns control to the application; these asyn-
chronousthreads take careof the actual data trans-
mission for send and receive, respectively. To al-
low the data movement betweenthe threads, we use
pthreads() rather than fork(). This approach gives
the 
exibilit y of a shared physical address space
for the application and the asynchronous threads.
The pthreads() speci�cation statesthat all pthreads

post_recv()

write()

Sender

setsockopt()

post_send()

Main thread

Async threads
recv_done()

setsockopt()

Receiver

Figure 4. Async hronous Threads Based
Non­Bloc king Operations

should share the same processID (pid). Operat-
ing Systemssuch asSolaris follow this speci�cation.
However, due to the 
at architecture of Linux, this
speci�cation was not followed in the Linux imple-
mentation. This means that all pthreads() have
a di�eren t PID in Linux. We use this to carry
out inter-thread communication using inter-process
communication (IPC) primitiv es.
Async hronous comm unication supp orting

non-blo cking op erations: In the previous issue
(non-blocking communication operations support),
we choseto usepthreads to allow cloning of virtual
addressspacebetween the processes.Communica-
tion between the threads was intended to be car-
ried out using IPC calls. The iWARP speci�cation
does not require a shared queue for the multiple
sockets in an application. Each socket has sepa-
rate sendand receivework queueswheredescriptors
posted for that socket are placed. We use UNIX
socket connections between the main thread and
the asynchronous threads. The �rst socket set to
IWARP MODE opens a connection with the asyn-
chronousthreads and all subsequent socketsusethis
connection in a persistent manner. This option al-
lows the main thread to post descriptors in a non-
blocking manner (since the descriptor is copied to
the socket bu�er) and at the sametime allows the
asynchronousthread to usea select() call to make
progresson all the IWARP MODE socketsaswell as
the inter-processcommunication. It is to be noted
that though the descriptor involves an additional
copy by using this approach, the sizeof a descriptor
is typically very small (around 60 bytes in the cur-
rent implementation), so this copy does not a�ect
the performancetoo much.

3.3 Kernel­Level iWARP

The kernel-level iWARP is built directly over the
TCP/IP stack bypassing the traditional sockets
layer as shown in Figure 3b. This implementation

6



requiresmodi�cations to the kernel and henceis not
as portable as the user-level implementation. How-
ever, it can deliver a better performance as com-
pared to the user-level iWARP. The kernel-level de-
sign of iWARP has several issuesand design chal-
lenges. Someof these issuesand the solutions cho-
senfor them are presented in this section.
Though most part of the iWARP implementation

can be done completely above the TCP stack by
just inserting modules (with appropriate symbols
exported from the TCP stack), there are a number
of changesthat are required for the TCP stack itself.
For example, ignoring the remote socket bu�er size,
e�cien tly handling out-of-order segments, etc. re-
quire direct changesin the core kernel. This forced
us to recompilethe linux kernel asa patched kernel.
We have modi�ed the base kernel.org kernel ver-
sion 2.4.18 to the patched kernel to facilitate these
changes.
Immediate copy to user bu�ers: SinceiWARP

provides non-blocking communication, copying the
received data to the user bu�ers is a tric ky issue.
One simple solution is to copy the messageto the
user bu�er when the application calls a completion
function, i.e., when the data is received the kernel
just keepsit with itself and when the application
checks with the kernel if the data has arrived, the
actual copy to the user bu�er is performed. This
approach, however, losesout on the advantages of
non-blocking operations as the application has to
block waiting for the data to be copiedwhile check-
ing for the completion of the data transfer. Further,
this approach requires another kernel trap to per-
form the copy operation.
The approach we used in our implementation is

to immediately copy the received messageto the
user bu�er as soon as the kernel gets the message.
An important issue to be noted in this approach
is that since multiple processescan be running on
the system at the same time, the current process
scheduledcanbedi�eren t with the owner of the user
bu�er for the message;thus we need a mechanism
to accessthe user bu�er even when the processis
not currently scheduled. To do this, we pin the user
bu�er (prevent it from being swapped out) and map
it to a kernel memory area. This ensuresthat the
kernel memory area and the user bu�er point to
the same physical addressspace. Thus, when the
data arrives, it is immediately copied to the kernel
memory areaand is automatically re
ected into the
user bu�er.
User bu�er registration: The iWARP speci-

�cation de�nes an API for the bu�er registration,
which performs pre-communication processessuch

as bu�er pinning, addresstranslation between vir-
tual and physical addresses,etc. These opera-
tions are required mainly to achieve a zero-copy
data transmission on iWARP o�oaded network
adapters. Though this is not critical for the kernel-
level iWARP implementation as it anyway per-
forms a copy, this can protect the bu�er from being
swapped out and avoid the additional overheadfor
page fetching. Hence, in our approach, we do pin
the user-bu�er.
E�cien tly handling out-of-order segments:

iWARP allows out-of-order placement of data. This
means that out-of-order segments can be directly
placed into the user-bu�er without waiting for the
intermediate data to be received. In our design,
this is handled by placing the data directly and
maintaining a queue of received segment sequence
numbers. At this point, technically, the received
data segments present in the kernel can be freed
once they are copied into the user bu�er. How-
ever, the actual sequencenumbers of the received
segments are used by TCP for acknowledgments,
re-transmissions,etc. Hence, to allow TCP to pro-
ceedwith thesewithout any hindrance, we defer the
actual freeing of these segments till their sequence
numbers crossTCP's unacknowledgedwindow.

4 Exp erimen tal Evaluation

In this section, we perform micro-benchmark level
experimental evaluations for the extended sockets
interface using the user- and kernel-level iWARP
implementations. Speci�cally , we present the
ping-pong latency and uni-directional bandwidth
achieved in two setsof tests. In the �rst set of tests,
we measurethe performanceachieved for standard
sockets based applications; for such applications,
the extended sockets interface does basic process-
ing to ensurethat the applications do not want to
utilize the extended interface (by checking if the
IWARP MODE is set) and passeson the control
to the traditional sockets layer. In the secondset of
tests, weuseapplications which utilize the richer ex-
tensionsprovided by the extendedsockets interface;
for such applications, the extended sockets inter-
face utilizes the software iWARP implementations
to carry out the communication.
The latency test is carried out in a standard ping-

pong fashion. The sender sends a messageand
waits for a reply from receiver. The time for this
is recordedby the senderand it is divided by two to
get the one-way latency. For measuring the band-
width, a simple window based approach was fol-
lowed. The sender sendsW indowSiz e number of
messagesand wait for a messagefrom the receiver
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Figure 5. Micro­Benc hmark Evaluation for applications using the standar d soc kets interface:
(a) Ping­pong latenc y and (b) Uni­directional band width

for every W indowSiz e messages.
The experimental test-bed usedis as follows: Two

Pentium II I 700MHz Quad machines, each with an
L2-cache size of 1 MB and 1 GB of main memory.
The interconnect was a Gigabit Ethernet network
with Alteon NICs on each machine connectedusing
a Packet Engine switch. We used the RedHat 9.0
linux distribution installed with the kernel.org ker-
nel version 2.4.18.
The results for the applications with the standard

unmodi�ed sockets interface are presented in Fig-
ure 5. As shown in the �gure, the extended sock-
ets interfaceaddsvery minimal overheadto existing
sockets applications for both the latency and the
bandwidth tests.
For the applications using the extended interface,

the results are shown in Figure 6. We can seethat
the user- and kernel-level iWARP implementations
incur overheadsof about 100� sand 5� srespectively,
as compared to TCP/IP . There are several reasons
for this overhead. First, the user- and kernel-level
iWARP implementations are built over sockets and
TCP/IP respectively; so they are not expected to
give a better performancethan TCP/IP itself. Sec-
ond, the user-level iWARP implementation has ad-
ditional threads for non-blocking operations and re-
quires IPC between threads. Also, the user-level
iWARP implementation performslocking for shared
queuesbetweenthreads. However, it is to be noted
that the basic purposeof these implementations is
to allow compatibilit y for regular network adapters
with iWARP-capablenetwork adaptersand the per-
formance is not the primary goal of these imple-
mentation. We can observe that both user- and
kernel-level iWARP implementations can achieve a
peak bandwidth of about 550Mbps. An interest-
ing result in the �gure is that the bandwidth of
the user- and kernel-level iWARP implementations
for small and medium messagesizesis signi�can tly

lessercomparedto TCP/IP . This is mainly because
they disable Nagle's algorithm in order to try to
maintain messageboundaries. For large messages,
we seesomedegradation comparedto TCP/IP due
to the additional overhead of CRC data integrit y
performed by the iWARP implementations.

5 Related Work

Several researchers, including ourselves, have
performed a signi�can t amount of research on
the performance of iWARP-unaware network
adapters including regular Ethernet-based network
adapters [12, 11, 4] as well as TCP O�oad En-
gines [10, 2]. Also, there has been a lot of re-
search for implementing high performance sock-
ets over various protocol o�oad enginesincluding
TOEs [22, 19, 5, 6, 3, 17, 18]. However, all this lit-
erature focuseson the improving the performance
of the sockets interface for host-basedor o�oaded
protocol stacks and doesnot deal with any kind of
extensionsto it.
Shivam et. al. had implemented a new proto-

col stack, EMP [24, 23], on top of Gigabit Eth-
ernet which provides iWARP like features to the
applications. However, this protocol has a com-
pletely di�eren t interface and cannot support sock-
ets basedapplications directly. Further, this proto-
col is not IP compatible and thus cannot be used
in a WAN environment unlike TOEs or iWARP-
capable network adapters. We had previously im-
plemented a high performancesockets implementa-
tion over EMP [5]; while this allows compatibilit y
for existing sockets applications, it still doesnot al-
low IP compatibilit y. Further, this layer only pro-
vides the basic sockets interface with no iWARP-
basedextensionsas such.
The extendedsockets interfaceproposedin this pa-

per is in someways similar to the Windows Direct
Sockets or winsock interface which provides asyn-
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Figure 6. Micro­Benc hmark Evaluation for applications using the extended iWARP interface:
(a) Ping­pong latenc y and (b) Uni­directional band width

chronouscommunication featuresin addition to the
standard featuressupported by the Berkeleysockets
interface. However, our extended sockets interface
tightly couples with the iWARP implementations
in the system instead of relying on TCP/IP and
provides an even richer feature set (e.g., one-sided
communication primitiv es).
Jagana et. al. have developed a software sys-

tem to provide kernel support for iWARP and other
RDMA aware networks [15]. This work can be
considereda complementary development towards
iWARP-capablenetworks while our work dealswith
iWARP capabilities for regular Ethernet networks.
We hope to unify our solution with this software
system in order to avoid further fragmentation in
the software stacks provided to end users.

6 Concluding Remarks

Several new initiativ es by IETF such as iWARP
and Remote Direct Data Placement (RDDP) [25],
were started to tackle the various limitations with
TOEs while providing a completely new and fea-
ture rich interface for applications to utilize. For
a wide-spreadacceptanceof these initiativ es, how-
ever, two important issuesneed to be considered.
First, software compatibilit y needsto be provided
for regular network adapters (which have no of-

oaded protocol stack) with iWARP-capable net-
work adapters. Second,the predecessorsof iWARP-
capable network adapters such as TOEs and host-
based TCP/IP stacks used the sockets interface
for applications to utilize them while the iWARP-
capable networks provide a completely new and
richer interface. Rewriting existing applications us-
ing the new iWARP interface is cumbersomeand
impractical. Thus, it is desirable to have an ex-
tended sockets interface which provides a two-fold
bene�t: (i) it allows existing applications to run di-
rectly without any modi�cations and (ii) it exposes

the richer feature set of iWARP such as zero-copy,
asynchronous and one-sidedcommunication to the
applications to be utilized with minimal modi�ca-
tions. In this paper, we have designedand imple-
mented a software stack to provide both these ex-
tensions.
As continuing work, we are currently working

in two broad directions. First, we are provid-
ing the extended sockets interface for hardware of-

oaded iWARP implementations such as the net-
work adapters provided by Ammasso as well as
the TOEs. This will allow a common interface for
all applications whether they are utilizing regular
NICs (software iWARP), TOEs (software iWARP)
and iWARP-capable network adapters (hardware
iWARP). Second, we are developing a simulator
which can provide details about the actual archi-
tectural requirements for di�eren t designsof the of-

oaded iWARP stack.
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