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Abstract
Thecomputerequirementsassociatedwith theTCP/IPprotocol

suite have beenpreviously studiedby a numberof researchers.
However, therecentlydeveloped10-GigabitNetworkssuchas10-
Gigabit EthernetandIn�niBand have addeda new dimensionof
complexity to this problem,Memory Traf�c. While therehave
beenpreviousstudieswhichshow theimplicationsof thememory
traf�c bottleneck,to thebestof our knowledge,therehasbeenno
studywhichshows theactualimpactof thememoryaccessesgen-
eratedby TCP/IP for 10-Gigabitnetworks. In this paper, we do
anin-depthevaluationof thevariousaspectsof theTCP/IPproto-
col suiteincludingthememorytraf�c andCPUrequirements,and
comparethesewith RDMA capablenetwork adapters,using10-
GigabitEthernetandIn�niBand asexamplenetworks. Our mea-
surementsshow thatwhile thehostbasedTCP/IPstackhasahigh
CPUrequirement,up to about80%of this overheadis associated
with the core protocol implementationespeciallyfor large mes-
sagesand is potentially of�oadable using the recentlyproposed
TCPOf�oad Engines.However, thehostbasedTCP/IPstackalso
requiresmultiple transactionsof dataover thecurrentmoderately
fastmemorybuses(up to a factorof four in somecases),i.e., for
10-Gigabitnetworks, it generatesenoughmemorytraf�c to satu-
rateatypicalmemorybuswhile utilizing lessthan35%of thepeak
network bandwidth.On theotherhand,we show that theRDMA
interfacerequiresup to four timeslessermemorytraf�c andhas
almostzeroCPU requirementfor the datasink. Thesemeasure-
mentsshow the potentialimpactsof having an RDMA interface
over IP on10-Gigabitnetworks.

1 Intr oduction

High-speednetwork interconnectsthat offer low latency
and high bandwidthhave beenone of the main reasons
attributed to the successof commodity cluster systems.
Someof the leadinghigh-speednetworking interconnects
include Ethernet[11, 1], In®niBand [2], Myrinet [7] and
Quadrics[18]. Two commonfeaturessharedby thesein-
terconnectsare User-level networkingand RemoteDirect
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MemoryAccess(RDMA). Gigabitand10-GigabitEthernet
offeranexcellentopportunityto build multi-gigabitpersec-
ond networks over the existing Ethernetinstallationbase
dueto their backward compatibility with Ethernet. In®ni-
BandArchitecture(IBA) is a newly de®nedindustrystan-
dardthatde®nesa SystemAreaNetwork (SAN) to enable
a low latency andhighbandwidthclusterinterconnect.IBA
mainlyaimsat reducingthesystemprocessingoverheadby
decreasingthe numberof copiesassociatedwith the mes-
sagetransferandremoving thekernelfrom thecritical mes-
sagepassingpath.
The TransmissionControl Protocol (TCP) is one of the

universally acceptedtransportlayer protocols in today's
networking world. The introductionof gigabit speednet-
works a few years back had challengedthe traditional
TCP/IP implementationin two aspects,namely perfor-
manceand CPU requirements.In order to allow TCP/IP
basedapplicationsachieve the performanceprovided by
thesenetworkswhile demandinglesserCPUresources,re-
searcherscameup with solutionsin two broaddirections:
user-level sockets [19, 3] and TCP Of¯oad Engines[20].
Boththeseapproachesconcentrateonoptimizingtheproto-
col stackeitherby replacingtheTCPstackwith zero-copy,
OS-bypassprotocolssuchas VIA, EMP or by of¯oading
theentireor partof theTCPstackon to hardware.
The advent of 10-Gigabit networks such as 10-Gigabit

EthernetandIn®niBandhasaddedanew dimensionof com-
plexity to this problem,MemoryTraf�c . While therehave
beenprevious studieswhich show the implicationsof the
memory traf®c bottleneck,to the bestof our knowledge,
therehasbeenno studywhich shows the actualimpactof
the memoryaccessesgeneratedby TCP/IPfor 10-Gigabit
networks.
In thispaper, weevaluatethevariousaspectsof theTCP/IP

protocolsuitefor 10-Gigabitnetworks including themem-
ory traf®c andCPU requirements,andcomparethesewith
RDMA capablenetwork adapters,using 10-Gigabit Eth-
ernetand In®niBand asexamplenetworks. Our measure-
mentsshow that while the hostbasedTCP/IPstackhasa
highCPUrequirement,up to about80%of this overheadis
associatedwith thecoreprotocolimplementationespecially
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for large messagesandis potentiallyof¯oadableusingthe
recentlyproposedTCPOf¯oadEnginesor user-level sock-
etslayers.
Further, our studiesreveal that for 10-Gigabitnetworks,

thesocketslayeritself becomesa signi®cantbottleneckfor
memory traf®c. Especiallywhen the data is not present
in the L2-cache,network transactionsgeneratesigni®cant
amountsof memorybustraf®c for theTCPprotocolstack.
As we will seein the later sections,eachbyte transferred
on thenetwork cangenerateup to 4 bytesof datatraf®c on
the memorybus. With the currentmoderatelyfast mem-
ory buses(e.g.,64bit/333MHz)andlow memoryef®cien-
cies (e.g.,65%), this amountof memorytraf®c limits the
peakthroughputapplicationscanachieve to lessthan35%
of the network's capability. Further, the memorybus and
CPUspeedshave not beenscalingwith thenetwork band-
width [4], pointingto thefactthatthisproblemis onlygoing
to worsenin thefuture.
We also evaluatethe RDMA interfaceof the In®niBand

architectureto understandthe implications of having an
RDMA interfaceover IP in two aspects:(a) the CPU re-
quirementfor theTCPstackusageandthecopiesassociated
with thesocketsinterface,(b) thedifferencein theamounts
of memorytraf®c generatedby RDMA comparedto that
of thetraditionalsocketsAPI. Ourmeasurementsshow that
theRDMA interfacerequiresup to four timeslessermem-
ory traf®c andhasalmostzeroCPUrequirementfor thedata
sink. Thesemeasurementsshow the potential impactsof
having anRDMA interfaceoverIP on10-Gigabitnetworks.
Theremainingpartof thepaperis organizedasfollows: In

Section2, weprovideabrief backgroundaboutIn®niBand,
theRDMA interfaceandtheTCPprotocolsuite.Section3
providesdetailsaboutthe architecturalrequirementsasso-
ciatedwith theTCP stack. We presentsomeexperimental
resultsin Section4, other relatedwork in Section5 and
draw ourconclusionsin Section6.

2 Background
In this section,we provide a brief backgroundaboutthe

In®niBandArchitecture,theRDMA interfaceandtheTCP
protocolsuite.

2.1 In�niBand Ar chitecture

In®niBandArchitecture(IBA) is anindustrystandardthat
de®nesa SystemArea Network (SAN) to designclusters
offering low latency andhigh bandwidth.In a typical IBA
cluster, switchedserial links connecttheprocessingnodes
andtheI/O nodes.Thecomputenodesareconnectedto the
IBA fabric by meansof Host ChannelAdapters(HCAs).
IBA de®nesasemanticinterfacecalledasVerbsfor thecon-
sumerapplicationsto communicatewith theHCAs.
IBA mainly aimsat reducingthesystemprocessingover-

headby decreasingthe numberof copiesassociatedwith
a messagetransferandremoving the kernel from the crit-
ical messagepassingpath. This is achieved by providing
theconsumerapplicationsdirectandprotectedaccessto the
HCA.

2.1.1 RDMA Communication Model

IBA supportstwo typesof communicationsemantics:chan-
nel semantics(send-receive communicationmodel) and
memorysemantics(RDMA communicationmodel).
In channelsemantics,everysendrequesthasacorrespond-

ing receive requestat theremoteend.Thusthereis one-to-
onecorrespondencebetweeneverysendandreceiveopera-
tion. Failureto posta receivedescriptorontheremotenode
resultsin themessagebeingdroppedandif theconnection
is reliable,it mightevenresultin thebreakingof theconnec-
tion. In memorysemantics,RemoteDirectMemoryAccess
(RDMA) operationsareused. Theseoperationsaretrans-
parentat theremoteendsincethey do not requirea receive
descriptorto beposted.Therearetwo kindsof RDMA op-
erations: RDMA Write and RDMA Read. In an RDMA
write operation,theinitiator directlywritesdatainto there-
motenode's userbuffer. Similarly, in anRDMA Readop-
eration,theinitiator readsdatafrom theremotenode'suser
buffer.

2.2 TCP/IP ProtocolSuite

Thedataprocessingpathtakenby theTCPprotocolstack
is broadlyclassi®edinto the transmissionpathandthe re-
ceivepath.On thetransmissionside,themessageis copied
into the socket buffer, divided into MTU sizedsegments,
data integrity ensuredthroughchecksumcomputation(to
form the TCP checksum)andpassedon to the underlying
IP layer. Linux-2.4 usesa combinedchecksumandcopy
for the transmissionpath,a well known optimization®rst
proposedby Jacobson,et al. [8]. The IP layer extendsthe
checksumto includethe IP headerandform the IP check-
sumandpasseson theIP datagramto thedevicedriver. Af-
ter the constructionof a packet header, the device driver
makesa descriptorfor thepacket andpassesthedescriptor
to the NIC. The NIC performsa DMA operationto move
theactualdataindicatedby the descriptorfrom thesocket
buffer to theNIC buffer. TheNIC thenshipsthedatawith
the link headerto thephysicalnetwork andraisesan inter-
rupt to inform thedevicedriverthatit has®nishedtransmit-
ting thesegment.
On the receiver side, the NIC receivesthe IP datagrams,

DMAs them to the socket buffer and raisesan interrupt
informing the device driver aboutthis. The device driver
stripsthepacketoff thelink headerandhandsit over to the
IP layer. The IP layer veri®esthe IP checksumandif the
dataintegrity is maintained,handsit over to theTCPlayer.
TheTCPlayerveri®esthedataintegrity of themessageand
placesthe datainto the socket buffer. When the applica-
tion calls the read() operation,the datais copiedfrom
thesocketbuffer to theapplicationbuffer.

3 UnderstandingTCP/IP Requirements

In this section,we study the impactof cachemissesnot
only on theperformanceof theTCP/IPprotocolstack,but
alsoon theamountof memorytraf®c associatedwith these
cachemisses;weestimatetheamountof memorytraf®c for
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a typical throughputtest. In Section4, we validatethese
estimatesthroughmeasuredvalues.
Memorytraf®c comprisesof two components:FrontSide

Bus (FSB) readsandwrites generatedby the CPU(s)and
DMA traf®c generatedthroughtheI/O busby otherdevices
(NIC in our case).We studythememorytraf®c associated
with thetransmitpathandthereceivepathsseparately. Fur-
ther, we breakup eachof thesepathsinto two cases:(a)
Applicationbuffer ®ts in cacheand(b) Application buffer
doesnot ®t in cache.In this section,we describethepath
taken by the secondcase,i.e., whenthe applicationbuffer
doesnot®t in cache.Wealsopresentthe®nal memorytraf-
®c ratio of the ®rst case,but refer the readerto [4] for the
actualdatapathdescriptiondueto spacerestrictions.Fig-
ures1a and 1b illustrate the memoryaccessesassociated
with network communication.

3.1 Transmit Path

As mentionedearlier, in thetransmitpath,TCPcopiesthe
datafrom the applicationbuffer to the socket buffer. The
NIC thenDMAs thedatafrom thesocket buffer andtrans-
mits it. The following arethe stepsinvolvedon the trans-
missionside:
CPU readsthe application buffer (step 1): The appli-

cationbuffer hasto be fetchedto cacheon every iteration
sinceit doesnot completely®t into it. However, it does
not have to be written back to memoryeachtime sinceit
is only usedfor copying into thesocket buffer andis never
dirtied. Hence,this operationrequiresa byteof datato be
transferredfrom memoryfor everybytetransferredoverthe
network.
CPU writes to the socket buffer (step 2): The default

socket buffer size for most kernels including Linux and
WindowsServer2003is 64KB,which®ts in cache(onmost
systems).In the®rst iteration,thesocket buffer is fetched
to cacheandtheapplicationbuffer is copiedinto it. In the
subsequentiterations,thesocket buffer staysin oneof Ex-
clusive, Modi�ed or Shared states,i.e., it never becomes
Invalid. Further, any changeof thesocket buffer statefrom
one to anotherof thesethreestatesjust requiresa noti®-
cation transactionor a Bus Upgradefrom the cachecon-
troller andgeneratesno memorytraf®c. Soideally this op-
erationshouldnot generateany memorytraf®c. However,
thelargeapplicationbuffer sizecanforcethesocket buffer
to bepushedout of cache.This cancauseup to 2 bytesof
memorytraf®c per network byte (one transactionto push
the socket buffer out of cacheand one to fetch it back).
Thus,this operationcanrequirebetween0 and2 bytesof
memorytraf®c pernetwork byte.
NIC doesa DMA readof the socket buffer (steps3 and

4): When a DMA requestfrom the NIC arrives, the seg-
mentof thesocket buffer correspondingto therequestcan
beeitherin cache(dirtied) or in memory. In the®rst case,
duringtheDMA, mostmemorycontrollersperformanim-
plicit write backof thecachelinesto memory. In thesecond
case,theDMA takesplacefrom memory. So,in eithercase,
therewouldbeonebyteof datatransferredeitherto or from

memoryfor everybyteof datatransferredon thenetwork.
Basedon thesefour steps,wecanexpectthememorytraf-

®c requiredfor this caseto bebetween2 to 4 bytesfor ev-
ery byteof datatransferredover thenetwork. Also, we can
expectthisvalueto movecloserto 4 asthesizeof theappli-
cationbuffer increases(forcing morecachemissesfor the
socketbuffer).
Further, dueto thesetassociativenatureof somecaches,it

is possiblethatsomeof thesegmentscorrespondingto the
applicationandsocketbuffersbemappedto thesamecache
line. This requiresthat thesepartsof the socket buffer be
fetchedfrom memoryandwrittenbackto memoryonevery
iteration. It is to be notedthat, even if a cacheline cor-
respondingto thesocket buffer is evicted to accommodate
anothercacheline, theamountof memorytraf®c dueto the
NIC DMA doesnot change;the only differencewould be
that the traf®c would be a memoryreadinsteadof an im-
plicit write back.However, we assumethatthecachemap-
pingandimplementationareef®cientenoughto avoid such
ascenarioanddonotexpectthisto addany additionalmem-
ory traf®c.

3.2 ReceivePath

Thememorytraf®c associatedwith thereceivepathis sim-
pler comparedto that of the transmitpath. The following
arestepsinvolvedon thereceivepath:
NIC doesa DMA write into the socket buffer (step1):

Whenthe dataarrivesat the NIC, it doesa DMA write of
this datainto the socket buffer. During the ®rst iteration,
if the socket buffer is presentin cacheand is dirty, it is
¯ushedbackto memoryby thecachecontroller. Only after
thebuffer is ¯ushedout of thecacheis theDMA write re-
questallowedto proceed.In thesubsequentiterations,even
if the socket buffer is fetchedto cache,it would not be in
a Modi�ed state(sinceit is only being usedto copy data
into the applicationbuffer). Thus,the DMA write request
wouldbeallowedto proceedassoonasthesocketbuffer in
thecacheis invalidatedby theNorthBridge(Figure1), i.e.,
thesocketbufferdoesnotneedto be¯ushedoutof cachefor
thesubsequentiterations.This sumsup to onetransaction
to thememoryduringthis step.
CPU reads the socket buffer (step 2): Again, at this

point the socket buffer is not presentin cache,andhasto
befetched,requiringonetransactionfrom thememory. It is
to benotedthateven if thebuffer waspresentin thecache
beforethe iteration, it hasto be evicted or invalidatedfor
thepreviousstep.
CPU writes to application buffer (steps 3, 4 and 5):

Sincetheapplicationbuffer doesnot ®t into cacheentirely,
it hasto be fetchedin parts,datacopiedto it, andwritten
backto memoryto make room for the restof the applica-
tion buffer. Thus, therewould be two transactionsto and
from thememoryfor this step(oneto fetchtheapplication
buffer from memoryandoneto write it back).
This sumsup to 4 bytesof memorytransactionsfor ev-

ery bytetransferredon thenetwork for this case.It is to be
notedthatfor thiscase,thenumberof memorytransactions
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Figure 1. Memor y Traf�c for Sockets: (a) Transmit Path; (b) Receive Path

doesnot dependon thecachepolicy. Table1 givesa sum-
mary of the memorytransactionsexpectedfor eachof the
above describedcases.Theoretical refersto the possibil-
ity of cachemissesdueto inef®cienciesin thecachepolicy,
setassociativity, etc. Practical assumesthat thecachepol-
icy is ef®cient enoughto avoid cachemissesdueto mem-
ory to cachemappings. While the actualmemoryaccess
patternis signi®cantlymorecomplicatedthan the onede-
scribedabove dueto thepipeliningof datatransmissionto
andfrom thesocket buffer, this modelcapturesthebulk of
the memorytransactionsand providesa fair enoughesti-
mate.

Table 1. Memor y to Network traf�c ratio

�ts in cache doesnot �t in cache

Transmit(Theoretical) 1-4 2-4
Transmit (Practical) 1 2-4
Receive (Theoretical) 2-4 4
Receive (Practical) 2 4

4 Experimental Results
In this section,we presentsomeof the experimentswe

haveconductedover10GigabitEthernetandIn®niBand.
The test-bedusedfor evaluatingthe 10-GigabitEthernet

stackconsistedof two clusters.
Cluster 1: Two Dell2600 Xeon 2.4 GHz 2-way SMP

nodes,eachwith 1GB mainmemory(333MHz,DDR), In-
tel E7501chipset,32KbyteL1-Cache,512KbyteL2-Cache,
400MHz/64-bitFront SideBus, PCI-X 133MHz/64bitI/O
bus,Intel 10GbE/Pro10-GigabitEthernetadapters.
Cluster 2: EightP42.4GHzIBM xSeries305nodes,each

with 256KbytemainmemoryandconnectedusingtheIntel
Pro/1000MT Server Gigabit Ethernetadapters.We used
Windows Server 2003andLinux kernel2.4.18-14smpfor
our evaluations.Themulti-streamtestswereconductedus-
ing a FoundryNet10-GigabitEthernetswitch.
Thetest-bedusedfor evaluatingtheIn®niBandstackcon-

sistedof thefollowing cluster.
Cluster 3: Eight nodesbuilt aroundSuperMicroSUPER

P4DL6 motherboardsand GC chipsetswhich include 64-
bit 133 MHz PCI-X interfaces. Eachnodehastwo Intel
Xeon2.4GHzprocessorswith a 512KbyteL2 cacheanda

400MHzfront sidebus. The machinesareconnectedwith
Mellanox In®niHost MT23108DualPort4x HCA adapter
throughan In®niScaleMT43132Eight 4x Port In®niBand
Switch. The Mellanox In®niHost HCA SDK version is
thca-x86-0.2.0-build-001. The adapter®rmware version
is fw-23108-rel-117 0000-rc12-build-001. We usedthe
Linux 2.4.7-10smpkernelversion.

4.1 10­Gigabit Ethernet

In this sectionwe presentthe performancedeliveredby
10-GigabitEthernet,the memorytraf®c generatedby the
TCP/IPstack(includingthesocketsinterface)andtheCPU
requirementsof this stack.

4.1.1 Micr o-BenchmarkEvaluation

For themicro-benchmarktests,wehavestudiedtheimpacts
of varyingdifferentparametersin thesystemaswell asthe
TCP/IPstackincluding (a) Socket Buffer Size, (b) Maxi-
mum TransmissionUnit (MTU), (c) Network adapterof-
¯oads(checksum,segmentation),(d) PCI burstsize(PBS),
(e) Switch Behavior, (f) TCP window size, (g) Adapter
Interruptdelaysettings,(h) OperatingSystem(Linux and
Windows Server 2003)andseveral others. Most of these
micro-benchmarksusethesamebuffer for transmissionre-
sultingin maximumcachehitspresentingtheidealcaseper-
formanceachievableby 10-GigabitEthernet. Due to this
reason,theseresultstendto hidea numberof issuesrelated
to memorytraf®c. The main ideaof this paperis to study
thememorybottleneckin theTCP/IPstack.Hence,wehave
shown only a subsetof thesemicro-benchmarksin this pa-
per. Therestof themicro-benchmarkscanbefoundin [4].
SingleStreamTests:Figure2ashows theone-wayping-

ponglatency achievedby 10-GigabitEthernet.We cansee
that10-GigabitEthernetis ableto achievealatency of about
37
 sfor amessagesizeof 256bytesontheWindowsServer
2003platform. The®gurealsoshows theaverageCPUuti-
lization for thetest. We canseethat thetestrequiresabout
50%CPUon eachside. We have alsodonea similar anal-
ysisonLinux where10-GigabitEthernetachievesa latency
of about20.5
 s(Figure3a).
Figure 2b shows the throughputachieved by 10-Gigabit
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EthernetontheWindowsServer2003platform.Theparam-
etersettingsusedfor the experimentwerea socket buffer
size of 64Kbytes(both sendand receive on eachnode),
MTU of 16Kbytes,checksumof¯oadedon to the network
cardandthePCI burstsizesetto 4Kbytes.10-GigabitEth-
ernetachievesa peakthroughputof about2.5Gbpswith a
CPUusageof about110%(dualprocessorsystem).Wecan
seethat the amountof CPU usedgetssaturatedat about
100%thoughwe areusingdualprocessorsystems.This is
attributedto the interruptroutingmechanismfor the“x86”
architecture.The x86 architectureroutesall interruptsto
the ®rst processor. For interrupt basedprotocolssuchas
TCP, this becomesa hugebottleneck,sincethis essentially
restrictsthe transmissionsideto aboutoneCPU.This be-
havior is alsoseenin themulti-streamtransmissiontests(in
particularthe fan-outtest)which areprovided in the later
sections.Thethroughputresultsfor theLinux platformare
presentedin Figure3b.
Multi-Str eam Tests: For the multi-streamresults, we

studytheperformanceof thehostTCP/IPstackin thepres-
enceof multipledatastreams̄owing from or into thenode.
The environmentusedfor the multi-streamtestsconsisted
of onenodewith a 10-GigabitEthernetadapterandseveral
othernodesconnectedto thesameswitchusinga1-Gigabit
Ethernetadapter.
Threemainexperimentswereconductedin this category.

The ®rst test was a Fan-in test, where all the 1-Gigabit
Ethernetnodespushdatato the 10-GigabitEthernetnode
throughthecommonswitchthey areconnectedto. Thesec-
ond testwasa Fan-outtest,wherethe10-GigabitEthernet
nodepushesdatatoall the1-GigabitEthernetnodesthrough
thecommonswitch.Thethird testwasDual test,wherethe
10-GigabitEthernetnodeperformsthefan-intestwith half
the 1-GigabitEthernetnodesandthe fan-outtestwith the
otherhalf. It is to benotedthattheDual testis quitediffer-
entfrom amulti-streambi-directionalbandwidthtestwhere
theservernode(10-GigabitEthernetnode)doesbotha fan-
in anda fan-outtestwith eachclient node(1-GigabitEth-
ernetnode). The messagesizeusedfor theseexperiments
is 10Mbytes.This forcesthemessagenot to bein L2-cache
duringsubsequentiterations.
Figures 4a and 4b show the performanceof the host

TCP/IPstackover 10-GigabitEthernetfor the Fan-in and
theFan-outtests.We canseethatwe areableto achieve a
throughputof about3.5Gbpswith a 120%CPUutilization
(dual CPU) for the Fan-in test and about4.5Gbpswith a
100%CPUutilization(dualCPU)for theFan-outtest.Fur-
ther, it is to be notedthat the server getssaturatedin the
Fan-in test for 4 clients. However, in the fan-outtest, the
throughputcontinuesto increasefrom 4 clientsto 8 clients.
Thisagainshowsthatwith 10-GigabitEthernet,thereceiver
is becominga bottleneckin performancemainly dueto the
highCPUoverheadinvolvedon thereceiverside.
Figure 4c shows the performanceachieved by the host

TCP/IP stackover 10-GigabitEthernetfor the Dual test.
The host TCP/IPstackis able to achieve a throughputof

about4.2Gbpswith a 140%CPUutilization (dualCPU).

4.1.2 TCP/IP CPU ParetoAnalysis

In this sectionwe presenta modulewise break-up(Pareto
Analysis) for the CPU overheadof the hostTCP/IPstack
over 10-GigabitEthernet.We usedthe NTttcpthroughput
test as a benchmarkprogramto analysethis. Like other
micro-benchmarks,theNTttcp testusesthesamebuffer for
all iterationsof thedatatransmission.So, theparetoanal-
ysispresentedhereis for the idealcasewith themaximum
numberof cachehits. For measurementof the CPU over-
head,we usedthe Intel VTune

���

PerformanceAnalyzer.
In short, the VTune

���

Analyzerinterruptsthe processor
at speci®edevents(e.g.,every `n' clock ticks) andrecords
its executioncontext at that sample. Given enoughsam-
ples,theresultis a statisticalpro®leof theratio of thetime
spentin a particularroutine. More detailsaboutthe Intel
VTune

���

PerformanceAnalyzercanbefoundin [4].
Figures5 and 6 presentthe CPU break-upfor both the

senderaswell asthereceiver for smallmessages(64bytes)
andlargemessages(16Kbytes)respectively. It canbeseen
that in all the cases,the kernelandthe protocolstackadd
upto about80%of theCPUoverhead.For smallmessages,
the overheadis mainly due to the per-messageinterrupts.
Theseinterruptsarechargedinto the kernelusage,which
accountsfor thehighpercentageof CPUusedby thekernel
for smallmessages.For largermessages,on theotherhand,
theoverheadis mainly dueto thedatatouchingportionsin
theTCP/IPprotocolsuitesuchaschecksum,copy, etc.
As it canbeseenin theparetoanalysis,in caseswherethe

cachehits arehigh, mostof theoverheadof TCP/IPbased
communicationis due to the TCP/IP protocol processing
itself or dueto otherkerneloverheads.This shows thepo-
tentialbene®tsof having TCPOf¯oadEnginesin suchsce-
narioswherethesecomponentsare optimizedby pushing
the processingto the hardware. However, the per-packet
overheadsfor smallmessagessuchasinterruptsfor sending
andreceiving datasegmentswould still be presentinspite
of a protocol of¯oad. Further, as we'll seein the mem-
ory traf®c analysis(the next section),for caseswherethe
cachehit rate is not very high, the memorytraf®c associ-
atedwith thesocketslayerbecomesvery signi®cantform-
ing afundamentalbottleneckfor all implementationswhich
supportthesocketslayer, includinghigh performanceuser-
level socketsaswell asTCPOf¯oadEngines.

4.1.3 TCP/IP Memory Traf�c
For thememorytraf®c tests,we againusedtheVTune

���

PerformanceAnalyzer. We measurethe numberof cache
linesfetchedandevictedfrom theprocessorcacheto calcu-
latethedatatraf®c on theFrontSideBus.Further, wemea-
surethedatabeingtransferredfrom or to memoryfrom the
North Bridgeto calculatethememorytraf®c (on theMem-
ory Bus). Basedon thesetwo calculations,we evaluatethe
amountof traf®c beingtransferredover theI/O bus(differ-
encein theamountof traf®c on theFrontSideBusandthe
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Latency Vs Message Size
(Socket Buffer Size = 64K; MTU = 1.5K;

Checksum Offloaded; PCI Burst Size = 4K)
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Figure 2. Micro­Benc hmarks for the host TCP/IP stac k over 10­Gigabit Ethernet on the Windo ws
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MemoryBus).
SingleStreamTests:Figure7ashows thememorytraf®c

associatedwith the databeing transferredon the network
for thesenderandthereceiver sides.As discussedin Sec-
tion 3, for small messagesizes(messageswhich ®t in the
L2-cache),we canexpectabout1 byte of memorytraf®c
per network byte on the sendersideandabout2 bytesof
memorytraf®c pernetwork byteon thereceiverside.How-
ever, the amountof memorytraf®c seemsto be large for
verysmallmessages.Thereasonfor this is theTCPcontrol
traf®c andothernoisetraf®c on thememorybus.Suchtraf-
®c would signi®cantlyaffect thesmallermessagesizesdue
to the lessamountof memorytraf®c associatedwith them.
However, whenthemessagesizebecomesmoderatelylarge
(andstill ®ts in L2-cache),wecanseethatthemessagetraf-
®c follows thetrendpredicted.
For largemessagesizes(messageswhich do not ®t in the

L2-cache),we canexpectbetween2 and4 bytesof mem-
ory traf®c per network byte on the senderside andabout
4 bytesof memorytraf®c pernetwork byteon thereceiver
side. We canseethat theactualmemoryto network traf®c
ratio followsthis trend.
Theseresultsshow thatevenwithout consideringthehost

CPUrequirementsfor theTCP/IPprotocolstack,themem-
ory copiesassociatedwith the sockets layer can generate
up to 4 bytesof memorytraf®c pernetwork bytefor traf®c
in eachdirection,forming whatwe call thememory-traf�c
bottleneck.It is to be notedthat while someTCP Of¯oad
Enginestry to avoid thememorycopiesin certainscenarios,
thesocketsAPI cannot force a zerocopy implementation
for all cases(e.g.,transactionalprotocolssuchasRPC,File
I/O, etc.®rst readthedataheaderanddecidethesizeof the
buffer to beposted).This forcesthememory-traf®c bottle-
neckto beassociatedwith thesocketsAPI.
Multi-Str eam Tests: Figure 7b shows the actualmem-

ory traf®c associatedwith thenetwork datatransferduring
the multi-streamtests. It is to be notedthat the message
sizeusedfor the experimentsis 10Mbytes,so subsequent
transfersof themessageneedthebuffer to befetchedfrom
memoryto L2-cache.

The ®rst two legendsin the ®gure show the amountof
bytestransferredon the network andthe bytestransferred
on thememorybuspersecondrespectively. The third leg-
end shows 65% of the peakbandwidthachievableby the
memorybus.65%of thepeakmemorybandwidthis agen-
eralruleof thumbusedby mostcomputercompaniesto es-
timatethe peakpracticallysustainablememorybandwidth
on a memorybus when the requestedphysicalpagesare
non-contiguousandarerandomlyplaced. It is to be noted
that thoughthe virtual addressspacecould be contiguous,
thisdoesn't enforceany policy ontheallocationof thephys-
ical addresspagesandthey canbeassumedto berandomly
placed.
It canbe seenthat the amountof memorybandwidthre-

quiredis signi®cantlylarger thantheactualnetwork band-
width. Further, for the Dual test, it can be seenthat the
memorybandwidthactuallyreacheswithin 5% of thepeak
practicallysustainablebandwidth.

4.2 In�niBand Ar chitecture

In this section, we present brie¯y the performance
achieved by RDMA enablednetwork adapterssuchasIn-
®niBand.
Figure 8a shows the one-way latency achieved by the

RDMA write communicationmodelof theIn®niBandstack
for thepolling basedapproachfor completionaswell asan
eventbasedapproach.In thepolling approach,theapplica-
tion continuouslymonitorsthe completionof the message
bycheckingthearriveddata.Thisactivity makesthepolling
basedapproachCPUintensiveresultingin a100%CPUuti-
lization. In theeventbasedapproach,theapplicationgoes
to sleepafter postingthe descriptor. The network adaptor
raisesan interruptfor theapplicationoncethemessagear-
rives. This resultsin a lesserCPUutilization for theevent
basedscheme.
WeseethatRDMA write achievesalatency of about5.5
 s

for boththepolling basedschemeaswell astheeventbased
scheme.Thereasonfor boththeeventbasedschemeandthe
polling basedschemeperformingalike is thereceivertrans-
parency for RDMA Write operations. Since, the RDMA
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write operationis completelyreceiver transparent,theonly
way thereceiver canknow thatthedatahasarrivedinto its
buffer is by polling on the lastbyte. So, in anevent-based
approachonly the senderwould be blocked on sendcom-
pletionusinga noti®cationevent; thenoti®cationoverhead
at thesenderis howeverparallelizedwith thedatatransmis-
sion andreception.Due to this the time taken by RDMA
write for theevent-basedapproachis similar to thatof the
polling basedapproach.Due to thesamereason,theCPU
overheadin the event-basedapproachis 100%(similar to
thepolling basedapproach).
RDMA Readontheotherhandachievesalatency of about

12.5
 s for the polling basedschemeandabout24.5
 s for
the event basedscheme. The detailedresultsfor RDMA
readand the other communicationmodelssuchas send-
receiveandRDMA write with immediatedatacanbefound
in [4].
Figure8 shows thethroughputachievedby RDMA write.

Again, resultsfor both the polling basedapproachaswell
astheevent-basedapproacharepresented.
Bothapproachesseemto performverycloseto eachother

giving a peak throughputof about 6.6Gbps. The peak
throughputis limited by the sustainablebandwidthon the
PCI-X bus. Theway theevent-basedschemeworksis that,
it ®rst checksthecompletionqueuefor any completionen-
tries present.If thereareno completionentriespresent,it
requestsa noti®cationfrom thenetwork adapterandblocks
while waiting for the datato arrive. In a throughputtest,
data messagesare sent one after the other continuously.
So, the noti®cationoverheadcan be expectedto be over-
lappedwith thedatatransmissionoverheadfor theconsec-
utivemessages.Thisresultsin asimilarperformancefor the
event-basedapproachaswell asthepolling basedapproach.
The CPU utilization values are only presentedfor the

event-basedapproach;thosefor thepolling basedapproach
stay closeto 100%and are not of any particularinterest.
The interestingthing to note is that for RDMA, there is
nearlyzeroCPUutilization for thedatasink especiallyfor
largemessages.

4.3 10­Gigabit Ethernet/In�niBand Comparisons

Figures9aand9b show the latency andthroughputcom-
parisonsbetweenIBA and10-GigabitEthernetrespectively.
In this ®gurewe have skippedtheeventbasedschemeand
shown just the polling basedscheme.The reasonfor this
is the softwarestackoverheadin In®niBand. The perfor-
manceof the event basedschemedependson the perfor-
manceof thesoftwarestackto handletheeventsgenerated
by thenetwork adapterandhencewould be speci®cto the
implementationwe areusing. Hence,to getan ideaof the
peakperformanceachievableby In®niBand,werestrictour-
selvesto thepolling basedapproach.
We can seethat In®niBand is able to achieve a signi®-

cantly higher performancethan the host TCP/IP stackon
10-GigabitEthernet;a factorof threeimprovementin the
latency andaupto a3.5timesimprovementin thethrough-
put. This improvementin performanceis mainly dueto the

of¯oadof thenetworkprotocol,directaccessto theNIC and
directplacementof datainto thememory.
Figures10aand10bshow theCPUrequirementsandthe

memorytraf®c generatedby thehostTCP/IPstackover10-
GigabitEthernetandtheIn®niBandstack.We canseethat
the memorytraf®c generatedby the host TCP/IPstackis
muchhigher(morethan4 timesin somecases)ascompared
to In®niBand; this differenceis mainly attributed to the
copiesinvolved in the sockets layer for the TCP/IPstack.
This resultpointsto thefactthatinspiteof thepossibilityof
anof¯oadof theTCP/IPstackonto the10-GigabitEthernet
network adapterTCP's scalabilitywould still be restricted
by thesocketslayerandits associatedcopies.On theother
hand,having anRDMA interfaceover IP togetherwith the
of¯oadedTCPstackcanbeexpectedto achieve all thead-
vantagesseenby In®niBand.
Someof theexpectedbene®tsare(1) Low overheadinter-

faceto thenetwork, (2)DirectDataPlacement(signi®cantly
reducingintermediatebuffering), (3) Supportfor RDMA
semantics,i.e., the sendercanhandlethebuffersallocated
on thereceiver nodeand(4) Most importantly, theamount
of memorytraf®c generatedfor thenetworkcommunication
will beequalto thenumberof bytesgoingout to or coming
in from thenetwork, thusimproving scalability.

5 RelatedWork

Several researchershave worked on implementinghigh
performanceuser-level socketsimplementationsover high
performancenetworks. Kim, Shah,Balaji andseveraloth-
ershaveworkedonsuchpseudosocketslayersoverGigabit
Ethernet[5], GigaNetcLAN [16, 19, 6] andIn®niBand[3].
However, theseimplementationstry to maintainthe sock-
etsAPI in order to allow compatibility for existing appli-
cationsandhencestill facethememorytraf®c bottlenecks
discussedin this paper.
Therehasbeensomeprevious work doneby Foong et.

al. [10] which doesa similar analysisof the bottlenecks
associatedby the TCP/IP stackand the sockets interface.
This researchis notablein the sensethat this wasthe one
of the ®rst to show the implicationsof the memorytraf®c
associatedwith the TCP/IPstack. However, this analysis
wasdoneusingmuchslower networks, in particularGiga-
bit Ethernetadaptersfollowing which the memorytraf®c
did not show up asa fundamentalbottleneckandthe con-
clusionsof the work werequite different from ours. Wu-
ChunFeng,et. al. [12, 9], have donesomeinitial perfor-
manceevaluationof 10-GigabitEthernetadapters. Their
work focusesonly on thepeakperformancedeliverableby
theadaptersanddoesnotconsiderthememorytraf®c issues
for theTCP/IPstackpresent.
We would alsolike to mentionsomepreviousresearchto

optimizetheTCPstack[8, 13, 17, 15, 14]. However, in this
paper, wequestionthesocketsAPI itself andproposeissues
associatedwith this API. Further, we believe that mostof
thepreviously proposedtechniqueswould still bevalid for
theproposedRDMA interfaceoverTCP/IPandcanbeused

9



in a complementarymanner.

6 Concluding Remarksand Future Work

The computerequirementsassociatedwith the TCP/IP
protocol suite have beenpreviously studiedby a number
of researchers.However, the recentlydeveloped10 Giga-
bit networks suchas 10-GigabitEthernetand In®niBand
haveaddedanew dimensionof complexity to thisproblem,
MemoryTraf�c . While therehave beenprevious studies
which show the implicationsof the memorytraf®c bottle-
neck,to thebestof ourknowledge,therehasbeennostudy
whichshowstheactualimpactof thememoryaccessesgen-
eratedby TCP/IPfor 10-Gigabitnetworks.
In this paper, we ®rst do a detailedevaluationof various

aspectsof the host-basedTCP/IP protocol stackover 10-
GigabitEthernetincludingthememorytraf®c andCPUre-
quirements.Next, we comparethesewith RDMA capable
network adapters,usingIn®niBandasanexamplenetwork.
Our measurementsshow thatwhile thehostbasedTCP/IP
stackhasa high CPUrequirement,up to 80%of this over-
headis associatedwith the core protocol implementation
especiallyfor largemessagesandis potentiallyof¯oadable
using the recentlyproposedTCP Of¯oadEngines. How-
ever, thecurrenthostbasedTCP/IPstackalsorequiresmul-
tiple transactionsof thedata(up to a factorof four in some
cases)overthecurrentmoderatelyfastmemorybuses,curb-
ing their scalabilityto fasternetworks; for 10-Gigabitnet-
works,thehostbasedTCP/IPstackgeneratesenoughmem-
ory traf®c to saturatea 333MHz/64bitDDR memoryband-
width evenbefore35%of theavailablenetwork bandwidth
is used.
Ourevaluationof theRDMA interfaceovertheIn®niBand

network tries to nail down someof thebene®tsachievable
by providing anRDMA interfaceover IP. In particular, we
try to comparethe RDMA interfaceover In®niBand not
only in performance,butalsoin otherresourcerequirements
suchasCPU usage,memorytraf®c, etc. Our resultsshow
that the RDMA interfacerequiresup to four times lesser
memorytraf®c andhasalmostzeroCPU requirementsfor
thedatasink. Thesemeasurementsshow thepotentialim-
pactsof having an RDMA interfaceover IP on 10-Gigabit
networks.
As a part of the future work, we would like to do a de-

tailed memory traf®c analysisof the 10-GigabitEthernet
adapteron64-bit systemsandfor variousapplicationssuch
asSpecWebandmultimediastreamingservers.
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