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Abstract

The computerequirementassociatedavith the TCP/IP protocol

suite have beenpreviously studiedby a numberof researchers.

However, therecentlydevelopedl10-GigabitNetworkssuchas10-
Gigabit EthernetandIn niBand have addeda newv dimensionof
compleity to this problem, Memory Trafc. While therehave
beenprevious studieswvhich shav theimplicationsof thememory
traf c bottleneckto the bestof our knovledge,therehasbeenno
studywhich shavs theactualimpactof thememoryaccessegen-
eratedby TCP/IP for 10-Gigabitnetworks. In this paper we do
anin-depthevaluationof the variousaspectof the TCP/IP proto-
col suiteincludingthememorytraf c andCPUrequirementsand
comparethesewith RDMA capablenetwork adaptersusing 10-
GigabitEthernetandIn niBand asexamplenetworks. Our mea-
surementshaw thatwhile the hostbasedl CP/IPstackhasa high
CPUrequirementup to about80% of this overheads associated
with the core protocol implementationespeciallyfor large mes-
sagesand is potentially of oadable using the recently proposed
TCPOf oad Engines.However, thehostbasedl CP/IPstackalso
requiresmultiple transaction®f dataover the currentmoderately
fastmemorybuses(up to a factorof four in somecases)i.e., for
10-Gigabitnetworks, it generategnoughmemorytrafc to satu-
rateatypicalmemorybuswhile utilizing lessthan35%of thepeak
network bandwidth.On the otherhand,we shav thatthe RDMA
interfacerequiresup to four timeslessermemorytrafc andhas
almostzero CPU requirementor the datasink. Thesemeasure-
mentsshav the potentialimpactsof having an RDMA interface
over IP on 10-Gigabitnetworks.

1 Intr oduction

High-speednetwork interconnectghat offer low lateny
and high bandwidthhave beenone of the main reasons
attributed to the successof commaodity cluster systems.
Someof the leadinghigh-speechetworking interconnects
include Ethernet[11, 1], In®niBand [2], Myrinet [7] and
Quadrics[18]. Two commonfeaturessharedby thesein-
terconnectsare Userlevel networkingand RemoteDirect

This researchis supportedin part by National ScienceFoundation
grants#CCR-020442@nd#CCR-03115420 Dr. D. K. Pandaatthe Ohio
StateUniversity.

Austin, Texas78746,
hemal.shah@intel.com

Columhus,OH 43210,
panda@cse.ohio-state.edu

MemoryAcces§{RDMA). Gigabitand 10-GigabitEthernet
offer anexcellentopportunityto build multi-gigabitpersec-
ond networks over the existing Ethernetinstallation base
dueto their backward compatibility with Ethernet. In®ni-
Band Architecture(IBA) is a newly de®nedindustrystan-
dardthatde®nesa SystemArea Network (SAN) to enable
alow lateng andhigh bandwidthclusterinterconnect|BA
mainly aimsatreducingthe systemprocessingverheacy
decreasinghe numberof copiesassociatedvith the mes-
sagedransferandremoving thekernelfrom thecritical mes-
sagepassingpath.

The TransmissionControl Protocol (TCP) is one of the
universally acceptedtransportlayer protocolsin today's
networking world. The introductionof gigabit speednet-
works a few years back had challengedthe traditional
TCP/IP implementationin two aspects,namely perfor
manceand CPU requirements.In orderto allow TCP/IP
basedapplicationsachieve the performanceprovided by
thesenetworks while demandindesserCPU resourceste-
searchergameup with solutionsin two broaddirections:
userlevel soclets[19, 3] and TCP Of oad Engines[20].
Boththeseapproachesoncentrat®n optimizingthe proto-
col stackeitherby replacingthe TCP stackwith zero-coyy,
OS-bypasgrotocolssuchas VIA, EMP or by of oading
theentireor partof the TCP stackon to hardware.

The adwent of 10-Gigabit networks such as 10-Gigabit
Ethernetindin®niBandhasaddedanew dimensiorof com-
plexity to this problem,MemoryTraf c . While therehave
beenprevious studieswhich showv the implicationsof the
memorytraf®c bottleneck,to the bestof our knowledge,
therehasbeenno studywhich shaws the actualimpactof
the memoryaccessegeneratedy TCP/IPfor 10-Gigabit
networks.

In thispaperwe evaluatethevariousaspect®f the TCP/IP
protocolsuitefor 10-Gigabitnetworksincluding the mem-
ory traf®c and CPU requirementsand comparethesewith
RDMA capablenetwork adaptersusing 10-Gigabit Eth-
ernetand In®niBand as examplenetworks. Our measure-
mentsshow that while the hostbasedTCP/IP stackhasa
high CPUrequirementup to about80% of this overheads
associateavith thecoreprotocolimplementatiorespecially



for large messageandis potentially of oadableusingthe
recentlyproposedl CP Of oadEnginesor userlevel sock-
etslayers.

Further our studiesreveal that for 10-Gigabitnetworks,
the socletslayeritself becomes signi®cantbottleneckfor
memorytraf®c. Especiallywhenthe datais not present
in the L2-cache,network transactiongeneratesigni®cant
amountsof memorybustraf®c for the TCP protocolstack.
As we will seein the later sectionseachbyte transferred
onthenetwork cangenerateup to 4 bytesof datatraf®c on
the memorybus. With the currentmoderatelyfastmem-
ory buses(e.g.,64bit/333MHz)and low memoryef®cien-
cies(e.g.,65%), this amountof memorytraf®c limits the
peakthroughputapplicationscanachieve to lessthan35%
of the network's capability Further the memorybus and
CPU speeddave not beenscalingwith the network band-
width [4], pointingto thefactthatthisproblemis only going
to worsenin thefuture.

We also evaluatethe RDMA interfaceof the In®niBand
architectureto understandhe implications of having an
RDMA interfaceover IP in two aspects:(a) the CPU re-
guiremenfor the TCPstackusageandthecopiesassociated
with the socletsinterface,(b) thedifferencen theamounts
of memorytraf®c generatecby RDMA comparedto that
of thetraditionalsocletsAPI. Our measurementshow that
the RDMA interfacerequiresup to four timeslessermem-
ory traf®c andhasalmostzeroCPUrequiremenfor thedata
sink. Thesemeasurementshowv the potentialimpactsof
havinganRDMA interfaceoverIP on 10-Gigabitnetworks.

Theremainingpartof thepapelis organizedasfollows: In
Section2, we provide a brief backgroundaboutin®niBand,
the RDMA interfaceandthe TCP protocolsuite. Section3
providesdetailsaboutthe architecturakrequirementasso-
ciatedwith the TCP stack. We presentsomeexperimental
resultsin Section4, otherrelatedwork in Section5 and
draw our conclusionsn Section6.

2 Background

In this section,we provide a brief backgroundaboutthe
In®niBandArchitecture the RDMA interfaceandthe TCP
protocolsuite.

2.1 InniBand Architecture

In®niBandArchitecture(IBA) is anindustrystandardhat
de®nesa SystemArea Network (SAN) to designclusters
offering low lateng andhigh bandwidth.In atypical IBA
cluster switchedseriallinks connectthe processinghodes
andthel/O nodes.The computenodesareconnectedo the
IBA fabric by meansof Host ChannelAdapters(HCAS).
IBA de®nessemantidnterfacecalledasVerbsfor thecon-
sumerapplicationgo communicatavith the HCAs.

IBA mainly aimsat reducingthe systemprocessingver-
headby decreasinghe numberof copiesassociatedvith
a messagédransferandremoving the kernelfrom the crit-
ical messagepassingpath. This is achieved by providing
theconsumenpplicationgdirectandprotectedaccesso the
HCA.

2.1.1 RDMA Communication Model

IBA supportdwo typesof communicatiorsemanticschan-
nel semantics(send-receie communicationmodel) and
memorysemantic§RDMA communicatiormodel).

In channekemanticsevery sendrequeshasacorrespond-
ing receve requestattheremoteend. Thusthereis one-to-
onecorrespondenceetweenavery sendandreceve opera-
tion. Failureto postareceve descriptorontheremotenode
resultsin the messagéeingdroppedandif the connection
isreliable,it mightevenresultin thebreakingof theconnec-
tion. In memorysemanticsRemoteDirect MemoryAccess
(RDMA) operationsare used. Theseoperationsare trans-
parentattheremoteendsincethey do notrequireareceve
descriptorto be posted.Therearetwo kinds of RDMA op-
erations: RDMA Write and RDMA Read. In an RDMA
write operationtheinitiator directly writesdatainto there-
motenodes userbuffer. Similarly, in an RDMA Readop-
eration theinitiator readsdatafrom theremotenodes user
buffer.

2.2 TCP/IP Protocol Suite

The dataprocessingpathtaken by the TCP protocolstack
is broadly classi®edinto the transmissiorpathandthe re-
ceive path.Onthetransmissiorside, the messagés copied
into the soclet buffer, divided into MTU sized sggments,
dataintegrity ensuredthroughchecksumcomputation(to
form the TCP checksum)and passedn to the underlying
IP layer. Linux-2.4 usesa combinedchecksumand copy
for the transmissiorpath, a well known optimization®rst
proposeddy Jacobsonet al. [8]. The IP layer extendsthe
checksunto includethe IP headerandform the IP check-
sumandpasse®nthelP datagranto thedevice driver. Af-
ter the constructionof a paclet header the device driver
malkesa descriptorfor the paclet andpasseshe descriptor
to the NIC. The NIC performsa DMA operationto move
the actualdataindicatedby the descriptorfrom the soclet
buffer to the NIC buffer. The NIC thenshipsthe datawith
thelink headetto the physicalnetwork andraisesaninter-
ruptto inform thedevice driverthatit has®nishedtransmit-
ting theseggment.

On the recever side, the NIC recevesthe IP datagrams,
DMAs them to the soclet buffer and raisesan interrupt
informing the device driver aboutthis. The device driver
stripsthe paclet off thelink headermandhandsit overto the
IP layer. The IP layer veri®esthe IP checksumandif the
dataintegrity is maintainedhandsit overto the TCPlayer.
TheTCPlayerveri®esthedataintegrity of themessagand
placesthe datainto the soclet buffer. Whenthe applica-
tion callstheread() operation,the datais copiedfrom
the soclet buffer to theapplicationbuffer.

3 Understanding TCP/IP Requirements

In this section,we studythe impactof cachemissesnot
only on the performanceof the TCP/IP protocolstack,but
alsoon the amountof memorytraf®c associatedvith these
cachemisseswe estimateheamountof memorytraf®c for



a typical throughputtest. In Section4, we validatethese
estimateshroughmeasuredalues.

Memorytraf®c comprisesf two componentsFront Side
Bus (FSB) readsand writes generatedy the CPU(s)and
DMA traf®c generatedhroughthel/O busby otherdevices
(NIC in our case).We studythe memorytraf®c associated
with thetransmitpathandthereceve pathsseparatelyFur-
ther, we breakup eachof thesepathsinto two cases:(a)
Application buffer ®ts in cacheand (b) Application buffer
doesnot ®t in cache.In this section,we describethe path
taken by the secondcase,i.e., whenthe applicationbuffer
doesnot®t in cache We alsopresenthe®nal memorytraf-
®c ratio of the ®rst case but referthe readerto [4] for the
actualdatapathdescriptiondueto spacerestrictions. Fig-
ures la and 1b illustrate the memoryaccessegssociated
with network communication.

3.1 Transmit Path

As mentioneckarlier in thetransmitpath, TCP copiesthe
datafrom the applicationbuffer to the soclet buffer. The
NIC thenDMAs the datafrom the soclet buffer andtrans-
mits it. The following arethe stepsinvolved on the trans-
missionside:

CPU readsthe application buffer (step1): The appli-
cationbuffer hasto be fetchedto cacheon every iteration
sinceit doesnot completely®t into it. However, it does
not have to be written backto memoryeachtime sinceit
is only usedfor copying into the soclet buffer andis never
dirtied. Hencethis operationrequiresa byte of datato be
transferredrom memaoryfor every bytetransferrecbverthe
network.

CPU writes to the soclet buffer (step 2): The default
soclet buffer size for most kernelsincluding Linux and
Windows Sener2003is 64KB, which®tsin cachglonmost
systems).In the ®rst iteration, the soclet buffer is fetched
to cacheandthe applicationbuffer is copiedinto it. In the
subsequeniterations,the soclet buffer staysin oneof Ex-
clusive Modi ed or Shaed states,i.e., it never becomes
Invalid. Further ary changeof the soclet buffer statefrom
oneto anotherof thesethree statesjust requiresa noti®-
cation transactionor a Bus Upgradefrom the cachecon-
troller andgenerateso memorytraf®c. Soideally this op-
erationshouldnot generateany memorytraf®c. However,
thelarge applicationbuffer sizecanforce the soclket buffer
to be pushedout of cache.This cancauseup to 2 bytesof
memorytraf®c per network byte (onetransactionto push
the soclet buffer out of cacheand oneto fetch it back).
Thus, this operationcan requirebetween0 and 2 bytesof
memorytraf®c pernetwork byte.

NIC doesa DMA readof the socket buffer (steps3 and
4): Whena DMA requestfrom the NIC arrives, the seg-
mentof the soclet buffer correspondindo the requestcan
be eitherin cache(dirtied) or in memory In the ®rst case,
duringthe DMA, mostmemorycontrollersperformanim-
plicit write backof thecachdinesto memory In thesecond
casetheDMA takesplacefrom memory So,in eithercase,
therewould beonebyteof datatransferreckitherto or from

memoryfor every byte of datatransferrecbn the network.

Basedon thesefour stepswe canexpectthe memaorytraf-
®c requiredfor this caseto be betweer? to 4 bytesfor ev-
ery byte of datatransferrecbverthe network. Also, we can
expectthisvalueto movecloserto 4 asthesizeof theappli-
cation buffer increasegforcing more cachemissesfor the
soclet buffer).

Further dueto the setassociatie natureof somecachesit
is possiblethat someof the segmentscorrespondindo the
applicationandsocletbuffersbemappedo thesamecache
line. This requiresthatthesepartsof the soclet buffer be
fetchedfrom memoryandwritten backto memoryon every
iteration. It is to be notedthat, evenif a cacheline cor
respondingo the soclet buffer is evictedto accommodate
anothercachdine, theamountof memorytraf®c dueto the
NIC DMA doesnot change;the only differencewould be
thatthe traf®c would be a memoryreadinsteadof anim-
plicit write back. However, we assumeéhatthe cachemap-
ping andimplementatiorareef®cientenoughto avoid such
ascenaricanddonotexpectthisto addarny additionalmem-
ory traf®c.

3.2 Receve Path

Thememorytraf®c associateavith thereceve pathis sim-
pler comparedo that of the transmitpath. The following
arestepsinvolvedonthereceve path:

NIC doesa DMA write into the socket buffer (step1):
Whenthe dataarrivesat the NIC, it doesa DMA write of
this datainto the soclet buffer. During the ®rst iteration,
if the soclet buffer is presentin cacheand is dirty, it is
“ushedbackto memoryby the cachecontroller Only after
the buffer is "ushedout of the cacheis the DMA write re-
guestallowedto proceedln the subsequeriterations,even
if the soclet buffer is fetchedto cache,it would not bein
a Modi ed state(sinceit is only beingusedto copy data
into the applicationbuffer). Thus,the DMA write request
would beallowedto proceedassoonasthe soclet bufferin
thecaches invalidatedby the North Bridge (Figurel), i.e.,
thesocletbuffer doesnotneedo be ushedutof cachefor
the subsequeniterations. This sumsup to onetransaction
to thememoryduringthis step.

CPU readsthe socket buffer (step 2): Again, at this
point the soclet buffer is not presentin cache,and hasto
befetched requiringonetransactiorfrom thememory It is
to be notedthatevenif the buffer waspresenin the cache
beforethe iteration, it hasto be evicted or invalidatedfor
thepreviousstep.

CPU writes to application buffer (steps3, 4 and 5):
Sincetheapplicationbuffer doesnot ®t into cacheentirely,
it hasto be fetchedin parts,datacopiedto it, andwritten
backto memoryto make roomfor the restof the applica-
tion buffer. Thus,therewould be two transactiongo and
from the memoryfor this step(oneto fetchthe application
buffer from memoryandoneto write it back).

This sumsup to 4 bytesof memorytransactiondor ev-
ery bytetransferrecbn the network for this case.lt is to be
notedthatfor this casethe numberof memorytransactions
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Figure 1. Memory Traf ¢ for Sockets: (a) Transmit Path; (b) Receive Path

doesnot dependon the cachepolicy. Table1 givesa sum-
mary of the memorytransactionexpectedfor eachof the
above describedcases. Theoetical refersto the possibil-
ity of cachemissegdueto inef®cienciesin the cachepolicy,
setassociatiity, etc. Practical assumeshatthe cachepol-
icy is ef®cient enoughto avoid cachemissesdueto mem-
ory to cachemappings. While the actualmemoryaccess
patternis signi®cantlymore complicatedthanthe one de-
scribedabove dueto the pipelining of datatransmissiorto
andfrom the soclet buffer, this modelcaptureghe bulk of
the memorytransactionsand provides a fair enoughesti-
mate.

Table 1. Memory to Network traf c ratio

| | ts incache| doesnot t in cache]

Transmit(Theoretical) 1-4 2-4

Transmit (Practical) 1 2-4

Receve (Theoretical) 2-4 4
Receve (Practical) 2 4

4 Experimental Results

In this section,we presentsomeof the experimentswe
have conductedver 10 GigabitEthernetandIn®niBand.

The test-bedusedfor evaluatingthe 10-GigabitEthernet
stackconsistef two clusters.

Cluster 1: Two Dell2600 Xeon 2.4 GHz 2-way SMP
nodeseachwith 1GB mainmemory(333MHz,DDR), In-
tel E7501chipset32KbyteL 1-Cache512Kbytel 2-Cache,
400MHz/64-bitFront Side Bus, PCI-X 133MHz/64bitl/O
bus, Intel 10GbE/Prdl0-GigabitEthernetadapters.

Cluster 2: EightP42.4GHzIBM xSeries305nodesgach
with 256Kbytemainmemoryandconnectedisingthe Intel
Pro/1000MT Sener Gigabit Ethernetadapters.We used
Windows Sener 2003andLinux kernel2.4.18-14smgor
our evaluations.The multi-streamtestswereconductedis-
ing a FoundryNet10-GigabitEthernetswitch.

Thetest-bedusedfor evaluatingthe In®niBandstackcon-
sistedof thefollowing cluster

Cluster 3: Eight nodesbuilt aroundSuperMicroSUPER
P4DL6 motherboardsaind GC chipsetswhich include 64-
bit 133 MHz PCI-X interfaces. Eachnodehastwo Intel
Xeon 2.4GHzprocessorsvith a 512Kbytel 2 cacheanda

400MHz front side bus. The machinesare connectedvith
Mellanox In®niHost MT23108 DualPort4x HCA adapter
throughan In®niScaleMT43132Eight 4x PortIn®niBand
Switch. The Mellanox In®niHost HCA SDK versionis
thca-x86-0.2.0-bild-001. The adapter®rmware version
is fw-23108-rel-117_0000-rc12-lild-001 We usedthe
Linux 2.4.7-10smgkernelversion.

4.1 10-Gigabit Ethernet

In this sectionwe presentthe performancedelivered by
10-GigabitEthernet,the memorytraf®c generatedby the
TCP/IPstack(includingthe socletsinterface)andthe CPU
requirement®f this stack.

4.1.1 Micr o-Benchmark Evaluation

For themicro-benchmarkestswe have studiedtheimpacts
of varyingdifferentparametern the systemaswell asthe
TCP/IP stackincluding (a) Soclet Buffer Size, (b) Maxi-
mum TransmissionUnit (MTU), (c) Network adapterof-
“oads(checksumsegmentation)(d) PCl burstsize (PBS),
(e) Switch Behavior, (f) TCP window size, (g) Adapter
Interruptdelay settings,(h) OperatingSystem(Linux and
Windows Sener 2003) and several others. Most of these
micro-benchmarkssethe samebuffer for transmissiomne-
sultingin maximumcachehits presentingheidealcaseper
formanceachievable by 10-GigabitEthernet. Due to this
reasontheseresultstendto hidea numberof issueselated
to memorytraf®c. The mainideaof this paperis to study
thememorybottleneckin the TCP/IPstack.Hencewe have
shavn only a subsebf thesemicro-benchmarks this pa-
per. Therestof themicro-benchmarksanbefoundin [4].

Single Stream Tests: Figure2a shavs the one-way ping-
ponglateng achieved by 10-GigabitEthernet.We cansee
that10-GigabitEthernefs ableto achiere alateng of about
37 sfor amessagsizeof 256bytesontheWindows Sener
2003platform. The®gurealsoshavs the averageCPU uti-
lization for the test. We canseethatthe testrequiresabout
50% CPU on eachside. We have alsodonea similar anal-
ysison Linux wherel0-GigabitEthernetachievesalateny
of about20.5 s(Figure3a).

Figure 2b shaws the throughputachieved by 10-Gigabit



EthernebntheWindows Sener2003platform. Theparam-
eter settingsusedfor the experimentwere a soclet buffer
size of 64Kbytes(both sendand receive on eachnode),
MTU of 16Kbytes,checksunof oadedon to the network
cardandthe PCl burstsizesetto 4Kbytes.10-GigabitEth-
ernetachieresa peakthroughputof about2.5Gbpswith a
CPUusageof about110%(dual processosystem) We can
seethat the amountof CPU usedgets saturatedat about
100%thoughwe areusingdual processosystems.Thisis
attributedto theinterruptrouting mechanisnfor the “x86”
architecture. The x86 architectureroutesall interruptsto
the ®rst processar For interruptbasedprotocolssuchas
TCR this becomes hugebottleneck sincethis essentially
restrictsthe transmissiorsideto aboutone CPU. This be-
havior is alsoseenin themulti-streantransmissionests(in
particularthe fan-outtest) which are providedin the later
sections.Thethroughputresultsfor the Linux platformare
presentedn Figure3b.

Multi-Str eam Tests: For the multi-streamresults, we
studythe performanceof the hostTCP/IPstackin the pres-
enceof multiple datastreamsowing from or into thenode.
The ervironmentusedfor the multi-streamtestsconsisted
of onenodewith a 10-GigabitEthernetadapterandseveral
othernodesconnectedo the sameswitchusinga 1-Gigabit
Ethernetadapter

Threemain experimentswere conductedn this cateyory.
The ®rst test was a Fan-in test, where all the 1-Gigabit
Ethernetnodespushdatato the 10-GigabitEthernetnode
throughthecommonswitchthey areconnectedo. Thesec-
ondtestwasa Fan-outtest,wherethe 10-GigabitEthernet
nodepusheglatato all the 1-GigabitEthernehodeghrough
thecommonswitch. Thethird testwasDualtest,wherethe
10-GigabitEthernetnodeperformsthe fan-intestwith half
the 1-GigabitEthernetnodesandthe fan-outtestwith the
otherhalf. It is to be notedthatthe Dual testis quite differ-
entfrom amulti-streanbi-directionalbandwidthtestwhere
thesenernode(10-GigabitEthernethode)doesbotha fan-
in anda fan-outtestwith eachclient node(1-GigabitEth-
ernetnode). The messagesize usedfor theseexperiments
is 10Mbytes.This forcesthemessag@otto bein L2-cade
duringsubsequenterations.

Figures 4a and 4b showv the performanceof the host
TCP/IP stackover 10-GigabitEthernetfor the Fan-in and
the Fan-outtests. We canseethatwe areableto achieve a
throughputof about3.5Gbpswith a 120% CPU utilization
(dual CPU) for the Fan-in testand about4.5Gbpswith a
100%CPU utilization (dual CPU)for the Fan-outtest. Fur-
ther, it is to be notedthat the sener getssaturatedn the
Fan-intestfor 4 clients. However, in the fan-outtest, the
throughputcontinuego increasdrom 4 clientsto 8 clients.
Thisagainshavsthatwith 10-GigabitEthernettherecever
is becominga bottleneckin performancenainly dueto the
high CPUoverheadnvolvedonthereceverside.

Figure 4c shows the performanceachieved by the host
TCP/IP stack over 10-Gigabit Ethernetfor the Dual test.
The host TCP/IP stackis ableto achieve a throughputof

about4.2Gbpswith a140%CPU utilization (dual CPU).

4.1.2 TCP/IP CPU Pareto Analysis

In this sectionwe presenta modulewise break-up(Pareto
Analysis) for the CPU overheadof the host TCP/IP stack
over 10-GigabitEthernet. We usedthe NTttcpthroughput
testas a benchmarkprogramto analysethis. Like other
micro-benchmarkgheNTttcp testusesthe samebuffer for
all iterationsof the datatransmission.So, the paretoanal-
ysis presentedhereis for the ideal casewith the maximum
numberof cachehits. For measurementf the CPU over-
head,we usedthe Intel VTune  PerformanceAnalyzer
In short, the VTune  Analyzerinterruptsthe processor
at speci®edevents(e.g.,every 'n' clock ticks) andrecords
its executioncontet at that sample. Given enoughsam-
ples,theresultis a statisticalpro®le of theratio of thetime
spentin a particularroutine. More detailsaboutthe Intel
VTune  PerformanceAnalyzercanbefoundin [4].

Figures5 and 6 presentthe CPU break-upfor both the
sendemswell astherecever for smallmessage4bytes)
andlarge messageél 6Kbytes)respectiely. It canbeseen
thatin all the casesthe kernelandthe protocol stackadd
upto about80%of the CPUoverhead For smallmessages,
the overheadis mainly dueto the permessagenterrupts.
Theseinterruptsare chagedinto the kernelusage which
accountdor thehigh percentagef CPUusedby thekernel
for smallmessaged-or largermessagesntheotherhand,
the overheads mainly dueto the datatouchingportionsin
the TCP/IPprotocolsuitesuchaschecksumgopy, etc.

As it canbeseenin the paretoanalysisjn caseswherethe
cachehits are high, mostof the overheadof TCP/IPbased
communicationis dueto the TCP/IP protocol processing
itself or dueto otherkerneloverheadsThis showvs the po-
tentialbene®tsof having TCP Of oadEnginesin suchsce-
narioswherethesecomponentsre optimizedby pushing
the processingo the hardware. However, the perpaclet
overheadsor smallmessagesuchasinterruptsfor sending
andreceving datasegmentswould still be presentinspite
of a protocol of oad. Further aswe'll seein the mem-
ory traf®c analysis(the next section),for caseswherethe
cachehit rateis not very high, the memorytraf®c associ-
atedwith the socletslayerbecomesrery signi®cantform-
ing afundamentabottleneckor all implementationsvhich
supportthe socletslayer, including high performanceuser
level socletsaswell asTCP Of oadEngines.

4.1.3 TCP/IP Memory Traf ¢

For the memorytraf®c tests,we againusedthe VTune
PerformanceAnalyzer We measurehe numberof cache
linesfetchedandevictedfrom the processocacheto calcu-
latethedatatraf®c onthe FrontSideBus. Further we mea-
surethe databeingtransferredrom or to memoryfrom the
North Bridgeto calculatethe memorytraf®c (on the Mem-
ory Bus). Basedon thesetwo calculationswe evaluatethe
amountof traf®c beingtransferredverthe /O bus (differ-
encein theamountof traf®c on the Front SideBusandthe
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MemoryBus).

Single StreamTests: Figure7ashavs the memorytraf®c
associatedvith the databeingtransferredon the network
for the senderandthe recever sides. As discussedn Sec-
tion 3, for small messageizes(messagesvhich ®t in the
L2-cache),we canexpectaboutl byte of memorytraf®c
per network byte on the senderside and about2 bytesof
memorytraf®c pernetwork byte onthereceverside. How-
ever, the amountof memorytraf®c seemsto be large for
very smallmessagesThereasorfor thisis the TCP control
traf®c andothernoisetraf®c onthe memorybus. Suchtraf-
®c would signi®cantlyaffectthe smallermessagsizesdue
to thelessamountof memorytraf®c associatedvith them.
However, whenthe messagsizebecomesnoderatelyfarge
(andstill ®tsin L2-cache)we canseethatthemessagéraf-
®c followsthetrendpredicted.

For large messagsizes(messagewhich do not ®t in the
L2-cache)we canexpectbetween? and4 bytesof mem-
ory traf®c per network byte on the senderside and about
4 bytesof memorytraf®c per network byte on therecever
side. We canseethatthe actualmemoryto network traf®c
ratio follows this trend.

Theseresultsshav thatevenwithout consideringhe host
CPUrequirementgor the TCP/IPprotocolstack,themem-
ory copiesassociatedvith the soclets layer can generate
up to 4 bytesof memorytraf®c pernetwork byte for traf®c
in eachdirection,forming whatwe call the memory-tafc
bottleneck. It is to be notedthat while someTCP Of oad
Enginedry to avoid thememorycopiesin certainscenarios,
the soclets API cannot force a zerocopy implementation
for all casege.g.,transactionaprotocolssuchasRPC,File
I/O, etc. ®rstreadthe dataheademlmnddecidethe sizeof the
buffer to be posted).This forcesthe memory-tra®c bottle-
neckto be associateavith the socletsAPI.

Multi-Str eam Tests: Figure 7b shavs the actualmem-
ory traf®c associatedvith the network datatransferduring
the multi-streamtests. It is to be notedthat the message
size usedfor the experimentsis 10Mbytes,so subsequent
transfersof the messagaeedthe buffer to be fetchedfrom
memoryto L2-cache.
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for large messages (16Kbytes): (a) Transmit Size,

The ®rst two legendsin the ®gure shav the amountof
bytestransferredon the network andthe bytestransferred
on the memorybus per secondrespectiely. Thethird leg-
end shavs 65% of the peakbandwidthachievable by the
memorybus. 65% of the peakmemorybandwidthis agen-
eralrule of thumbusedby mostcomputercompaniego es-
timatethe peakpractically sustainablanemorybandwidth
on a memorybus when the requestedphysical pagesare
non-contiguousndarerandomlyplaced. It is to be noted
that thoughthe virtual addresspacecould be contiguous,
thisdoesnt enforceary policy ontheallocationof thephys-
ical addrespagesandthey canbe assumedo berandomly
placed.

It canbe seenthat the amountof memorybandwidthre-
quiredis signi®cantlylargerthanthe actualnetwork band-
width. Further for the Dual test, it can be seenthat the
memorybandwidthactuallyreachesvithin 5% of the peak
practicallysustainabldandwidth.

4.2 InniBand Architecture

In this section, we present brie'y the performance
achieved by RDMA enablednetwork adaptersuchasIn-
®niBand.

Figure 8a shaws the one-way lateny achieved by the
RDMA write communicatiormodelof theIn®niBandstack
for thepolling basedapproacHor completionaswell asan
eventbasedapproachln the polling approachtheapplica-
tion continuouslymonitorsthe completionof the message
by checkinghearriveddata.Thisactivity makesthepolling
basedpproactCPUintensizeresultingin a100%CPUuti-
lization. In the eventbasedapproachthe applicationgoes
to sleepafter postingthe descriptor The network adaptor
raisesaninterruptfor the applicationoncethe messager-
rives. This resultsin alesserCPU utilization for the event
basedscheme.

We seethatRDMA write achievesalateng of abouts.5 s
for boththepolling basedschemeaswell astheeventbased
schemeThereasorfor boththeeventbasedschemendthe
polling basedschemeperformingalike is therecevertrans-
pareny for RDMA Write operations. Since,the RDMA
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write operationis completelyrecever transparentthe only
way therecever canknow thatthe datahasarrivedinto its
buffer is by polling on thelastbyte. So,in anevent-based
approachonly the sendemwould be blocked on sendcom-
pletion usinga noti®cationevent; the noti®cationoverhead
atthesendeis however parallelizedwith thedatatransmis-
sion andreception. Due to this the time taken by RDMA
write for the event-basedpproactis similar to that of the
polling basedapproach.Dueto the samereasonthe CPU
overheadn the event-basedpproachis 100% (similar to
thepolling basedapproach).

RDMA Readontheotherhandachievesalateng of about
12.5 sfor the polling basedschemeandabout24.5 s for
the event basedscheme. The detailedresultsfor RDMA
read and the other communicationmodelssuch as send-
receve andRDMA write with immediatedatacanbefound
in [4].

Figure 8 shows the throughputachievedby RDMA write.
Again, resultsfor both the polling basedapproachaswell
astheevent-base@pproactarepresented.

Both approacheseemnto performvery closeto eachother
giving a peak throughputof about 6.6Gbps. The peak
throughputis limited by the sustainabldandwidthon the
PCI-X bus. Theway the event-basedchemanorksis that,
it ®rst checksthe completionqueuefor any completionen-
tries present.If thereareno completionentriespresentit
requesta noti®cationfrom the network adapteiandblocks
while waiting for the datato arrive. In a throughputtest,
data messageare sent one after the other continuously
So, the noti®cation overheadcan be expectedto be over-
lappedwith the datatransmissioroverheador the consec-
utivemessagesThisresultsin asimilarperformancéor the
event-basea@dpproactaswell asthepolling basedapproach.

The CPU utilization values are only presentedfor the
event-base@pproachthosefor the polling basedapproach
stay closeto 100% and are not of ary particularinterest.
The interestingthing to note is that for RDMA, thereis
nearlyzeroCPU utilization for the datasink especiallyfor
largemessages.

4.3 10-Gigabit Ethernet/In niBand Comparisons

FiguresQaand9b shav the lateny andthroughputcom-
parisondetweeriBA and10-GigabitEthernetespectiely.
In this ®gure we have skippedthe eventbasedschemeand
shawn just the polling basedscheme.The reasonfor this
is the software stackoverheadin In®niBand. The perfor
manceof the event basedschemedependson the perfor
manceof the softwarestackto handlethe eventsgenerated
by the network adapterandhencewould be speci®cto the
implementationwve areusing. Hence,to getanideaof the
peakperformanceachiezableby In®niBand,werestrictour
selesto the polling basedapproach.

We can seethat In®niBand is able to achieve a signi®-
cantly higher performancehan the host TCP/IP stackon
10-GigabitEthernet;a factor of threeimprovementin the
latengy andaupto a 3.5timesimprovementin thethrough-
put. Thisimprovementin performanceas mainly dueto the

of oadof thenetwork protocol,directaccess$o theNIC and
directplacemenbf datainto thememory

Figuresl0aand10bshowv the CPUrequirementandthe
memorytraf®c generatedy thehostTCP/IPstackover 10-
GigabitEthernetandthe In®niBandstack. We canseethat
the memorytraf®c generatedyy the host TCP/IP stackis
muchhigher(morethan4 timesin somecasespascompared
to In®niBand; this differenceis mainly attributed to the
copiesinvolvedin the socletslayer for the TCP/IP stack.
Thisresultpointsto thefactthatinspiteof the possibility of
anof oadof the TCP/IPstackonto the10-GigabitEthernet
network adapterTCP's scalabilitywould still be restricted
by the socletslayerandits associatedopies.On the other
hand,having anRDMA interfaceover IP togethemwith the
of oadedTCP stackcanbe expectedto achieve all the ad-
vantageseenby In®niBand.

Someof theexpectecbene®tsare(1) Low overheadnter
faceto thenetwork, (2) DirectDataPlacemengsigni®cantly
reducingintermediatebuffering), (3) Supportfor RDMA
semanticsj.e., the sendercanhandlethe buffers allocated
onthereceiver nodeand(4) Most importantly the amount
of memorytraf®c generatedor thenetwork communication
will beequalto thenumberof bytesgoingoutto or coming
in from the network, thusimproving scalability

5 RelatedWork

Several researcherfiave worked on implementinghigh
performanceauserlevel socletsimplementationsver high
performancenetworks. Kim, Shah,Balaji andseveral oth-
ershave workedon suchpseudasocletslayersover Gigabit
Ethernef5], GigaNetcLAN [16, 19, 6] andIn®niBand|3].
However, theseimplementationgry to maintainthe sock-
etsAPI in orderto allow compatibility for existing appli-
cationsandhencestill facethe memorytraf®c bottlenecks
discussedh this paper

There has beensomeprevious work done by Foong et.
al. [10] which doesa similar analysisof the bottlenecks
associatedy the TCP/IP stackand the socletsinterface.
This researchis notablein the sensethat this wasthe one
of the ®rst to shav the implicationsof the memorytraf®c
associatedvith the TCP/IP stack. However, this analysis
wasdoneusingmuchslower networks, in particularGiga-
bit Ethernetadaptergfollowing which the memorytraf®c
did not shov up asa fundamentabottleneckandthe con-
clusionsof the work were quite differentfrom ours. Wu-
ChunFeng,et. al. [12, 9], have donesomeinitial perfor
manceevaluationof 10-GigabitEthernetadapters. Their
work focusesonly on the peakperformancealeliverableby
theadapteranddoesnotconsideithememorytraf®c issues
for the TCP/IPstackpresent.

We would alsolik e to mentionsomepreviousresearctto
optimizethe TCPstack[8, 13, 17, 15, 14]. However, in this
paperwe questiorthesocletsAPI itself andproposéassues
associatedvith this API. Further we believe that mostof
the previously proposedechniquesvould still be valid for
theproposedRDMA interfaceover TCP/IPandcanbeused



in acomplementarynanner

6 Concluding Remarksand Future Work

The computerequirementsassociatedwvith the TCP/IP
protocol suite have beenpreviously studiedby a number
of researchersHowever, the recentlydevelopedl10 Giga-
bit networks suchas 10-Gigabit Ethernetand In®niBand
have addeda new dimensionof complexity to this problem,
MemoryTrafc. While there have beenprevious studies
which shawv the implicationsof the memorytraf®c bottle-
neck,to the bestof our knowledge therehasheenno study
whichshowvstheactualimpactof thememoryaccessegen-
eratecby TCP/IPfor 10-Gigabitnetworks.

In this paper we ®rst do a detailedevaluationof various
aspectof the host-based CP/IP protocol stack over 10-
GigabitEthernetincludingthe memorytraf®c andCPUre-
guirements.Next, we comparethesewith RDMA capable
network adaptersusingIn®niBandasan examplenetwork.
Our measurementshov thatwhile the hostbasedTCP/IP
stackhasa high CPU requirementup to 80% of this over-
headis associatedvith the core protocolimplementation
especiallyfor large messageandis potentiallyof oadable
using the recentlyproposedT CP Of oad Engines. How-
ever, thecurrenthostbasedl CP/IPstackalsorequiresmul-
tiple transaction®f the data(up to a factorof four in some
casespverthecurrentmoderatelyfastmemorybusesgcurb-
ing their scalabilityto fasternetworks; for 10-Gigabitnet-
works,thehostbasedl CP/IPstackgenerategnoughmem-
ory traf®c to saturatea 333MHz/64bitDDR memoryband-
width evenbefore35% of the availablenetwork bandwidth
is used.

Ourevaluationof theRDMA interfaceovertheln®niBand
network triesto nail down someof the bene®tsachievable
by providing an RDMA interfaceover IP. In particulay we
try to comparethe RDMA interface over In®niBand not
only in performancebut alsoin otherresourceequirements
suchas CPU usage memorytraf®c, etc. Our resultsshov
that the RDMA interfacerequiresup to four timeslesser
memorytraf®c andhasalmostzero CPU requirementgor
the datasink. Thesemeasurementshawv the potentialim-
pactsof having an RDMA interfaceover IP on 10-Gigabit
networks.

As a part of the future work, we would like to do a de-
tailed memorytraf®c analysisof the 10-GigabitEthernet
adapteion 64-bit systemsandfor variousapplicationssuch
asSpecV¢bandmultimediastreamingseners.
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